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UNDERSTANDING CLAIMS-BASED IDENTITY 

For people who create software today, working with identity iǎƴΩǘ ƳǳŎƘ fun. First, a developer needs to 

decide which identity technology is right for a particular application. If the application will be accessed in 

different ways, such as within an organization, across different organizations, and via the public Internet, 

one identity technology might not be enoughτthe application might need to support multiple options. 

Next, the developer needs to figure out how to find and keep track of identity information for each of the 

ŀǇǇƭƛŎŀǘƛƻƴΩǎ users. The application will get some of what it needs directly from those users, but it might 

also need to look up other information in a directory service or someplace else.  

This is all more complex than it needs to be. Why not create a single interoperable approach to identity 

that works in pretty much every situation? And rather than making applications hunt for identity 

information, why not make sure that this single approach lets users supply each application with the 

identity information it requires?  

Claims-based identity achieves both of these goals. It provides a common way for applications to acquire 

the identity information they need from users inside their organization, in other organizations, and on the 

Internet. Along with making the lives of developers significantly simpler, a claims-based approach can also 

lower the cost of building and managing applications. 

Making claims-based identity real requires developers to understand how and why to create claims-based 

applications. It also requires some infrastructure software that applications can rely on. This overview 

describes the basics of claims-based identity, then looks at how a group of Microsoft technologies 

όƻǊƛƎƛƴŀƭƭȅ ŎƻŘŜƴŀƳŜŘ άDŜƴŜǾŀέύ help make this world a reality. Those technologies are Active Directory 

Federation Services (AD FS) 2.0, Windows CardSpace 2.0, and Windows Identity Foundation (WIF). 

THE PROBLEM: WORKING WITH IDENTITY IN APPLICATIONS 

Sometimes, working with identity is simple. Think of a Windows application ǘƘŀǘ ŘƻŜǎƴΩǘ ƴŜŜŘ ǘƻ ƪƴƻǿ 

much about its users, for example, and that will be accessed only by users within a single organization. 

This application can just rely on Kerberos, part of Active Directory Domain Services (AD DS, originally 

ƪƴƻǿƴ ŀǎ Ƨǳǎǘ ά!ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅέύ, to authenticate its users and convey basic information about them. Or 

ǎǳǇǇƻǎŜ ȅƻǳΩǊŜ ŎǊŜŀǘƛƴƎ ŀƴ ŀǇǇƭƛŎŀǘƛƻƴ ǘƘŀǘ ǿƛƭƭ ōŜ ŀŎŎŜǎǎŜŘ ǎƻƭŜƭȅ ōȅ LƴǘŜǊƴŜǘ ǳǎŜǊǎΦ !ƎŀƛƴΣ ǘƘŜ ŎƻƳƳƻƴ 

approach to handling identity is straightforward: require each user to supply a username and password, 

then maintain a database of this user information.  

Yet these simple scenarios quickly break down. What if you need more information about each user than 

is provided by either Kerberos or a simple username and password? Your application will now need to 

acquire this information from some other source, such as AD DS, or keep track of the information itself. 

Or suppose the application must be accessed both by employees inside the organization and by 

customers via the Internetτwhat now? Should the application support both Kerberos and 

username/password-based logins? !ƴŘ ǿƘŀǘ ŀōƻǳǘ ǘƘŜ ŎŀǎŜ ǿƘŜǊŜ ȅƻǳΩŘ ƭƛƪŜ ǘƻ ƭŜǘ ǳǎŜǊǎ ŦǊƻƳ ŀ ōǳǎƛƴŜǎǎ 

partner access this application without requiring a separate login? This kind of identity federation ŎŀƴΩǘ ōŜ 

accomplished very well with either Kerberos or username/password loginsτmore is required. Or suppose 

the application lives in the cloud. How should identity be handled in this situation? 



    

4 

The right solution is to have one approach to identity that works in all of these scenarios. To be effective, 

this single approach must be based on widely recognized industry standards that interoperate across both 

platform and organizational boundaries. .ǳǘ ǎǘŀƴŘŀǊŘǎ ŀƭƻƴŜ ŀǊŜƴΩǘ ŜƴƻǳƎƘΦ ¢ƘŜ solution also needs to be 

widely implemented in products from multiple vendors and be simple for developers to use. This unified, 

broadly supported approach is exactly what claims-based identity is meant to provide. 

THE SOLUTION: CLAIMS-BASED IDENTITY 

Claims-based identity is a straightforward idea, founded on a small number of concepts: claims, tokens, 

identity providers, and a few more. This section describes the basics of this technology, starting with a 

look at these fundamental notions.  

Before launching into this descriptioƴΣ ƘƻǿŜǾŜǊΣ ǘƘŜǊŜΩǎ ŀƴ ƛƳǇƻǊǘŀƴǘ Ǉƻƛƴǘ ǘƻ ƳŀƪŜΦ ²ƘƛƭŜ ǘƘƛǎ ǇŀǇŜǊ 

focuses on the mechanics, using the technology described here can require more, such as business 

agreements between different organizations. Addressing the technical challenges is essential, but ǘƘŜȅΩǊŜ 

not always the whole story.  

Creating Claims  

What is an identity? In the real world, the question is hard to answerτthe discussion quickly veers into 

the metaphysical. In the digital world, however, the answer is simple: A digital identity is a set of 

information about somebody or something. While all kinds of entities can have digital identities, including 

ŎƻƳǇǳǘŜǊǎ ŀƴŘ ŀǇǇƭƛŎŀǘƛƻƴǎΣ ǿŜΩǊŜ Ƴƻǎǘ ƻŦǘŜƴ ŎƻƴŎŜǊƴŜŘ ǿƛǘƘ ƛŘŜƴǘƛŦȅƛƴƎ ǇŜƻǇƭŜΦ !ŎŎƻǊŘƛƴƎƭȅΣ ǘƘƛǎ 

overview will always refer to things ǿƛǘƘ ƛŘŜƴǘƛǘƛŜǎ ŀǎ άǳǎŜǊǎέΦ  

When a digital identity is transferred acǊƻǎǎ ŀ ƴŜǘǿƻǊƪΣ ƛǘΩǎ Ƨust a bunch of bytesΦ LǘΩǎ ŎƻƳƳƻƴ ǘƻ ǊŜŦŜǊ ǘƻ ŀ 

set of bytes containing identity information as a security token or just a token. In a claims-based world, a 

token contains one or more claims, each of which carries some piece of information about the user it 

identifies. Figure 1 shows how this looks. 

 

Figure 1: A token contains claims about a user along with a digital signature that can be used to verify 

its issuer. 

Claims can represent pretty much anything about a user. In this example, for instance, the first three 

claims in the ǘƻƪŜƴ Ŏƻƴǘŀƛƴ ǘƘŜ ǳǎŜǊΩǎ ƴŀƳŜΣ an identifier for a group she belongs to, and her age. Other 

ǘƻƪŜƴǎ Ŏŀƴ Ŏƻƴǘŀƛƴ ƻǘƘŜǊ ŎƭŀƛƳǎΣ ŘŜǇŜƴŘƛƴƎ ƻƴ ǿƘŀǘΩǎ ǊŜǉǳƛǊŜŘΦ To verify its source and to guard against 
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unauthorized changes, ŀ ǘƻƪŜƴΩǎ ƛǎǎǳŜǊ ŘƛƎƛǘŀƭƭȅ ǎƛƎƴǎ each token ǿƘŜƴ ƛǘΩs created. As Figure 1 shows, the 

resulting digital signature is carried with the token. 

But who issues tokens? In a claims-based world, tokens are created by software known as a security token 

service (STS). Figure 2 illustrates the process. 

 

Figure 2: A user acquires a token containing some set of claims from an STS. 

In a typical scenario, an application working on behalf of a user, such as a Web browser or another client, 

asks an STS for a token containing claims for this user (step 1). This request is made using the standard 

protocol WS-Trust. (In fact, support for WS-Trust is one of the defining characteristics of an STS.) The 

request is authenticated in some way, such as by providing a Kerberos ticket, a password from the user, 

or something else. The request typically contains both the name of the user for whom this token should 

be issued and a URI identifying the application the user wishes to access. The STS then looks up 

information about the user and the application in a local database (step 2). As the figure shows, this 

database maintains account information and other attributes about users and applications. Once the STS 

has found what it needs, it generates the token and returns it to the requester (step 3). 

As Figure 2 shows, an STS is owned by some identity provider (sometimes called an issuer). The identity 

provider is what stands behind the truth of the claims in the tokens an STS creates. In fact, this is why the 

contents of a token are called άclaimsέΥ ¢ƘŜȅΩǊŜ assertions that this identity provider claims are true. The 

application that receives this token can decide whether it trusts this identity provider and the claims it 

makes about this user. 

LŘŜƴǘƛǘȅ ǇǊƻǾƛŘŜǊǎ ŎƻƳŜ ƛƴ Ƴŀƴȅ ŦƻǊƳǎΦ LŦ ȅƻǳ ǳǎŜ ŀ ǘƻƪŜƴ ƛǎǎǳŜŘ ōȅ ŀƴ {¢{ ƻƴ ȅƻǳǊ ŎƻƳǇŀƴȅΩǎ ƴŜǘǿƻǊƪΣ 

for example, the identity provider is your company. If you use a token issued by the STS provided by 
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aƛŎǊƻǎƻŦǘΩǎ ²ƛƴŘƻǿǎ [ƛǾŜ L5 ǎŜǊǾƛŎŜ on the Internet, this Microsoft service is acting as the identity 

provider. But whoever the identity provider is, being able to acquire and use a token full of claims is 

useful.  

To see why, think about the pre-claims world we (mostly) live in today. In this environment, an application 

typically gets only simple identity information from a user, such as her login name. All of the other 

information it needs about that user must be acquired from somewhere else. The application might need 

to access a local directory service, for instance, or maintain its own application-specific database. With 

claims-based identity, however, an application can specify exactly what claims it needs and which identity 

providers it trusts, then expect each user to present those claims in a token issued by one of those 

providers. A claims-aware application is still free to create its own user database, of course, but the need 

to do this shrinks. Instead, each request can potentially contain everything the application needs to know 

about this user. 

Claims can convey a variety of information. As Figure 1 showed, a claim might contain traditional things 

such as a useǊΩǎ ƴŀƳŜ ŀƴŘ ƎǊƻǳǇ ƳŜƳōŜǊǎƘƛǇǎΣ generally useful information such as her address, or other 

descriptive data such as her age. A claim might also identify the roles a user can act in, providing more 

information that the application can use to make an access control decision. Yet another possibility is to 

use a claim to indicate explicitly ǘƘŜ ǳǎŜǊΩǎ ǊƛƎƘǘ ǘƻ Řƻ ǎƻƳŜǘƘƛƴƎΣ ǎǳŎƘ ŀǎ ŀŎŎŜǎǎ ŀ ŦƛƭŜΣ or to restrict some 

right, such as setting aƴ ŜƳǇƭƻȅŜŜΩǎ purchasing limit. Because an application can count on getting the 

identity information it needs in a token, claims-based identity makes life simpler for application 

developers.  

This approach also brings one more benefit: It gets developers out of the business of authenticating users. 

All the application needs to do is determine that the token a user presents was created by an STS this 

application trusts. How the user proved its identity to this STSτwith a password, a digital signature, or 

something elseτƛǎƴΩǘ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴΩǎ ǇǊƻōƭŜƳΦ This lets the application be deployed unchanged in 

different contexts, a significant improvement over the usual situation today.  

Using Claims 

Claims, tokens, identity providers, and STSs are the foundation of claims-based identity. ¢ƘŜȅΩǊŜ ŀƭƭ Ƨǳǎǘ 

means to an end, however. The real goal is to help a user present her digital identity to an application, 

then let the application use this informatiƻƴ ǘƻ ŘŜŎƛŘŜ ǿƘŀǘ ǎƘŜΩǎ ŀƭƭƻǿŜŘ ǘƻ Řƻ. Figure 3 shows a simple 

picture of how this happens. 
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Figure 3: A browser or other client can acquire a token from an STS, then present this token and the 

claims it contains to an application. 

As the figure shows, a Web browser or other client acting on behalf of a user gets a token for a particular 

application from an STS owned by some identity provider (step 1). Once it has this token, the browser or 

client sends it to the application (step 2), which attempts to verify its signature. If this verification works, 

the application knows which STS, and thus which identity provider, issued the token. If the application 

trusts this identity provider, it accepts the claims in the token as correct and uses them to decide what the 

user is allowed to do (step 3).  

If ǘƘŜ ǘƻƪŜƴ Ŏƻƴǘŀƛƴǎ ǘƘŜ ǳǎŜǊΩǎ ƴŀƳŜΣ for example, the application can assume that the user really is who 

she claims to be. Since the user was required to authenticate herself to get this token, the application 

ŘƻŜǎƴΩǘ ƴŜŜŘ ǘƻ ŀǳǘƘŜƴǘƛŎŀǘŜ ƘŜǊ ŀƎŀƛƴΦ (In fact, because it relies on the claims in the token, an application 

is sometimes referred to as a relying party.) 

!ƭǘƘƻǳƎƘ ƛǘΩǎ ƴƻǘ ǎƘƻǿƴ ƛƴ ǘƘŜ ŦƛƎǳǊŜΣ ǘƘŜǊŜΩǎ ŀƴ ŜǎǎŜƴǘƛŀƭ Ŧƛrst step before any of this can happen: An 

administrator must configure the STS to issue the right claims for this user and this application. Without 

this, the STS ƭƛƪŜƭȅ ŎŀƴΩǘ create a token containing the claims that the application needs. While doing this 

might seem like a burden, the reality is that this information must also be configured in the non-claims-

based world. The big difference is that now the claims are all in one place, accessible through the STS, 

rather than spread across different systems.  

The implicit assumption in Figure 3 is that the user has just one digital identity that she uses for all 

applications. The truth, though, is that she probably wishes to send different identity information to 

different applications. Think about how this works in the real world: You show your passport to a border 

ƎǳŀǊŘΣ ōǳǘ ƎƛǾŜ ȅƻǳǊ ŘǊƛǾŜǊΩǎ ƭƛŎŜƴǎŜ ǘƻ ŀ traffic cop. Neither will accept the identity demanded by the 
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other, because different situations require presenting different information from different sources. 

tŀǎǎǇƻǊǘǎ ŀǊŜ ƛǎǎǳŜŘ ōȅ ƴŀǘƛƻƴŀƭ ƎƻǾŜǊƴƳŜƴǘǎΣ ǿƘƛƭŜ ŘǊƛǾŜǊΩǎ ƭƛŎŜƴǎŜǎ ƳƛƎƘǘ ōŜ ƛǎǎǳŜŘ ōȅ ǎƻƳŜ more local 

entity, such as a state government. The analog in the digital world is relying on different identity 

providers, each offering an STS that issues tokens containing appropriate claims. The claims in these 

tokens varyΣ Ƨǳǎǘ ŀǎ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ƛƴ ȅƻǳǊ ǇŀǎǎǇƻǊǘ ƛǎ ŘƛŦŦŜǊŜƴǘ ŦǊƻƳ ǿƘŀǘΩǎ ƛƴ ȅƻǳǊ ŘǊƛǾŜǊΩǎ ƭƛŎŜƴǎŜΦ 

LŦ ǿŜΩǊŜ ŀƭƭ ƎƻƛƴƎ ǘƻ ƘŀǾŜ ƳǳƭǘƛǇƭŜ ŘƛƎƛǘŀƭ ƛŘŜƴǘƛǘƛŜǎτand we areτit would be useful to have a consistent 

way to select the identity we want to use to access a particular application at a particular time. In other 

words, ǿŜΩŘ ƭƛƪŜ ǘƻ ƘŀǾŜ an identity selector. Figure 4 shows where this component fits. 

 

Figure 4: An identity selector provides a consistent way for users to choose which identity they wish to 

present to an application. 

In this more complete scenarioΣ ǘƘŜ ǇǊƻŎŜǎǎ ōŜƎƛƴǎ ǿƘŜƴ ǘƘŜ ǳǎŜǊ ŀŎŎŜǎǎŜǎ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴΦ ²ƘŜǘƘŜǊ ƛǘΩǎ 

contacted from a browser or some other client, the application can indicate what kind of token it 

requires, what kind of claims that token should contain, and what identity providers it trusts (step 1). As 

always in a claims-based world, the application can do this in a vendor-neutral way, using either WS-

SecurityPolicy (for requests made via SOAP) or HTML (for requests made via HTTP) to describe these 

requirements. hƴŎŜ ǘƘŜ ǳǎŜǊΩǎ ǎȅǎǘŜƳ Ƙŀǎ ǘƘƛǎ ƛƴŦƻǊƳŀǘƛƻƴΣ ƛǘǎ ƛŘŜƴǘƛǘȅ ǎŜƭŜŎǘƻǊ can present the user with 

a visual representation of her available identities that meet these requirements. The user selects one of 

these (step 2), and the identity selector contacts the appropriate identity provider to authenticate the 

user and get a token for this identity (step 3). Once it has the token, the browser or client sends it to the 

application (step 4), which verifies it, then uses the claims it contains (step 5). 

LǘΩǎ ƛƳǇƻǊǘŀƴǘ ǘƻ ǳƴŘŜǊǎǘŀƴŘ ǘƘŀǘ ǿƘƛƭŜ ŀƴ ƛŘŜƴǘƛǘȅ ǎŜƭŜŎǘƻǊ ƛǎ ǳǎŜŦǳƭΣ ƛǘΩǎ ƴƻǘ ǊŜǉǳƛǊŜŘΦ /ƭŀƛƳǎ-based 

identity depends on an STS that can issue tokens and an application able to accept them, but how the 
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user chooses an identity can vary. In fact, a single deployment can work with a mix of clients, some with 

and some without an identity selector. Moving to a claims-ōŀǎŜŘ ǿƻǊƭŘ ŘƻŜǎƴΩǘ necessarily require 

ŘŜǇƭƻȅƛƴƎ ƛŘŜƴǘƛǘȅ ǎŜƭŜŎǘƻǊǎ ƻƴ ŜǾŜǊȅ ǳǎŜǊΩǎ ŘŜǎƪǘƻǇΦ 

Also, while claims-based identity does specify important aspects of these interactions, such as how tokens 

are requested from an STS, this approach explicitly omits defining other things. For example, the claims-

based approach ŘƻŜǎƴΩǘ ƳŀƴŘŀǘŜ ŀƴȅ ǇŀǊǘƛŎǳƭŀǊ ŦƻǊƳŀǘ ŦƻǊ ǘƻƪŜƴǎΦ LǘΩǎ ŎƻƳƳƻƴ today to use tokens 

defined using the XML-based {ŜŎǳǊƛǘȅ !ǎǎŜǊǘƛƻƴ aŀǊƪǳǇ [ŀƴƎǳŀƎŜ ό{!a[ύΣ ōǳǘ ǘƘƛǎ ƛǎƴΩǘ ǊŜǉǳƛǊŜŘΦ !ƴȅ 

token format that an application and an STS agree on can be used.  

aƛŎǊƻǎƻŦǘΩǎ Platform for Claims-Based Identity 

Making claims-based identity real requires several things. STSs must be available, or there will be no place 

to get tokens. An identity selector would also be nice to have, since without one, users ǿƻƴΩǘ ƘŀǾŜ ŀ 

consistent way to choose among different identities. And finally, developers will need to build claims-

aware applications that know how to receive tokens and use the claims they contain. Rather than making 

every developer write this code from scratch, it would make sense to provide a standard library that any 

application could use.  

These three things are exactly what Active Directory Federation Services 2.0, CardSpace 2.0, and Windows 

Identity Foundation provide. Figure 5 shows where each of these technologies fits. 

 

Figure 5: AD FS 2.0 implements a Windows-based STS, CardSpace 2.0 provides an identity selector for 

Windows clients, and Windows Identity Foundation is a standard library for creating claims-aware 

Windows applications. 
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This figure is a replica of Figure 4; the only difference is that AD FS 2.0 is shown as one of the STSs, 

CardSpace 2.0 is shown as the identity selector, and the application is built using WIF (commonly 

ǇǊƻƴƻǳƴŎŜŘ ά5ǳō-I-Cέύ. All three ǘŜŎƘƴƻƭƻƎƛŜǎ ŀǊŜ ŘŜǎŎǊƛōŜŘ ƛƴ ƳƻǊŜ ŘŜǘŀƛƭ ƭŀǘŜǊ ƛƴ ǘƘƛǎ ƻǾŜǊǾƛŜǿΣ ōǳǘ ƛǘΩǎ 

worth looking at the basics of each one here. 

As its name suggests, AD FS 2.0 is the follow-on to the original Active Directory Federation Services 

technology. 5ƻƴΩǘ ōŜ ƳƛǎƭŜŘ ōȅ ǘƘŜ ǿƻǊŘ άŦŜŘŜǊŀǘƛƻƴέ ƛƴ ǘƘŜ ƴŀƳŜ ƻŦ ǘƘƛǎ ǘŜŎƘƴƻƭƻƎȅ, however. While AD 

FS 2.0 does support identity federation, as described later, it also provides broad support for claims-based 

identity. For example, unlike its predecessor, AD FS 2.0 implements an STS that generates SAML tokens in 

response to WS-Trust requests. Also unlike the first AD FS release, which supported only Web browsers, 

AD FS 2.0 supports both browsers and other clients, such as those built using Windows Communication 

Foundation (WCF). (In the jargon of identity, AD FS 2.0 supports both active and passive clients, while the 

first release of AD FS supported only passive clients.) Another important difference from the original AD 

FS is that AD FS 2.0 supports both WS-Federation and the SAML 2.0 protocol, letting it work in a broader 

range of environments. 

The AD FS 2.0 STS can be used entirely inside an organization, exposed on the Internet, or both. Yet iǘΩs 

important to understand that using claims-based identity ŘƻŜǎƴΩǘ ǊŜǉǳƛǊŜ ǳǎƛƴƎ AD FS 2.0. As Figure 5 

suggests, any STS from any vendor, or even a custom-built STS, can be used. Still, oƴŜ ƻŦ aƛŎǊƻǎƻŦǘΩǎ 

primary goals in providing AD FS 2.0 is to make widely available a fully-featured STS built on Active 

Directory. Until STSs are common, the benefits of claims-based identity are unlikely to materialize. 

CardSpace 2.0 is also the successor to an existing Microsoft technology, the original CardSpace. This 

identity selector can be used both with Web browsers, including Internet Explorer and Firefox, and with 

other Windows clients, such as WCF applications. And while an STS is fundamental to a claims-based 

worldΣ ǳǎƛƴƎ ŀƴ ƛŘŜƴǘƛǘȅ ǎŜƭŜŎǘƻǊ ƛǎƴΩǘ ǊŜǉǳƛǊŜŘτclaims-based identity can still work without one. The 

main thing that CardSpace 2.0 provides is a consistent way for people to select which identity they wish to 

use. (In fact, AD FS 2.0 by default takes advantage of CardSpace 2.0 if a client has it, but falls back to a 

simpler approach for ŎƭƛŜƴǘǎ ǘƘŀǘ ŘƻƴΩǘ ƘŀǾŜ ŀƴ ƛƴǎǘŀƭƭŜŘ ƛŘŜƴǘƛǘȅ ǎŜƭŜŎǘƻǊΦύ  

An important aspect of an identity selector is its user interface. Letting users choose their identity in the 

same way for every application and every kind of client can greatly simplify their lives. Toward this end, 

CardSpace 2.0 provides the standard screen shown in Figure 6. 
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Figure 6: CardSpace 2.0 provides a common user interface for selecting identities, representing each 

identity with a card.  

9ŀŎƘ ƛŘŜƴǘƛǘȅ ƛǎ ǊŜǇǊŜǎŜƴǘŜŘ ōȅ ŀ ŎŀǊŘ όƘŜƴŎŜ ǘƘŜ ƴŀƳŜ ά/ŀǊŘ{ǇŀŎŜέύΦ Each card is associated with a 

particular identity at some identity provider. Clicking on a card causes CardSpace 2.0 to request a token 

for this identity from the associated identity provider, perhaps prompting the user for a password or 

something else to authenticate the request. While the software exchanges tokens containing claims, a 

user sees only this simpler metaphor of cards.  

The third component required to make claims-based identity a reality, at least for Windows applications, 

is Windows Identity Foundation. This library is a set of .NET Framework classes that implement essential 

identity functions, such as receiving a token, verifying its signature, accessing the claims it contains, and 

more. For situations where the AD FS 2.0 {¢{ ƛǎƴΩǘ ǎǳŦŦƛŎƛŜƴǘΣ WIF also provides support for building your 

own STS. (One important example of using WIF in this way already exists: AD FS 2.0 itself is built on WIF.) 

LǘΩǎ ƛƳǇƻǊǘŀƴǘ ǘƻ ǊŜŀƭƛȊŜ ǘƘŀǘ because all interaction is done in a standard way, none of these technologies 

specifically requires any of the others. AD FS 2.0 ŘƻŜǎƴΩǘ ǊŜǉǳƛǊŜ CardSpace 2.0, CardSpace 2.0 ŘƻŜǎƴΩǘ 

require AD FS 2.0, and neither one requires applications to use WIF. To CardSpace 2.0, for example, AD FS 

2.0 looks like any other STS, with token requests sent using the standard WS-Trust protocol. Any 

application that supports the standard protocols for claims-based identity can interact with CardSpace 2.0 

and AD FS 2.0τǳǎƛƴƎ ²LC ƛǎƴΩǘ ǊŜǉǳƛǊŜŘΦ Even though all of these technologies are from Microsoft, there 

are no proprietary links between them. All of the communication is based on industry standards. The goal 

is to make it easier to use claims-based identity both within the Windows world and across platforms 

from different vendors.  

USING CLAIMS-BASED IDENTITY  

Getting your mind around claims-based identity requires understanding the basics of this technology. Still, 

the best way to get a feel for this approach is to walk through examples of how it can be applied. 

Accordingly, this section looks at four different ways this technology can be used.  
































