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UNDERSTANDINGLAIMSBASEODENTITY

For people who creatsoftwaretoday, working with identityia y’ Q ( fu¥. dif3tKa developer needs to
decide which identity technologyg right fora particular applicationlf the application will be accessed in
different ways, such as within an organization, across different organizatindsja the public Internet,
oneidentity technology might not be enoughthe applicationmight need to supporimultiple options
Next, he developer neesito figure outhowto find and keep track of identity information for eachthe

I LILI A Quseis. Xrapglidationwill get some of what iheeds directlyirom those usersbutit might
alsoneed to look up dter information in a directory servica someplace else

This is all more complex than it needs to be. Why not create a simgl®perableapproach tadentity
that works in pretty much every situation? Arather than making applications hunt for idigy
information, why not makeure thatthis singleapproachlets users supplyach application with the
identity information it require®

Claimsbased identityachieves both of thesegoals It providesa common wayor applicationgo acquire
the identity informationthey needfrom usersinsidetheir organizationin otherorganizations, and on the
Internet. Along with making the lives of developers significantly simpler, a cla@msd approaclkanalso
lower the cost of building anthanagingappiications.

Makingclaimsbased identityreal requires developers to understantdow and whyto create claimsased
applications. It also requires some infrastructure software that applications can relhanoverview
describes the basics ofaimsbased dentity, then looks at hova group ofMicrosoft technologies
O2NRIAYI £ & O2helf pidketh Rorld r&aityS ibkestachnologies are Active Directory
Federation Services (AD RS), Windows CardSpace 2.0, awdndows Identity Foundation (\W).

THE PROBLEMVORKING WITH IDENYIIN APPLICATIONS

Sometimesworking with identityis simple. Think of a Windows applicationK I i R2Say Qi ySSR G2
much about its users, for example, and that willdieessed only by users witharsingleorganizaton.

Thisapplication carjustrely on Kerberos, part of Active Directddpmain Service@\D DSoriginally

1y26y | a 2dzai ,toladhémnicibts sdrshBd@dngeNBasgictinformation about them. Or
addzLlL12 4SS @2dzONB ONBFGAY3I Fy FLIWXAOLIGARZ2Y GKIG At 0o
approach to handling identity &raightforward require each user to supply a username and password

then maintain a database of this user information

w

Yet these simple scenarios quickly break down. What if you need more information about each user than

is provided by either Kerberos or a simple username and password? Your application will naw need

acquire this information from some other sourceich asAD DSor keep track of the information itself

Or suppose the application must be accessed botbraoployeednside the organization and by

customers via thénternett what now?Shouldthe application support both Kerberos and

username/passwordased logins? Y R g K| {4 | 62dzi (GKS OFIa&asS gKSNB @&2dzQR f A
partner access thiapplicationwithout requiring a separate login? This kindaéntity federationO y Qi 0 S
accomplished verwell wih either Kerberos or usernampéasswordoginst more is requiredOr suppose

the application lives in the cloud. How should identity be handled in this situation?



The right solution i$o haveone approach to identity that works all of these scearios.To be effective,

this single approachmustbe based omwidely recognized industry standarttgat interoperate across both

platform and organizational boundaries.dzi & 4 Yy Rl NR& | f XofuflonalsdBegdddibe Sy 2 dzZ3Kd ¢
widelyimplemented in productérom multiple vendorsand be simple for developers to uskhisunified,

broadly supportecapproach is exactly what claiAdb&sed identityis meant to provide.

THE SOLUTIONKELAIMSBASED IDENTITY

Claimsbased identityis a straightforward ideafounded on a small number of concepts: claims, tokens,
identity providers, and a few more. This sectagscribeghe basics of thisechnology starting with a
look at these fundamentaiotions

Before launching into this descripfio K2 4 SOSNE (GKSNBQa +y AYLRNIIFIydG LAY
focuses orthe mechanicsusingthe technologydescribedhere canrequire more, such as business

agreements betweenlifferent organizationsAddressinghe technical challenges essentialbut i K S & Q NB

not alwaysthe whole story.

CreatingClaims

What is an identity? In the real world, the question is hard to answbe discussion quickly veginto

the metaphysical. In the digital worldptvever, the answer is simple: A digiidéntity is a set of

information about somebody or something/hileall kinds ofentitiescan havedigitalidentities, including

O2YLJzi SNB FYR FLILX AOIGA2yar 6SQNB Y2aid 2F0Sy 02y OSNY
overview will always refertthingsg A t K ARSYGAGASE | a GadzaASNEE @

Whena digitalidentity istransferred ablB & & |y Sdi asb@ridll ofbyteti Q&1 Q2 O2YY2y (2 NBT
set of bytes containing identity information aseacurity tokeror just atoken In a claimdased worlda

token contains one or morelaims each of which carries some piece of information aboutuker it

identifies. Figure Showshow this looks.

‘ ch°|'(e“1 ‘ Example Claims
aim AR

. Caim2 [~ o

’ Claim 5 l‘, Group

I I - Age

I Claim n I

\ Signature 1

Figurel: A token contains claims about a usalong with a digital signature thatan be used to verify
its issuet

Claims can represent pretty much anything abauiser In this example, for instance, the first three
clamsinthgi 2 1 Sy 02y il A yanidéfiierdaia§miup ahe gelong$ta, and her age. Other
G21Sya Oly O2ydalAy 2i§KSNJ OffdverfyitsourReSndi® Ukl gigdinse y ¢ K| G Qa



unauthorized change$, (21 Sy Q& A & @akAbtokknR K S y6 drdatiedd Figure 3 shawshe
resultingdigital signature is ¢aed with the token

But who issues toker?sina claimsbased world tokens are created by software known asegurity token
service (STSjigure 2 illustrates the process.
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Figure2: A user acqires a token containing some set of claims from an STS

In a typical scenari@n applicaion working on behalf of a usesuch as a Web browser or another client
asks an STiBr a token containing claims for this ugstep 1) This request is made usitfye standard
protocol WSTrust (In fact, support for WSrust is one of the defining characteristics of an STit&)
request is authenticated in some way, such as by providing a Kerberos ticket, a paswotide user

or something elseThe requestypicallycontains both the name of the user for whom this token should
be issued and a URI identifying the application the user wishes to ad¢esSTS then looks up
information aboutthe userandthe applicationin a local databaséstep 2). As the figre shows, this
databasemaintains accouninformation andother attributes about users and application®ncethe STS
hasfound what it needsit generates the tokemand returns it to the requester (step.3)

As Figure 2 shows, &TS iswnedby someidertity provider(sometimescalled anissuej. The identity
provider iswhat stands behind the truth of the claims in the tokesnrs ST$reates. In fact, this is why the
contents of a token are callegtlaimgY ¢ K&fediondhat this identity provider ims are trueThe
application thatreceiveshis token can decide whether it trusts this identity provider and the claims it
makes about this user.

LRSyidAGe LINPDGARSNAE O2YS Ay Ylye F2Nyao LT &2dz dza$s
for example, thadentity provideris your company. If you use a token issued by thepgd\ided by



aAONB&2TGQa 2 Ay séhzhg lterpektiisSiclosbit séndeli® Acting as the identity
provider.But whoever the identity provider is, being able to acquire and use a token full of cigims
useful.

To see why, think about the pi&aims world we (mostly) live in todaly this environmentan application
typicallygetsonly simpleidentity informationfrom a user such aserlogin name. All of the other
information it needs abouthat usermustbe acquired from somewhere else. The application might need
to access #ocaldirectory service,dr instance, or maintain its owapplicationspecific database. With
claimsbased identity, however, an application can specify exactly what claims it m@edshich identity
providers it trusts then expect each user to present those claims in a tagsred by one of those
providers A claimsawareapplication is still free to create its own user databastcourse, buthe need

to do this shrinksinstead, each requestan potentially contaiverything the application needs to know
about this user

Jaims carconveya variety of informationAs Figure 1 showed, a claim migbhtaintraditional things

suchasau¢a yI YS | yR 3 Nealjuses WiorBatiBnfsuch set addressor other

descriptive datasuch as her agé\ claim mightlso identify the roles a user can act in, providing more

information thatthe application can use to make an access control decision.négher possibility is to

use a claim to indicatexplicityi K S dza SN & NAIK{G (2 R2 ordodestlictiskmey 35 & dzOK |
right, such as settingya S Y LJt pureh@sh@riit. Because an application can count on getting

identity information it needs in aoken, claimsased identity makes lifsimpler for application

developers.

This approach alsringsone morebenefit: It gets developersut of the business of authenticating users.
All the application needs to do is determine that the token a user presents was created by thisSTS
applicationtrusts. How the user proved its identity this ST$ with a password, a digital signature, or
somethingelse A 3y Qi G KS | LILJh5 I6ts thehpplifaiicn be de@opet!  hahdnged in
different contexts a significanimprovement over the usual situation today

UsingClaims

Claims, tokens, identity providers, and STSs are the foundaticaiofsbased identity¢ KS&@ QNX I f f 2dza i
means to an end, howevethereal goalis to helpa user presentier digital identity to an application

then let the application usthisinformatiz y G2 RSOARS 4 KI.Higuie B shaws asiniple2 6 SR (2 F
picture of how this happens



3) Use claims in token

d
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Figure3: A browser or other client can acquire a token froem STS, then preserthis token and the
claims it containgo an application.

As the figure shows, a Web browser or other client acting on behalf of a user gets ddokeparticular
applicationfrom an STS owned by some identity provi(iep 1) Once it has this tokethe browser or
client sends it to thepplication(step 2) whichattempts to verify its signature. If this verification works,
the application knows which STS, and thus which identity provider, isked¢dken. If the application
trusts this identity providerit acceptsthe claims in the tkenascorrectand ussthem to decide what the
user is allowed to d¢step 3).

FGKS G218y 02yl fongiamplekhs apdlidaSoNXaa assumeriiakthe user really is who
she claims to beSince the user was required to authenticate hefselget this token, the application
R2SayQi ySSR (2 diick yaisk iOrklias®n tkeSiNsginltha fokery, @n application
is sometimes referred to asralying party)

lf0K2dzZ3K AGQa y2i akKz2gy IkstystepibéfGre ahyoltdiNcBrohapipe:ANS Q &
administrator must configure the St&®issuethe right claims for this user and this application. Without
this, the STS A | S f céeatdd tokéh itontaining the claims that the application needs. While doiag th
might seem like a burden, theality is that this information must also be configured in the rdaims

based world. The big difference is thaiw the claims are all in one place, accessthi®ughthe STS,

rather than spreadicross different systems

Theimplicit assumption irFigure Jsthat the user has just ondigitalidentity that she uses for all
applications The truth, thoughis thatsheprobably wishes to sendifferent identity information to
different applications. Think abotiow this works in the real worldYou show your passport to a border
Jdzt NRXZ o0dzi 3IA QS etraftieNop RIKiThed wilNdacept thehiderity defanded bylthe
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other, because ifferent situations require presenting different informatidrom different sources

tdaLl2NIa FNB AdadzSR o0& ylFraA2ylf 3I2FSNyYymoeldalas GKAT S F
entity, such as a state governmeiithe analog in the digital worldiislying ondifferent identity

providers, eaclofferingan STS it issuedokens containingppropriateclaims. The claims in these

tokensvaryz 2dzad Fa GKS AYF2NXFGA2Y Ay &2dz2NJ LI a4L12NI A& RA

LT 6SQNB |ff 3F2Ay3 {2 adwd8e itarildiba uskfio hivkadngisteit A RSy G A G A ¢
way to select thédentity we want to use to access a particular application at a particular time. In other
words,s S QR f A rfderiiitg selédtodfyure 4 showwhere this component fits

5) Use claims in token
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Figure4: An identity selector provides a consistent way for users to choose which identity they wish to
present to an application.

In this more completscenari@ (G KS LINRPOSaa o0S3IAya ¢6KSy GKS dzaSNJ I O0Sa
contactedfrom a browser or eme other client, the application can indicate what kind of token it

requires what kind of claims that token should contaimd what identity providers it trustéstep 1) As

alwaysin aclaimsbasedworld, the applicatiorcan dothisin avendorneutralway, using either WS

SecurityPolicyfor requests made via SOAR)HTML(for requests made via HTTi®)describethese

requirementsh y OS (G KS dzaSNRa &a&adSy KI & canforesentthe/UBE2WIN I G A2y S A
a visual representation dfer available identities that meet these requirements. The user selects one of

these (step 2), and the identity selector contacts the appropriate identity providautbenticate the

user andget a token for this identity (step 3pnce it has the tokenhe browser or client sends it to the

application (step 4), which verifies it, then ughe claimsit contains(step 5).

LGQ& AYLRNIFYyG G2 dzyRSNEGFYR GKIFG ¢KAf-Basddy ARSyGAGe 2
identity depends on an STS thatn issue tokens and an application able to accept them, but how the



user chooses an identity can vahy.fact, a single deployment can work with a mix of clients, some with
and some without an identity selectavloving to a claim® | & SR ¢ 2 NdedessaRilg r8quiye Q (
RSLIX 28Ay3 ARSyGAdGe aStSO02NER 2y SOSNE dzaSNRa RSallzLx

Also, while claimsbased identitydoesspecifyimportant aspects of these interactions, such as how tokens

are requested from an STjs approactexplicitly omits defining other tihgs. For example, theaims

based approacR2 S&ay Qi YI yRFGS | yé LI NI A OuxaytdNdsertek&id I G F2NJ (21 S
defined using theXMLbased{ SOdzNRA G & ! aaSNIA2Y al NJ dzLJ [ y3dzr 3S 6{! a ¢
token formatthat an applicaibn and an STS agree on can be used.

a A ONR ®rtfotn(ar ClaimsBased Identity

Makingclaimsbased identityreal requiresseveral things. STSs must be availatghere will be no place

to get tokens. A identity selector wouldilsobe nice to havesince without one, uses 2 Yy Qi KI @S |
consistent way to choose among different identitiégd finally developerswill needto build claims
awareapplicationghat knowhow to receive tokens andsethe claims they contairRather than making

every devéoper write this code from scratclit, would make sense tprovide a standard liary that any
application could use

These three things are exactly whattive Directory Federation Servicg$, CardSpace.0, and Windows
Identity Foundatiorprovide Figure 5 shows where each of these technologies fits.

Identity Providers i 4, 5)Use claims

in token

Windows Identity
Foundation

1) Access
application and
learn token 4) Submit
requirements token

3) Authenticate user
and get token for ~——>
selected identity

2) Select an identity
that matches those

requirements X

User

Figure5: AD FS 2.0mplements a Windowshased STS;ardSpac.0provides an identity selector for
Windows clients andWindows Identity Foundatioris a standard library focreating claimsaware
Windowsapplications



This figure is a replica of Figutethe only differencés thatAD F2.0is shown as one of the STSs,

CardSpace.0is shown aghe identity selector and the application is built usingf/IF(commonly

LINR v 2 dzy Q€ RAlldhEedidoS OKy 2f 23ASa I NBE RSAaONAOGSR Ay Y2NB RSl
worth looking at the basics of each one here.

As its name suggests, ADZEGis thefollow-on to the originalActive Directory FederatioServices

technology52y Qiéi 0SS YAat SR o0& (KS 62NR 4T 8w&bawhikaDy ¢ Ay GKS
FS2.0does supporidentity federation,as described lateit also providedbroad support for clairebased

identity. For exampleynlike itspredecessorAD FS 2.0nplements arSTS that generaté3AML tokenf

response to Warust requestsAlso unlikethe first AD FSelease which supported only Web browsers,

AD FS 2.6upporsboth browsers and dter clients, such as those buiising Wilows Communication

Foundation (WCFjIn the jargon of identityAD FS 2.8upports bothactiveand passiveclients, whilethe

first release oAD FS supported only passive cliespther important difference from the original AD

FS is thaAD F2.0 supports both WSederation and the SAML 2.0 protogcieltting it work in a broader

range of environments.

The AD FR.0STS can be usedtirelyinside an organization, exposed on the Internet, or batat {isQ

important to understand that usinglaimsbased identityR 2 S & y Qi  NJJDjF®RX0.MBFigiza 5 y 3

suggestsany STS from any vendor, or even a custoriit STS, canbe used. Stiff; 8 2 F aAONR &2 F (G Q&
primary goals in providindD F2.0is to makewidely available fully-featured ST®uilt on Active

Directory. Until STSs are commpgtihe benefis of claimsbased identityare unlikely to materialize.

CardSpac@.0Ois also the successor to an existing Microsoft technology, the original Card$piace.

identity selector can be used both with Webowsers, including Internet Explorer and Firefox, and with

other Windows clients, such as WCF applicatiém&l while an STS is fundamentabtelaimsbased

worldZ dza Ay 3 Iy ARSY( Axlclhimsbaséd&iéniitgddd skillavgngthioutddIToeA NS R

main thing thatCardSpac@.0 provides is &onsistentwayfor peopleto select which identity they wish to

use.(In fact, AD FS 2.0 by default takes advantage of CardSpace 2.0 if a client has it, but falls back to a

simpler approachfo®f A Sy Ga GKFd R2y Qi KI @S +y AyadlftSR ARSydAdl

An important aspect of an identity selector is its user interface. Letting udmrssetheir identity in the
same wayfor every application and every kind of client can greatly simplify their.livesard this end,
CardSpac@.0provides the standard screen shown in Figure 6.

10



Figure6: CardSpace@.0 provides a common user interface for selecting identitieepresentingeach
identity with a card.

91 OK ARSYyGAde A& NBLINBaSyilSR Eachcald is@dsdtiRedivkhdy O S
particular identity at some identity provider. Clicking on a card caGsedSpac.0to request a token

for this identity from the associated identity priler, perhaps prompting the user for a passwand
something elsé¢o authenticate the requestWhile thesoftwareexchangesokenscontainingclaims a

user sees only this simpler metaphor of cards.

The third component required to make clairfhased identity a reality, at least for Windows applications,
isWindows Identity FoundatiarThis library is set of NET Framework clastiest implementessential
identity functions, such as receiving a tokeweyifying its signatureaccesig the claims itontairs, and
more. For situations where thaD FR.0{ ¢ { A & Yy QWIFasdzgidvifle® $ufpyriifat building your
own STYOne important example afsing WIF in this waglready existsAD F2.0itselfisbuilt on WIF)

LiQ& A YL} NI I bédausé dl intdrBctioh s HoSe iniafstanidard weyne of these technologies
specificallyrequires any of the otherdAD FR.0R 2 S & y Q (iCai$péca GaRISpacB.0R2 Say Qi
require AD F2.0, and neither one requires applications to A& ToCardSpace.0, for example AD FS
2.0looks like any other ST®ith token requests sentisingthe standard WSTrustprotocol. Any

application that supports the standard protocds claimsbased idetity can interact with CardSpace 2.0
and ADFS2t0dza A y 3 2 L C EveythoiigraN3 thetsebldddies are from Microsoft, there
are no proprietary links between themil of the communication is based on industry standaiidse goal

is to maket easier to use claimbased identityboth within the Windows worldand acrossplatforms

from different vendors

USINGCLAIMSBASED IDENTITY

Getting your mind around clairdzased identity requires understanding the basics of this technology. Still,
the best way to get a feel for this approach is to walk through examples of how it can be applied.
Accordingly, this section looks fatur different ways this technology can be used.
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