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THECHALLENGEPROVIDINGINGLE &N-ON TOAMAZONEC2 APPLICATIONS

Users hatehavingmultiple passwordsHelp desks hatenultiple passwordgoo, since users forget them.
EvenlToperations peopléhate them, because managing and synchronizing multiple passwords is
expensive and problematic.

Providingsingle sigron (SSOgtsusers log in just once, then accesanyapplications withouheeding

to enter more password. It can also make organizations more secure by reducing the number of
passwords that must be maintained. And for vendors of Software as a &&badaS), SSO can make their
applications more attractive by letting users access theth less effort

AllowingSSQacross as many applications as possibékesusers happierincreases security, and lowers
support costsAll of these are worthy goal¥et providng SS®ften takes work And with the emergence
of doud platforms,new SSO challenges haygpeared

For example, Amazon Web Servick®\§ providesthe AmazonElastic Compute ClouéinazonEC2)

This technology lets a customer create Amazon Machireges (AMIs) containing an operating system,
applications, and more. The customer can then launch instances of those Aivtlsal machines to run
applicationson the Amazon cloudSimilarlyMicrosoft providesWindows Azurewhich lets customers run
Windows application® y a A O NP & @hetiaf dppli€atiod oafing on a cloud platfommeeds to be
accessed by a user in an-premises Windows domaigjvingthat user single sigon makes sense

Fortunately, here are several ways to do thisor applicaibns running on Amazon ECBetoptions fall
into two categories:

0 Use Amazon Virtual Private CloudirfazonVPC), which allowsmazon EC2instancesand the
Windows applicationthey containto be part ofan onpremises Active Directory forest.

0 Use Microsoft Active Directory Federation Services (AD FS), which relies on establishing trust
relationships between thémazonEC2 environment and an goremises Windows domain.

This paper provides an architectural overview of both approactiescribing when each omeakes
sense

USING MAZON VIRTUAL PRIVATLOUD

AmazonVPC is a straightforward idea: A group of one or nfor&zonECZnstancesan be connected to
an onpremises Windows domain usitigsc, the standard protocol for creatingvirtual private network
(VPN). Figure illustrates this idea
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Figurel: AmazonVPCallows applications running imazonECZnstancesto be part of an on
premisesActive Directory forest

TheAmazon EC2 instancisthe AmazonVPC are assigned IP addresses that are compatible with the
network infrastructure of the ospremises Windows domain. The result is much like a branch office
connected via a VRN heinstancesn AmazonEC?2 appear to be part of the same netwarkthe on
premises Windows domain

These instances belonm the sameActive Directoryforest as the orpremises Windows domain. There
are threedifferent approacheso combining the two worlds

0 Make theAmazon EC2 instances insitie VP(part of an existing ofpremises Windows domaiand
AAGSP® ¢KAA 2Llringngl RREXYRY QB dNRBE SNI Ay GKS
Figure 1 shows.

0 Make the Amazon EC2 instances insitte VPCa new site inan existing ormpremises Widows
domain. This option requires running Active Directory Domain ServidenaizonEC2.

0 Make theAmazon EC2 instances insidhe VPCa new domain imn existing ofpremises Windows
forest. This option also requires running Active Directory Domain SeriviégenazonEC2.

Figure 1 shows how identity information flows for the first option, creating a VPC without its own domain
controller. Here, when a user in the gummemises domain wishes to access an applicaticghérvVPC, she
authenticates herself antequests a Kerberos ticket for the application as usual (step 1). Once this ticket
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is granted (step 2), her browser or client application sends the ticket to thecapiph in the VPC (step 3).

Thisapplication then verifies the ticket and uses the inforroatit contains (step 4). These are exactly the

same steps that occur during Kerbeidd 8 SR | 00Saa G2 |y | LlLXpleibed A 2y NXzy y Ay
domaim § KSNBQa y2 RAFTFSNByOS |G I f¢

This approach to providing SSO makes sense whenever a VPC makeH fasisstances in Amazon EC2
are controlledby thesameorganizationthat controlsthe onpremises domainfor exampleand if
establishing a VPN connectibrtween the twois feasiblemaking the VPC part of the domaian be a
good solution

USING MCROSOFT ACTIVE DCRBRY FEDERATION \BIERS

Amazon VP& a fine solutionin some situations. There are other cases, however, in whictiding SSO
throughl  + t /thebestyagpibachnistead, using Active Directory Federation Services can make more
sense.

AD FS can be used in two wa&ga: AD FS server can run oatypremisesor AD FS serversn runboth
on-premises and in publicAmazonEC2nstance This section takes a look ladth possibilities showing
how they work anddescribingtypical scenarios foeach one

RUNNINGAD FS 8@ PREMISES

Running AD FS on premises is simpler than running it both on premisesamérirazonEC2nstance
Accordingly, the place to startliyy seeng how this workdirst with AD FS..1, then withAD F.0.

Using AD F$.1

Microsoft madeAD F$art of Windows Server several years ags its name suggests, this technology
can be used to providielentity federatiort and thus SSOacross differentdentity scopesFigure 2
showsone way to do federation between an g@gremises Windows domain and an application running on
AmazonEC2
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Figure2: An applicationrunning inAmazonEC2Zan allow browser access withouwequiring a separate
login by trusting an onpremises AD FS 1skrver.

In this examplea user in an opremises Windows domanvishesto access a Windes application
running inAmazonEC2. Access tbis applicatiormust go throughthe AD FS 1.XWebagent, however,
which an administrator has installed in tiAeMI for the Amazon EC2 instance in which the application is
running Thisapplication is configured to trust only identity information supplied by the AD.EServer

in the onpremises Windows doain.

When the browser attempts taccess this applicatioithe Web @ent redirects the browser tthe on-
premises AD FS seratep 1) The browsesupplies a Kerbemoticket to authenticatehe user tothis

server, then requests a token to thémazonEC2 application (step 2). This token is formatted using the
Security Assertion Markup Language (SAML), and it contains information about this user. This
information, know asclaims can include whatever the application needEh€ AD FServermust be
configured to send the rightlaimsfor each application.) Here, for instance, the application might need to
1y26 (GKS dza SNR& ycanva& b and mdreWhatevetclimaef ref)direda KRS
createsthe requested tokendigitally signs itand returns itto the user (step 3)Once it has thiSAML

token, the browser seasit to the application (step ¥ The WelagentthenOK SO1a G KS (21 Sy Qa &as:
to verify that itwas issued by the trusted AD FS serifghe signature is correct, thelaimsin the token

can ke used by the applicatiofstep 3.
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applicationhas succeededShe can remain blissfully unaware of thechanges needed to make this
happen

This scenario assumes that tAenazonEC2nstanceis running WindowsThisA 8 y QG NB1j dzZA NEBRX K26 S
The protocol exchanges shown in Figure 2 ase pbssibldor applications running ia Linuxnstanceif

theinstanc€2d | RY A y A & (i Nan(ageNthaksugportithé déntity féd&r&tion protocol

implemented bythe AD FS Welgant. This protocol is called WSederation and companies such as

Quest and Centrifgurrently providelLinuxagentsthat support it

When does this approach make sense? Here are a couple of typical scenarios:

0 Suppose an organization creat®s application and runs ih Amazon ECDr maybe the organization
buys an application and deploys it in one or more Amazon EC2 instances. In eithénstaimgthe
AD FS Web ageand configuringthel LJLJt A OF GA 2y (2 { NpmhisesiAR BS serd&B | y AT | G A
can provideusersin that organizatiorwith single sigron.

O LT LYy 2NBFYATFdGA2yQa SyLk2es$Sa ySSR (G2 | 00Saa +y |
locations, such as a coffee shop, using AD FS as shown in Figure 2 can also make sense. Although the
details get a bit more complicated,Gitda LJ2 & & A 0 f SAD &< prokyifal dah Lse Fdrms
authentication to let a remote user enter her domain credergtiéile., her username and password).
This AD FS proxises these tdog the user into thewWindowsdomain and returns a SAML token for
thel LILX A OF G A2y &K $€& drovséddhén praserisahSAMD @Eea t the application,
as in step 4 in Figure 2.

AD FS 1.6 a useful technology. Still, it has some limitations. For bimet it supports only browsers

Snart clients, suctas a application butlwith Windows Communication Foundation (WCENQ G dzad S A G
effectively. ADFS111f a2 f 1 014& a2YS 2F 6KI (iQa chibhgbdsedNdemRityli2 0S8 | 3
a more general approach promoted by Microsoft, IBM, and others. As describeddie&S 2.0 addresses

these limitations.

Using AD F3.0

AD FS 2.0 is beward compatible with AD FS 1This means that thexchangeshown in Figure 2 would
also workwith AD FS 2,&ince this newr version also supports WiSederation Yetthings change a bit
with AD FS 2,(as Figure 3 shows.
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Figure3: An applicationrunning inAmazonEC2an allow accesBom browsers andother client
applicationswithout a separate login by trusting an opremises AD FS.@ server.

Asthe figure showsthisexampleis muchlike the previousne, as are thescenariosn which using it

makes sensestill, the differences are important. Along with the upgradeaioAD IS 2.0server, notice

that the AD FS 1\Web ayent has been replaced with Windows Identity Foundation (WIk@se changes
let ADFS 2.@vork with both browsers andon-browserclients,such as a WCF applicatidetting a wider
range ofapplicationsoffer single sigron to their usersNotice also that in step 1, WIF can explicitly tell
the browser or client what its requirementseafor a token. This makes it possible to use an identity
selector such as Windows CardSpace, giving the user the option of chadsaigdentity to use(a

y 2 (i AndViKR proyide& &Snake eneral interface for working with the claims

possibilityd K I G Qa

in a tokenthan does the AD$1.1Web ggent

a2YSGKAY 3 duitela fewnaplicatrs. T dzt

One more difference is that AD FS 2.0 implements something caBedwity Token Serei¢STS)Rather
than relyingsolelyon browser rediects, asloes WS-ederation anSTS accepts requests made using WS

Trust, a standard SOAfased protocolThe AD FS 2.0 server also supports the SAML 2.0 protocol, another

standard option folidentity federation. Accordingly this newer version of the technology can work with a
wider range of norMicrosoft products than its predecessor.

~

/

T2NJ

In fact, all of the protocol exchanges shown in the figure are based on industry standards. This means that
as inthe previous scenario, this approath identity federationcan work with amrAmazonEC2nstance

running LinuxAs before, an administrataraninstall a LinwagentA y

i KS A ytaalimyleténs &

alL



the correct identity federation protocal Alternatively the creator ofthe Linux applicatioroulddirectly
modify itto work with the SAML token it receives.

Finally,while this exampleisesan AD FS 2.6erverto generate the SAMLtoké&n A 1 Q& A YL NI Iy d G2
understand that IBM and other vendors also provide technologies that can be usedai® these

tokens. Claimbased identity is bilt on multivendor standards thatre implemented by several different
companiesThe move to this newayof handlingh RSy G A (1 & A Dpfyetiort aA ONB&2 T

RUNNING AD KGN PREMSES ANIN AMAZONEC?2

So far, the application running &imazonEC2 has been configured to tr@st AD FS server emon-

premises Windows domain. Thssfine forsomesituations, such as those where the Amazon EC2
applicationand the AD FS server avened by a single organizatioButg K I G A ¥ applica&ian I { I | {
accessed by users in several differerganization® Configuringhis cloudapplicationto trust each

customef) @n-premises Windowslomaindirectly is problematic.

A betterapproachisto create a Windows domain limazonEC2, thennstallan AD FServerin that

domain Once this is dongn application inthis AmazonEC2Windowsdomain can be configured to trust

its own AD FS server rather thahosein the onpremisesdomainsof its users ThisAmazonEC2 AD FS

server, in turncan then be configured to trust the AD FS servers in thpremises domains that contain

the users of these application8D FS serveese designed for this kind of credemainconfiguration,

while individual applications are noAnd once again, this can be done using either AD FS 1.1 or AD FS 2.0.

Using AD FS 1.1

Having two separate domains with two instances of AD FS makesttlaion slightly more complicated

than those described earlielThis complexity is hidden from the user, of course, but understanding this

A0SYINA2 NBljdzANBa (1y26Ay3 gsthelfistSigps iNtBelpiodess wieB ADFS 2y & CA:
1.1is wsed.
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Figure4: Runningan AD FS&erverin both the onpremises Windows domain and aAimazonEC2
Windows domain can simplify some identity federation situations

The process begins much as it did in the previdDg=S 1.scenario The user accesses the application

FYR A& NBRANBOGSR G2 Iy !'5 C{ &aSNBSNI 6aiGSLI mOd ¢KAA I
tKkS dza SNDa 2 gy .lasteadRigbgoivsents 2etilected to an AD FS serverinthéJLJ A OF G A2y Q&
doman, i.e.,a Windows domain created limazonEC2 This is the onhAD FS servéhat this application

trusts, which means that the application will onlycapt SAML tokens signed by teerver.

Once it receives this redirecthe browser dutifully requests a SAML token from the AD FS server in the

Windows domain running iAmazonEC2. When it does this, however, that server once again redirects

GKS ONRgaSNE GKAa GAYS oF Ol (G2 GKS detsatokep forttsNIIS NI Ay (0 F
application, the user must first present a token from her own AD FS server. To get thishekbmpwser

authenticates heto the AD FS server in her own Windows domain, probably using a Kerberos ticket, and

asks forthe token she ) SRa 0aiGSLJ o0 ® ¢KS (G21Sy aKSQa lalAy3a F2NJ A
LyadSIFIRY AGQa | (21Sy GKIG oAttt LINRPGOS KSNI ARSyidAaide i:
gets this token (step 4), she can present it to that remoteFSxerver to get what she reallants a

token for the application itself. Figure 5 shows how the second half of this process looks.
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