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UNDERSTANDING CLAIMS-BASED IDENTITY 

For people who create software today, working with identity iǎƴΩǘ ƳǳŎƘ fun. First, a developer needs to 

decide which identity technology is right for a particular application. If the application will be accessed in 

different ways, such as within an organization, across different organizations, and via the public Internet, 

one identity technology might not be enoughτthe application might need to support multiple options. 

Next, the developer needs to figure out how to find and keep track of identity information for each of the 

ŀǇǇƭƛŎŀǘƛƻƴΩǎ users. The application will get some of what it needs directly from those users, but it might 

also need to look up other information in a directory service or someplace else.  

This is all more complex than it needs to be. Why not create a single interoperable approach to identity 

that works in pretty much every situation? And rather than making applications hunt for identity 

information, why not make sure that this single approach lets users supply each application with the 

identity information it requires?  

Claims-based identity achieves both of these goals. It provides a common way for applications to acquire 

the identity information they need from users inside their organization, in other organizations, and on the 

Internet. Along with making the lives of developers significantly simpler, a claims-based approach can also 

lower the cost of building and managing applications. 

Making claims-based identity real requires developers to understand how and why to create claims-based 

applications. It also requires some infrastructure software that applications can rely on. This overview 

describes the basics of claims-based identity, then looks at how a group of forthcoming Microsoft 

technologiesτǘƘŜ άDŜƴŜǾŀέ {ŜǊǾŜǊ, Windows /ŀǊŘ{ǇŀŎŜ άDŜƴŜǾŀέ, and the άDŜƴŜǾŀέ CǊŀƳŜǿƻǊƪτhelp 

make this world a reality. All three are still in beta, so be aware that some things might change before 

ǘƘŜƛǊ Ŧƛƴŀƭ ǊŜƭŜŀǎŜΦ {ǘƛƭƭΣ ƛǘΩǎ ƴƻǘ ǘƻƻ ǎƻƻƴ ǘƻ ōŜƎƛƴ ǳƴŘŜǊǎǘŀƴŘƛƴƎ how this future looks and how ǿŜΩǊŜ 

going to get there. 

THE PROBLEM: WORKING WITH IDENTITY IN APPLICATIONS 

Sometimes, working with identity is simple. Think of a Windows application ǘƘŀǘ ŘƻŜǎƴΩǘ ƴŜŜŘ ǘƻ ƪƴƻǿ 

much about its users, for example, and that will be accessed only by users within a single organization. 

This application can just rely on Kerberos, part of Active Directory Domain Services (AD DS, formerly 

ƪƴƻǿƴ ŀǎ Ƨǳǎǘ ά!ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅέύ, to authenticate its users and convey basic information about them. Or 

ǎǳǇǇƻǎŜ ȅƻǳΩǊŜ ŎǊŜŀǘƛƴƎ ŀƴ ŀǇǇƭƛŎŀǘƛƻƴ ǘƘŀǘ ǿƛƭƭ ōŜ ŀŎŎŜǎǎŜŘ ǎƻƭŜƭȅ ōȅ Lƴǘernet users. Again, the common 

approach to handling identity is straightforward: require each user to supply a username and password, 

then maintain a database of this user information.  

Yet these simple scenarios quickly break down. What if you need more information about each user than 

is provided by either Kerberos or a simple username and password? Your application will now need to 

acquire this information from some other source, such as AD DS, or keep track of the information itself. 

Or suppose the application must be accessed both by employees inside the organization and by 

customers via the Internetτwhat now? Should the application support both Kerberos and 

username/password-based logins? !ƴŘ ǿƘŀǘ ŀōƻǳǘ ǘƘŜ ŎŀǎŜ ǿƘŜǊŜ ȅƻǳΩŘ ƭƛƪŜ ǘƻ ƭŜǘ ǳǎŜǊǎ ŦǊƻƳ ŀ ōǳǎiness 

partner access this organization without requiring a separate login? This kind of identity federation ŎŀƴΩǘ 

be accomplished very well with either Kerberos or username/password loginsτmore is required. 
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The right solution is to have one approach to identity that works in all of these scenarios. To be effective, 

this single approach must be based on widely recognized industry standards that interoperate across both 

platform and organizational boundaries. .ǳǘ ǎǘŀƴŘŀǊŘǎ ŀƭƻƴŜ ŀǊŜƴΩǘ ŜƴƻǳƎƘΦ ¢ƘŜ solution also needs to be 

widely implemented in products from multiple vendors and be simple for developers to use. This unified, 

broadly supported approach is exactly what claims-based identity is meant to provide. 

THE SOLUTION: CLAIMS-BASED IDENTITY 

Claims-based identity is a straightforward idea, founded on a small number of concepts: claims, tokens, 

identity providers, and a few more. This section describes the basics of this technology, starting with a 

look at these fundamental notions.  

Before launching into tƘƛǎ ŘŜǎŎǊƛǇǘƛƻƴΣ ƘƻǿŜǾŜǊΣ ǘƘŜǊŜΩǎ ŀƴ ƛƳǇƻǊǘŀƴǘ Ǉƻƛƴǘ ǘƻ ƳŀƪŜΦ ²ƘƛƭŜ ǘƘƛǎ ǇŀǇŜǊ 

focuses on the mechanics, using the technology described here can require more, such as business 

agreements between different organizations. Addressing the technical challenges is essential, but ǘƘŜȅΩǊŜ 

not always the entire story.  

Creating Claims  

What is an identity? In the real world, the question is hard to answerτthe discussion quickly veers into 

the metaphysical. In the digital world, however, the answer is simple: A digital identity is a set of 

information about somebody or something. While all kinds of entities can have digital identities, including 

ŎƻƳǇǳǘŜǊǎ ŀƴŘ ŀǇǇƭƛŎŀǘƛƻƴǎΣ ǿŜΩǊŜ Ƴƻǎǘ ƻŦǘŜƴ ŎƻƴŎŜǊƴŜŘ ǿƛǘƘ ƛŘŜƴǘƛŦȅƛƴƎ ǇŜƻǇƭŜΦ !ŎŎƻǊŘƛƴƎƭȅΣ ǘƘƛǎ 

overview will always refer to things ǿƛǘƘ ƛŘŜƴǘƛǘƛŜǎ ŀǎ άǳǎŜǊǎέΦ  

When a digital identity is transferred acǊƻǎǎ ŀ ƴŜǘǿƻǊƪΣ ƛǘΩǎ Ƨust a bunch of bytesΦ LǘΩǎ ŎƻƳƳƻƴ ǘƻ ǊŜŦŜǊ ǘƻ ŀ 

set of bytes containing identity information as a security token or just a token. In a claims-based world, a 

token contains one or more claims, each of which carries some piece of information about the user it 

identifies. Figure 1 shows how this looks. 

 

Figure 1: A token contains claims about a user along with a digital signature that can be used to verify 

its issuer. 

Claims can represent pretty much anything about a user. In this example, for instance, the first three 

claims in the ǘƻƪŜƴ Ŏƻƴǘŀƛƴ ǘƘŜ ǳǎŜǊΩǎ ƴŀƳŜΣ an identifier for a group she belongs to, and her age. Other 

ǘƻƪŜƴǎ Ŏŀƴ Ŏƻƴǘŀƛƴ ƻǘƘŜǊ ŎƭŀƛƳǎΣ ŘŜǇŜƴŘƛƴƎ ƻƴ ǿƘŀǘΩǎ ǊŜǉǳƛǊŜŘΦ To verify its source and to guard against 



    

5 

unauthorized changes, ŀ ǘƻƪŜƴΩǎ ƛǎǎǳŜǊ ŘƛƎƛǘŀƭƭȅ ǎƛƎƴǎ each token ǿƘŜƴ ƛǘΩs created. As Figure 1 shows, the 

resulting digital signature is carried with the token. 

But who issues tokens? In a claims-based world, tokens are created by software known as a security token 

service (STS). Figure 2 illustrates the process. 

 

Figure 2: A user acquires a token containing some set of claims from an STS. 

In a typical scenario, an application working on behalf of a user, such as a Web browser or another client, 

asks an STS for a token containing claims for this user (step 1). This request is made using the standard 

protocol WS-Trust. (In fact, support for WS-Trust is one of the defining characteristics of an STS.) This 

request is authenticated in some way, such as by providing a Kerberos ticket, a password from the user, 

or something else. The request typically contains both the name of the user for whom this token should 

be issued and a URI identifying the application the user wishes to access. The STS then looks up 

information about the user and the application in a local database (step 2). As the figure shows, this 

database maintains account information and other attributes about users and applications. Once the STS 

has found what it needs, it generates the token and returns it to the requester (step 3). 

As Figure 2 shows, an STS is owned by some identity provider (sometimes called an issuer). The identity 

provider is what stands behind the truth of the claims in the tokens an STS creates. In fact, this is why the 

contents of a token are called άclaimsέΥ ¢ƘŜȅΩǊŜ assertions that this identity provider claims are true. The 

application that receives this token can decide whether it trusts this identity provider and the claims it 

makes about this user. 
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LŘŜƴǘƛǘȅ ǇǊƻǾƛŘŜǊǎ ŎƻƳŜ ƛƴ Ƴŀƴȅ ŦƻǊƳǎΦ LŦ ȅƻǳ ǳǎŜ ŀ ǘƻƪŜƴ ƛǎǎǳŜŘ ōȅ ŀƴ {¢{ ƻƴ ȅƻǳǊ ŎƻƳǇŀƴȅΩǎ ƴŜǘǿƻǊƪΣ 

for example, the identity provider is your company. If you use a token issued by the STS provided by 

aƛŎǊƻǎƻŦǘΩǎ ²ƛƴŘƻǿǎ [ƛǾŜ L5 ǎŜǊǾƛŎŜ on the Internet, this Microsoft service is acting as the identity 

ǇǊƻǾƛŘŜǊΦ LǘΩǎ ŜǾŜƴ ǇƻǎǎƛōƭŜ ǘƻ ŀŎǘ ŀs your own identity provider, a handy ƻǇǘƛƻƴ ǘƘŀǘΩǎ ŘŜǎŎǊƛōŜŘ ƭŀǘŜǊΦ 

Whoever the identity provider is, being able to acquire and use a token full of claims is useful. In the pre-

claims world (that is, in the world we mostly live in today), an application usually gets only simple identity 

information from a user, such as her login name. All of the other information it needs about that user 

must be acquired from somewhere else. The application might need to access a local directory service, for 

instance, or maintain its own application-specific database. With claims-based identity, however, an 

application can specify exactly what claims it needs and which identity providers it trusts, then expect 

each user to present those claims in a token issued by one of those providers. A claims-aware application 

is still free to create its own user database, of course, but the need to do this shrinks. Instead, each 

request can potentially contain everything the application needs to know about this user. 

Claims can convey a variety of information. As Figure 1 showed, a claim might contain traditional things 

such as a useǊΩǎ ƴŀƳŜ ŀƴŘ ƎǊƻǳǇ ƳŜƳōŜǊǎƘƛǇǎΣ generally useful information such as her address, or other 

descriptive data such as her age. A claim might also identify the roles a user can act in, providing more 

information that the application can use to make an access control decision. Yet another possibility is to 

use a claim to indicate explicitly ǘƘŜ ǳǎŜǊΩǎ ǊƛƎƘǘ ǘƻ Řƻ ǎƻƳŜǘƘƛƴƎΣ ǎǳŎƘ ŀǎ ŀŎŎŜǎǎ ŀ ŦƛƭŜΣ ƻǊ ǘƻ ǊŜǎǘǊƛŎǘ ǎƻƳŜ 

right, such as setting aƴ ŜƳǇƭƻȅŜŜΩǎ purchasing limit. Because an application can count on getting the 

identity information it needs in a token, claims-based identity makes life simpler for application 

developers.  

This approach also brings one more benefit: It gets developers out of the business of authenticating users. 

All the application needs to do is determine that the token a user presents was created by an STS this 

application trusts. How the user proved its identity to this STSτwith a password, a digital signature, or 

something elseτƛǎƴΩǘ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴΩǎ ǇǊƻōƭŜƳΦ This lets the application be deployed unchanged in 

different contexts, a significant improvement over the usual situation today.  

Using Claims 

Claims, tokens, identity providers, and STSs are the foundation of claims-based identity. ¢ƘŜȅΩǊŜ ŀƭƭ Ƨǳǎǘ 

means to an end, however. The real goal is to help a user present her digital identity to an application, 

then let the application use this ƛƴŦƻǊƳŀǘƛƻƴ ǘƻ ŘŜŎƛŘŜ ǿƘŀǘ ǎƘŜΩǎ ŀƭƭƻǿŜŘ ǘƻ Řƻ. Figure 3 shows a simple 

picture of how this happens. 
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Figure 3: A browser or other client can acquire a token from an STS, then present this token and the 

claims it contains to an application. 

As the figure shows, a Web browser or other client acting on behalf of a user gets a token for a particular 

application ŦǊƻƳ ŀƴ {¢{ ǘƘŀǘΩǎ ƻǿƴŜŘ ōȅ ǎƻƳŜ ƛŘŜƴǘƛǘȅ ǇǊƻǾƛŘŜǊ (step 1). Once it has this token, the 

browser or client sends it to the application (step 2), which attempts to verify its signature. If this 

verification works, the application knows which STS, and thus which identity provider, issued the token. If 

the application trusts this identity provider, it assumes the claims in the token are correct and uses them 

to decide what the user is allowed to do (step 3).  

If ǘƘŜ ǘƻƪŜƴ Ŏƻƴǘŀƛƴǎ ǘƘŜ ǳǎŜǊΩǎ ƴŀƳŜΣ for example, the application can assume that the user really is who 

she claims to be. Since the user was required to authenticate herself to get this token, as described 

ŜŀǊƭƛŜǊΣ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ŘƻŜǎƴΩǘ ƴŜŜŘ ǘƻ ŀǳǘƘŜƴǘƛŎŀǘŜ ƘŜǊ ŀƎŀƛƴΦ In fact, because it relies on the claims in 

the token, an application is sometimes referred to as a relying party. 

!ƭǘƘƻǳƎƘ ƛǘΩǎ ƴƻǘ ǎƘƻǿƴ ƛƴ ǘƘŜ ŦƛƎǳǊŜΣ ǘƘŜǊŜΩǎ ŀƴ ŜǎǎŜƴǘƛŀƭ ŦƛǊǎǘ ǎǘŜǇ ōŜŦƻǊŜ ŀƴȅ ƻŦ ǘƘƛǎ Ŏŀƴ ƘŀǇǇŜƴΥ !ƴ 

administrator must configure the STS to issue the right claims for this user and this application. Without 

ǘƘƛǎΣ ǘƘŜǊŜΩǎ ƴƻ ǿŀȅ for the STS to create a token containing the claims that the application needs. While 

doing this might seem like a burden, the reality is that this information must also be configured in the 

non-claims-based world. The big difference is that now the claims are all in one place, accessible through 

the STS, rather than spread across different systems.  

The implicit assumption in Figure 3 is that the user has just one digital identity that she uses for all 

applications. The truth, though, is that she probably wishes to send different identity information to 

different applications. Think about how this works in the real world: You show your passport to a border 

ƎǳŀǊŘΣ ōǳǘ ƎƛǾŜ ȅƻǳǊ ŘǊƛǾŜǊΩǎ ƭƛŎŜƴǎŜ ǘƻ ŀ traffic cop. Neither will accept the identity demanded by the 

other, because different situations require presenting different information from different sources. 

tŀǎǎǇƻǊǘǎ ŀǊŜ ƛǎǎǳŜŘ ōȅ ƴŀǘƛƻƴŀƭ ƎƻǾŜǊƴƳŜƴǘǎΣ ǿƘƛƭŜ ŘǊƛǾŜǊΩǎ ƭƛŎŜƴǎŜǎ ƳƛƎƘǘ ōŜ ƛǎǎǳŜŘ ōȅ ǎƻƳŜ more local 

entity, such as a state government. The analog in the digital world is relying on different identity 
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providers, each offering an STS that issues tokens containing appropriate claims. The claims in these 

tokens varyΣ Ƨǳǎǘ ŀǎ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ƛƴ ȅƻǳǊ ǇŀǎǎǇƻǊǘ ƛǎ ŘƛŦŦŜǊŜƴǘ ŦǊƻƳ ǿƘŀǘΩǎ ƛƴ ȅƻǳǊ ŘǊƛǾŜǊΩǎ ƭƛŎŜƴǎŜΦ 

LŦ ǿŜΩǊŜ ŀƭƭ ƎƻƛƴƎ ǘƻ ƘŀǾŜ ƳǳƭǘƛǇƭŜ ŘƛƎƛǘŀƭ ƛŘŜƴǘƛǘƛŜǎτand we areτit would be useful to have a consistent 

way to select the identity we want to use to access a particular application at a particular time. In other 

words, ǿŜΩŘ ƭƛƪŜ ǘƻ ƘŀǾŜ an identity selector. Figure 4 shows where this component fits. 

 

Figure 4: An identity selector provides a consistent way for users to choose which identity they wish to 

present to an application. 

In this more complete illustration, the process begins when the user accesses the application. Whether 

ƛǘΩǎ ŎƻƴǘŀŎǘŜŘ from a browser or some other client, the application can indicate what kind of token it 

requires, what kind of claims that token should contain, and what identity providers it trusts (step 1). As 

always in a claims-based world, the application can do this in a vendor-neutral way, using either WS-

SecurityPolicy (for requests made via SOAP) or HTML (for requests made via HTTP) to describe these 

requirements. hƴŎŜ ǘƘŜ ǳǎŜǊΩǎ ǎȅstem has this information, its identity selector can present the user with 

a visual representation of her available identities that meet these requirements. The user selects one of 

these (step 2), and the identity selector contacts the appropriate identity provider to get a token for this 

identity (step 3). Once it has the token, the browser or client sends it to the application (step 4), which 

verifies it, then uses the claims it contains (step 5). 

While claims-based identity does specify important aspects of these interactions, such as how tokens are 

requested from an STS, this approach explicitly omits defining other things. For example, the claims-based 

approach ŘƻŜǎƴΩǘ ƳŀƴŘŀǘŜ ŀƴȅ ǇŀǊǘƛŎǳƭŀǊ ŦƻǊƳŀǘ ŦƻǊ ǘƻƪŜƴǎΦ LǘΩǎ ŎƻƳƳƻƴ today to use tokens defined 

using the XML-based {ŜŎǳǊƛǘȅ !ǎǎŜǊǘƛƻƴ aŀǊƪǳǇ [ŀƴƎǳŀƎŜ ό{!a[ύΣ ōǳǘ ǘƘƛǎ ƛǎƴΩǘ ǊŜǉǳƛǊŜŘΦ !ƴȅ ǘƻƪŜƴ 

format that an application and an STS agree on can be used.  



    

9 

The Role of άDŜƴŜǾŀέ  

Making claims-based identity real requires several things. STSs must be available, or there will be no place 

to get tokens. An identity selector would also be nice to have, since without one, users are probably 

restricted to a single identity. And finally, developers will need to build claims-aware applications that 

know how to receive tokens and use the claims they contain. Rather than making every developer write 

this code from scratch, it would make sense to provide a standard library that any application could use.  

These three things are exactly what the άDŜƴŜǾŀέ {ŜǊǾŜǊ, /ŀǊŘ{ǇŀŎŜ άDŜƴŜǾŀέ, and the άDŜƴŜǾŀέ 

Framework provide. Figure 5 shows where each of these technologies fits. 

 

Figure 5: The άDŜƴŜǾŀέ {ŜǊǾŜǊ implements a Windows-based STS, /ŀǊŘ{ǇŀŎŜ άDŜƴŜǾŀέ provides an 

identity selector for Windows clients, and the άDŜƴŜǾŀέ CǊŀƳŜǿƻǊƪ is a standard library for creating 

claims-aware Windows applications. 

This figure is a replica of Figure 4; the only difference is that the άDŜƴŜǾŀέ {ŜǊǾŜǊ is shown as one of the 

STSs, CardSǇŀŎŜ άDŜƴŜǾŀέ is shown as the identity selector, and the application is built using the 

άDŜƴŜǾŀέ CǊŀƳŜǿƻǊƪ. All three ǘŜŎƘƴƻƭƻƎƛŜǎ ŀǊŜ ŘŜǎŎǊƛōŜŘ ƛƴ ƳƻǊŜ ŘŜǘŀƛƭ ƭŀǘŜǊ ƛƴ ǘƘƛǎ ƻǾŜǊǾƛŜǿΣ ōǳǘ ƛǘΩǎ 

worth looking at the basics of each one here. 

The άDŜƴŜǾŀέ {ŜǊǾer ƛǎ ǘƘŜ ƴŜȄǘ ǊŜƭŜŀǎŜ ƻŦ aƛŎǊƻǎƻŦǘΩǎ !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ CŜŘŜǊŀǘƛƻƴ {ŜǊǾƛŎŜǎ ό!5 C{ύΦ 5ƻƴΩǘ 

ōŜ ƳƛǎƭŜŘ ōȅ ǘƘŜ ǿƻǊŘ άŦŜŘŜǊŀǘƛƻƴέ ƛƴ ǘƘŜ ƻǊƛƎƛƴŀƭ ƴŀƳŜ ƻŦ ǘƘƛǎ ǘŜŎƘƴƻƭƻƎȅ, howeverΦ ²ƘƛƭŜ ǘƘŜ άDŜƴŜǾŀέ 

Server does support identity federation, it also provides broad support for claims-based identity. For 

example, unlike its predecessor, the άDŜƴŜǾŀέ {ŜǊǾŜǊ implements an STS that generates SAML tokens in 

response to WS-Trust requests. Also unlike AD FS, which supported only Web browsers, the άDŜƴŜǾŀέ 
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Server supports both browsers and other clients, such as those built using Windows Communication 

Foundation (WCF). (In the jargon of identity, the άDŜƴŜǾŀέ {ŜǊǾŜǊ supports both active and passive clients, 

while AD FS supported only passive clients.) Another important difference from the original AD FS is that 

ǘƘŜ άDŜƴŜǾŀέ {ŜǊǾŜǊ ǎǳǇǇƻǊǘǎ ōƻǘƘ ²{-Federation and the SAML 2.0 protocol, letting it work in a broader 

range of environments. 

The άDŜƴŜǾŀέ {ŜǊǾŜǊ STS can potentially be used by any identity provider, ǿƘŜǘƘŜǊ ƛǘΩǎ ƛƴside an 

organization, exposed on the Internet, or both. Yet iǘΩs important to understand that using claims-based 

identity ŘƻŜǎƴΩǘ ǊŜǉǳƛǊŜ ǳǎƛƴƎ the άDŜƴŜǾŀέ {ŜǊǾŜǊ. As Figure 5 suggests, any STS from any vendor, or 

even a custom-built STS, can be used. Still, oƴŜ ƻŦ aƛŎǊƻǎƻŦǘΩǎ ǇǊƛƳŀry goals in providing the άDŜƴŜǾŀέ 

Server is to make widely available a fully-featured STS built on AD DS. Until STSs are common, the benefits 

of claims-based identity are unlikely to materialize. 

/ŀǊŘ{ǇŀŎŜ άDŜƴŜǾŀέ is also the successor to an existing Microsoft technology, the original CardSpace. This 

identity selector can be used both with Web browsers, including Internet Explorer and Firefox, and with 

other Windows clients, such as WCF applications. And while an STS is fundamental to a claims-based 

worldΣ ǳǎƛƴƎ ŀƴ ƛŘŜƴǘƛǘȅ ǎŜƭŜŎǘƻǊ ƛǎƴΩǘ ǊŜǉǳƛǊŜŘτclaims-based identity can still work without one. Yet 

without /ŀǊŘ{ǇŀŎŜ άDŜƴŜǾŀέ or a similar technology, users will have no consistent way to select which 

identity they wƛǎƘ ǘƻ ǳǎŜΦ 9ǾŜƴ ǘƘƻǳƎƘ ŀƴ ƛŘŜƴǘƛǘȅ ǎŜƭŜŎǘƻǊ ƛǎƴΩǘ strictly ǊŜǉǳƛǊŜŘΣ ƛǘΩǎ ƘŀǊŘ ǘƻ ƛƳŀƎƛƴŜ ŀƴ 

effective claims-based world without one. 

An important aspect of an identity selector is its user interface. Letting users select their identity in the 

same way for every application and every kind of client can greatly simplify their lives. Toward this end, 

/ŀǊŘ{ǇŀŎŜ άDŜƴŜǾŀέ provides the standard screen shown in Figure 6. 

 

Figure 6: /ŀǊŘ{ǇŀŎŜ άDŜƴŜǾŀέ provides a common user interface for selecting identities, representing 

each identity with a card.  

9ŀŎƘ ƛŘŜƴǘƛǘȅ ƛǎ ǊŜǇǊŜǎŜƴǘŜŘ ōȅ ŀ ŎŀǊŘ όƘŜƴŎŜ ǘƘŜ ƴŀƳŜ ά/ŀǊŘ{ǇŀŎŜέύΦ Each card is associated with a 

particular identity at some identity provider. Clicking on a card causes /ŀǊŘ{ǇŀŎŜ άDŜƴŜǾŀέ to request a 
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token for this identity from the associated identity provider, perhaps prompting the user for a password 

or something else to authenticate the request. While the software exchanges tokens containing claims, a 

user sees only this simpler metaphor of cards.  

The third component required to make claims-based identity a reality, at least for Windows applications, 

is the άDŜƴŜǾŀέ CǊŀƳŜǿƻǊƪ. This library is a set of .NET Framework classes that implement basic 

functions, such as receiving a token, verifying its signature, accessing the claims it contains, and more. For 

situations where the άDŜƴŜǾŀέ {ŜǊǾŜǊ {¢{ ƛǎƴΩǘ ǎǳŦŦƛŎƛŜƴǘΣ the άDŜƴŜǾŀέ CǊŀƳŜǿƻǊƪ also provides support 

for building your own STS. One important example of this already exists: TƘŜ άDŜƴŜǾŀέ {ŜǊǾŜǊ ƛǘǎŜƭŦ is built 

ƻƴ ǘƘŜ άDŜƴŜǾŀέ CǊŀƳŜǿƻǊƪΦ 

LǘΩǎ ƛƳǇƻǊǘŀƴǘ ǘƻ ǊŜŀƭƛȊŜ ǘƘŀǘ because all interaction is done in a standard way, none of these technologies 

specifically requires any of the others. The άDŜƴŜǾŀέ {ŜǊǾŜǊ ŘƻŜǎƴΩǘ ǊŜǉǳƛre /ŀǊŘ{ǇŀŎŜ άDŜƴŜǾŀέ, 

/ŀǊŘ{ǇŀŎŜ άDŜƴŜǾŀέ ŘƻŜǎƴΩǘ require the άDŜƴŜǾŀέ {ŜǊǾŜǊ, and neither one requires applications to use 

the άDŜƴŜǾŀέ Framework. To /ŀǊŘ{ǇŀŎŜ άDŜƴŜǾŀέ, for example, the άDŜƴŜǾŀέ {ŜǊǾŜǊ looks like any other 

STS, with token requests sent using the standard WS-Trust protocol. Even though all of these technologies 

are from Microsoft, there are no proprietary links between themτall of the communication is based on 

industry standards. The goal is to make it easier to use claims-based identity both within the Windows 

world and across platforms from different vendors.  

APPLYING CLAIMS-BASED IDENTITY !b5 άD9b9±!έ 

Getting your mind around claims-based identity requires understanding the basics of this technology. Still, 

the best way to get a feel for this approach is to walk through examples of how it can be applied. 

Accordingly, this section looks at several different ways this technology can be used.  

Without claims-based identity, application developers are faced with a diverse set of scenarios, each with 

its own identity solution. One big contribution of claims-based identity is to collapse all of these down to 

just one problem: How does an application get information about a user from a trusted source? As this 

section shows, claims-based identity provides a consistent answer across a range of scenarios. 

!ǘ ǘƘŜ Ǌƛǎƪ ƻŦ ōŜƛƴƎ ǊŜŘǳƴŘŀƴǘΣ ƛǘΩǎ ƛƳǇƻǊǘŀƴǘ ǘƻ ŜƳǇƘŀǎƛȊŜ ǘƘŀǘ ŜǾŜƴ though these examples show 

Microsoft technologies, ǘƘƛǎ ƛǎƴΩt required. Products from other vendors, ǎǳŎƘ ŀǎ L.aΩǎ ¢ƛǾƻƭƛ CŜŘŜǊŀǘŜŘ 

Identity Manager, also provide STSs today. Similarly, other identity selectors are available, including the 

open source Higgins implementation, as well as other libraries to create claims-aware applications. The 

key point is that while Microsoft is an important player, the move toward claims-based identity is an 

industry-wide, multi-vendor endeavor.  

USING CLAIMS INSIDE AN ENTERPRISE 

Every enterprise acts as an identity provider, and virtually every enterprise application must deal with 

identity. The άDŜƴŜǾŀέ {ŜǊǾŜǊ, /ŀǊŘ{ǇŀŎŜ άDŜƴŜǾŀέ, and the άDŜƴŜǾŀέ CǊŀƳŜǿƻǊƪ can provide the 

foundation for using claims-based identity with applications running inside an organization. Figure 7 

shows how this looks. 
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Figure 7: An enterprise can use Active Directory Domain Services, the άDŜƴŜǾŀέ {ŜǊǾŜǊ, CardSpace 

άDŜƴŜǾŀέ, and the άDŜƴŜǾŀέ CǊŀƳŜǿƻǊƪ to support claims-based identity for its internal applications. 

In this example, a user logs in using AD DS, getting an initial Kerberos ticket (step 1). The user can then 

access a claims-aware application built using the άDŜƴŜǾŀέ CǊŀƳŜǿƻǊƪ, learning what kinds of tokens it 

accepts and what claims those tokens must contain (step 2). If /ŀǊŘ{ǇŀŎŜ άDŜƴŜǾŀέ is usŜŘ όƛǘΩǎ ƴƻǘ 

required, remember), the user might then see the screen shown earlier in Figure 6 and select an identity 

by choosing a card (step 3). /ŀǊŘ{ǇŀŎŜ άDŜƴŜǾŀέ will then request a token for this identity, supplying a 

Kerberos ticket to authenticate the user (step 4). The άDŜƴŜǾŀέ {ŜǊǾŜǊ STS verifies the ticket, then looks in 

AD DS for the information it needs to create the requested token (step 5). Exactly what claims appear in 

this token depend on both the user requesting it and the application that user is accessingτeach 

application indicates exactly what claims it needs. Once the token has been created, the άDŜƴŜǾŀέ {ŜǊǾŜǊ 

STS sends ƛǘ ōŀŎƪ ǘƻ ǘƘŜ ǳǎŜǊΩs system (step 6), which sends it on to the application (step 7). The 

application uses the άDŜƴŜǾŀέ CǊŀƳŜǿƻǊƪ to verify ǘƘŜ ǘƻƪŜƴΩǎ ǎƛƎƴŀǘǳǊŜ ŀƴŘ make its claims available for 

use (step 8). 

One big plus of a claims-based approach is worth re-emphasizing here: Rather than having to go look for 

the information it needs about a user, the application can instead get everything handed to it in the 

ǘƻƪŜƴΦ LŦ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ƴŜŜŘǎΣ ǎŀȅΣ ǘƘŜ ǳǎŜǊΩǎ Ƨƻō ǘƛǘƭŜΣ ƛǘ Ŏŀƴ ǎǇŜŎƛŦȅ ǘƘƛǎ ƛƴ its list of required claims. 

When the STS creates a token for the application, it finds ǘƘŜ ǳǎŜǊΩǎ Ƨƻō ǘƛǘƭŜ in AD DS and inserts it as a 

claim that the application can use. Without this, the application developer must write his own code to dig 

this information out of AD DS. Claims-based identity ƳŀƪŜǎ ǘƘŜ ŘŜǾŜƭƻǇŜǊΩǎ ƭƛŦŜ significantly easier. 
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Along with easing the lives of developers, an STS also performs another function: It acts as a claims 

transformer. When the client requests a token from the άDŜƴŜǾŀέ {ŜǊǾŜǊ in Figure 7, for instance, it 

provides a Kerberos ticket. This ticket can be thought of as a token containing a simple set of claims (the 

ǳǎŜǊΩǎ ƴŀƳŜ ŀƴŘ ƎǊƻǳǇ ƳŜƳōŜǊǎƘƛǇǎύΦ ¢ƘŜ άDŜƴŜǾŀέ {ŜǊǾŜǊ STS uses this token to authenticate the user 

making the request, then emits another token. This new token is in a different formatτƛǘΩǎ a SAML token 

rather than a Kerberos ticketτand it probably contains a different set of claims, since it can include 

whatever the target application has specified. In a very real sense, the STS has transformed one set of 

claims into another. 

USING CLAIMS ON THE INTERNET 

Now suppose this organization wishes to make the same application accessible to remote employees via 

the Internet. Rather than modifying the application to accept username/password logins, a traditional 

solution, the same claims-based approach can be usedτthe application remains unchanged. Figure 8 

illustrates this scenario. 

 

Figure 8: An enterprise can use the άDŜƴŜǾŀέ {ŜǊǾŜǊ STS to create tokens for users on the Internet. 

Here, the user is on another computer outside the enterprise. As before, this user accesses the 

application and learns what kinds of tokens it will accept (step 1). Using /ŀǊŘ{ǇŀŎŜ άDŜƴŜǾŀέ (which is 

useful but not required), the user selects an identity that meets these requirements (step 2)Φ ¢ƘŜ ǳǎŜǊΩǎ 

ǎȅǎǘŜƳ ǘƘŜƴ ƎŜǘǎ ŀ ǘƻƪŜƴ ŦƻǊ ǘƘƛǎ ƛŘŜƴǘƛǘȅ ŦǊƻƳ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜΩǎ {¢{Σ ƛƳǇƭŜƳŜƴǘŜŘ ǳǎƛƴƎ the άDŜƴŜǾŀέ 

Server (step 3). It can then submit this token to the application (step 4), which relies on the άDŜƴŜǾŀέ 

Framework to verify the token and uses the claims it contains (step 5). Rather than requiring a different 
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way of handling identity for Internet access, as is common today, a claims-based approach allows handling 

this situation just like the inside-the-enterprise case. 

Still, some extra complexity creeps in. When the user requests a token in step 3, for example, how does 

she authenticate herself to the STS? Kerberos tickets work just fine for users inside the enterprise, as 

shown earlier in Figure 7, ōǳǘ ǘƘŜȅ ŘƻƴΩǘ ǿƻǊƪ ǿŜƭƭ ŦƻǊ Internet users. Instead, the user might provide a 

username and password in step 3 to authenticate her request, an option that Microsoft plans to support 

in the άDŜƴŜǾŀέ {ŜǊǾŜǊ. Since the users in this scenario are employees, they already have accounts in AD 

DS, and so they can log in with no trouble. 

Yet wƘŀǘ ƛŦ ǘƘŜ ǳǎŜǊǎ ŀǊŜƴΩt employees? Suppose the application needs to be exposed via the Internet to 

customers as well. Can this approach still work? The answer, unsurprisingly, ƛǎ ȅŜǎΦ !ƭǘƘƻǳƎƘ ƛǘΩǎ ƴƻǘ ŀƴ 

especially common option, information about external users can be mingled with employee accounts in 

!5 5{Σ ƭŜǘǘƛƴƎ ƛǘ ōŜ ŀŎŎŜǎǎŜŘ ōȅ ǘƘŜ άDŜƴŜǾŀέ {ŜǊǾŜǊΦ Alternatively, external user account and attribute 

information can be stored in Active Directory Lightweight Directory Services (AD LDS). Formerly known as 

!ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ !ǇǇƭƛŎŀǘƛƻƴ aƻŘŜ ό!5!aύΣ ǘƘƛǎ ǘŜŎƘƴƻƭƻƎȅ ǇǊƻǾƛŘŜǎ ŀ ǎƛƳǇƭŜǊ ŘƛǊŜŎǘƻǊȅ ǎŜǊǾƛŎŜ ǘƘŀǘΩǎ ŀƭǎƻ 

an option for the άDŜƴŜǾŀέ {ŜǊǾŜǊ. 

But wait a minute: If Internet users still need usernames and passwords, how is the claims-based 

approach making things better? There are a couple of answers. First, recognize that users no longer have 

ŀ ǇŀǎǎǿƻǊŘ ŦƻǊ ŜŀŎƘ ŀǇǇƭƛŎŀǘƛƻƴΦ LƴǎǘŜŀŘΣ ǘƘŜȅΩƭƭ (at most) have one for each STS they use. This frees 

applications from the need to store sensitive password information, moving that responsibility instead to 

the much smaller number of STSs. Also, since requests for tokens are made directly from CardSpace 

άDŜƴŜǾŀέτthe user never enters a URL for the STSτphishing for these passwords becomes more 

difficult. ¢ƘŜǊŜΩǎ ƴƻ ǿŀȅ ŦƻǊ an attacker to slip in a spurious URL for its own STS. While claims-based 

identity ŘƻŜǎƴΩǘ ƴŜŎŜǎǎŀǊƛƭȅ ŜƭƛƳƛƴŀǘŜ ǳǎŜǊƴŀƳŜǎ ŀƴŘ ǇŀǎǎǿƻǊŘǎΣ ƛǘ nonetheless improves the situation. 

In the case shown in Figure 8, the organization that provides the application is also acting as the identity 

provider. While this makes sense in many situations, there are other scenarios in which the identity 

provider is an external organization. For example, Microsoft today offers Windows Live ID as an Internet-

accessible STS, and other identity providers also exist. Rather than implementing its own identity provider 

(or perhaps along with it), an organization can create an application that accepts tokens from external 

providers like these. Figure 9 shows how this looks.  
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Figure 9: An application can accept tokens issued by identity providers run by external organizations. 

As in the example shown in Figure 8, the process begins with the user accessing the application (step 1), 

then choosing an identity (step 2). This time, however, the token for this identity is provided by an STS run 

by an outside identity provider (step 3). hƴŎŜ ƛǘ Ƙŀǎ ǘƘŜ ǘƻƪŜƴΣ ǘƘŜ ǳǎŜǊΩǎ ǎȅǎǘŜƳ ǎǳōƳƛǘǎ ƛǘ ǘƻ the 

application as usual (step 4), which uses the claims it contains (step 5). 

DƻƴΩǘ ōŜ ŎƻƴŦǳǎŜŘΥ 9ǾŜƴ ǘƘƻǳƎƘ one of the external identity providers in this example is run by Microsoft, 

neither /ŀǊŘ{ǇŀŎŜ άDŜƴŜǾŀέ nor claims-based identity in general are bound to a particular provider. 

Anybody who implements an STS can act as an identity provider, assuming they can convince applications 

to trust the claims in tokens they issue.  

Whether an Internet-accessible application trusts an outside identity provider or only one run by its own 

organization, a claims-based approach is attractive. It allows handling identity in a consistent way for 

users inside and outside the firewall. It also gets applications out of the business of maintaining 

username/password databases for Internet users, making phishing less effective. Along with making 

ŘŜǾŜƭƻǇŜǊǎΩ ƭƛǾŜǎ ŜŀǎƛŜǊΣ ŎƭŀƛƳǎ-based identity can also make things simpler for users. For example, since a 

token can carry whatever claims an application specifies, users can more easily submit the common 

information requested by Web sitesτthey need no longer type it in at each site. While the behavior of 

ǘƘƻǳǎŀƴŘǎ ƻŦ ŀǇǇƭƛŎŀǘƛƻƴ ŘŜǾŜƭƻǇŜǊǎ ŀƴŘ Ƴƛƭƭƛƻƴǎ ƻŦ ǳǎŜǊǎ ǿƻƴΩǘ ŎƘŀƴƎŜ ƻǾŜǊƴƛƎƘǘΣ ǘƘŜ ƭƻƴƎ-term 

prognosis is positive. 
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USING CLAIMS BETWEEN ENTERPRISES 

Another common identity challenge is letting users in one organization access an application running in 

some other organization. For example, suppose your company wishes to make an internal SharePoint site 

accessible to employees at a partner firm. One way to do this is to give each of these external users their 

own account in your company. While this aǇǇǊƻŀŎƘ ǿƻǊƪǎΣ ƛǘΩǎ ǳƴŀǇǇŜŀƭƛƴƎΦ ThosŜ ǳǎŜǊǎ ǿƻƴΩǘ ƭƛƪŜ ƘŀǾƛƴƎ 

ŀ ǎŜǇŀǊŀǘŜ ƭƻƎƛƴΣ ŀƴŘ ȅƻǳǊ ŦƛǊƳΩǎ ŀŘƳƛƴƛǎǘǊŀǘƻǊǎ ǿƻƴΩǘ ƭƛƪŜ ƘŀǾƛƴg to administer accounts for people 

outside your company. Doing this also creates security risksτhow can your administrators know when an 

external user has left his company and so should no longer have an account? 

A better solution is to let the external users access your application using their own identities. This 

approach requires no separate logins and no new accounts. What it does require, however, is creating a 

federation relationship between your firm and its partner. Doing this will likely require some kind of legal 

agreement between the two organizations, ŀ ǘƻǇƛŎ ǘƘŀǘΩǎ ōŜȅƻƴŘ ǘƘŜ ǎŎƻǇŜ ƻŦ ǘƘƛǎ ŘƛǎŎǳǎǎƛƻƴΦ Lǘ ŀƭǎƻΣ ƻŦ 

course, requires putting in place the right technology. 

AD FS, aƛŎǊƻǎƻŦǘΩǎ predecessor to the άDŜƴŜǾŀέ {ŜǊǾŜǊ, allowed identity federation for passive clients 

(that is, for browsers), but not for active clients. The άDŜƴŜǾŀέ {ŜǊǾŜǊ still supports the AD FS-style passive 

option, which relies on a standard called WS-Federation. (IŦ ȅƻǳΩǊŜ ƛƴǘŜǊŜǎǘŜŘ ƛƴ Ƙƻǿ ƛǘ ǿƻǊƪǎΣ ǎŜŜ Digital 

Identity for .NET Applications: A Technology Overview, available at http://msdn.microsoft.com/en-

us/library/bb882216.aspx .) With /ŀǊŘ{ǇŀŎŜ άDŜƴŜǾŀέ and STSs, however, claims-based identity can also 

be used for federated access by active clients. This lets the same identity technology be used in yet 

another important scenario, and it also offers users more control than did AD FS over which identity they 

use.  

One approach to providing federated identity in a claims-based world is to configure an application 

running in one organization to trust an STS in another. Figure 10 shows how this looks. 
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Figure 10: If the application trusts the STS in the client's enterprise, it can accept and use a token issued 

by that STS. 

In this scenario, a user in enterprise X accesses an application in enterprise Y and learns its token 

requirements (step 1). Here, that application is configured to trust both its own STS, the one in enterprise 

¸Σ ŀƴŘ ǘƘŜ {¢{ ƛƴ ŜƴǘŜǊǇǊƛǎŜ ·Φ !ƭƭ ǘƘŀǘΩǎ ǊŜǉǳƛǊŜŘ ƛǎ ŦƻǊ ǘƘŜ user in enterprise X to choose an identity that 

ƳŀǘŎƘŜǎ ǘƘƛǎ ŀǇǇƭƛŎŀǘƛƻƴΩǎ ǊŜǉǳƛǊŜƳŜƴǘǎ όǎǘŜǇ нύΣ ǘƘŜƴ ƎŜǘ ŀ ǘƻƪŜƴ ŦƻǊ ǘƘŀǘ ƛŘŜƴǘƛǘȅ ŦǊƻƳ ƛǘǎ ƻǿƴ {¢{ όǎǘŜǇ 

3). The browser or client submits this token to the application (step 4), which uses the άDŜƴŜǾŀέ 

Framework to verify the token and extract its claims. The application can then use these claims any way it 

likes (step 5).  

¢Ƙƛǎ ǎƻƭǳǘƛƻƴ ƛǎ ǎƛƳǇƭŜΣ ōǳǘ ƛǘΩǎ ƴƻǘ ǿƛǘƘƻǳǘ ǇǊƻōƭŜƳǎΦ Suppose this application has users in several 

different enterprises, for instance. With the approach shown in Figure 10, the application would need to 

be configured to trust the STS in each one, an unappealing prospect. A better solution is to let the 

mechanics of federated identity be handled by the STSs themselves. Doing this means that an application 

only needs to trust its own STS, making life significantly simpler for the people who build and administer 

it. Figure 11 shows this more likely situation. 
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Figure 11: If the application trusts only the STS in its own enterprise, the client must get a token from 

that STS to access the application. 

This scenario starts in the same way: The user in enterprise X accesses an application in enterprise Y and 

learns its token requirements (step 1). This time, however, that application is configured to trust only its 

own STS, the one in enterprise Y. Once it determines this, /ŀǊŘ{ǇŀŎŜ άDŜƴŜǾŀέ ƻƴ ǘƘŜ ǳǎŜǊΩǎ ǎȅǎǘŜƳ 

contacts the STS in enterprise Y to learn its token requirements (step 2). Along with its identity selector 

role, /ŀǊŘ{ǇŀŎŜ άDŜƴŜǾŀέ also has built-in intelligence to traverse this kind of federation relationship. 

/ŀǊŘ{ǇŀŎŜ άDŜƴŜǾŀέ then prompts the user to select an identity (i.e., a card) that matches those 

requirements (step 3) and requests a token for this identity from the enterprise X STS (step 4). This token 

contains claims about the ǳǎŜǊΣ ōǳǘ ƛǘΩǎ ƴƻǘ ŀ ǘƻƪŜƴ ǘƘŀǘ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ǿƛƭƭ ŀŎŎŜǇǘτit was issued by an 

{¢{ ǘƘŀǘ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ŘƻŜǎƴΩǘ ǘǊǳǎǘΦ LƴǎǘŜŀŘΣ /ŀǊŘ{ǇŀŎŜ άDŜƴŜǾŀέ submits this token to the STS in 

enterprise Y (step 5). This STS is configured to trust the STS in enterprise X, a relationship that must be 

established explicitly by administrators in the two organizations. (How this trust relationship gets created 

is described in a bit more detail later.) Because of this trust, the STS in enterprise Y can verify the token it 

receives from enterprise X, then issue a token that allows this user to access the application (step 6). The 

user presents this token to the application (step 7), and the application uses the άDŜƴŜǾŀέ CǊŀƳŜǿƻǊƪ to 

verify the token and extract its claims. The application can now use these claims as usual (step 8). 

LǘΩǎ ǿƻǊǘƘ ǇƻƛƴǘƛƴƎ ƻǳǘ ǘƘŀǘ ŜǾŜƴ ǘƘƻǳƎƘ the άDŜƴŜǾŀέ {ŜǊǾŜǊ was shown as one of the STSs in both of 

these federation ǎŎŜƴŀǊƛƻǎΣ ƛǘΩǎ ƴƻǘ ǊŜǉǳƛǊŜŘΦ /ŀǊŘ{ǇŀŎŜ άDŜƴŜǾŀέ can communicate with any STS from 

any vendor. Note too that the STS in enterprise Y is acting as a claims transformer, accepting a token 

issued by STS X, then creating its own token. The contents of the token STS Y creates might well be 

different from those in the token it receives from STS XτƛǘΩǎ ŦǊŜŜ ǘƻ ŀŘŘΣ ǊŜƳƻǾŜΣ ƻǊ ƳƻŘƛŦȅ ǘƘŜ ŎƭŀƛƳǎΦ  
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And finally, think again about how convenient it is for the application to get the information it needs 

about a user directly in the token. When both user and application are in the same organization, the 

ŀǇǇƭƛŎŀǘƛƻƴ ƳƛƎƘǘ ōŜ ŀōƭŜ ǘƻ ŀŎŎŜǎǎΣ ǎŀȅΣ !5 5{ ŘƛǊŜŎǘƭȅ ǘƻ ƎŜǘ ƛƴŦƻǊƳŀǘƛƻƴ ǎǳŎƘ ŀǎ ǘƘŜ ǳǎŜǊΩǎ Ƨƻō ǘƛǘƭŜΦ 

²ƘŜƴ ǘƘŜȅΩǊŜ ƛƴ ŘƛŦŦŜǊŜƴǘ ƻǊƎŀƴƛȊŀtions, as in the federated case shown here, the application almost 

certainly woƴΩǘ ōŜ ŀƭƭƻǿŜŘ ǘƻ Řƻ ǘƘƛǎΦ DŜǘǘƛƴƎ ŜǾŜǊȅǘƘƛƴƎ ƛǘ ƴŜŜŘǎ ƘŀƴŘŜŘ ǘƻ ƛǘ ƛƴ ǘƘŜ ǳǎŜǊΩǎ ǘƻƪŜƴ ƛǎ ǾŜǊȅ 

nice indeed. 

USING CLAIMS WITH DELEGATION 

IŜǊŜΩǎ ȅet another identity challenge: Suppose one application needs to access another application on 

behalf of some user. Solving this problem requires identity delegation, where the application that receives 

ŀ ǳǎŜǊΩǎ ƛŘŜƴǘƛǘȅ ƛƴŦƻǊƳŀǘƛƻƴ is allowed to act as that user when accessing another application. While 

delegation has long been important, it becomes even more significant in a service-oriented world, where 

one service depends on another. Once again, claims-based identity can be used. Figure 12 shows how. 

 

Figure 12: Claims-based identity can be used with delegation, where one application invokes another 

on ŀ ǳǎŜǊΩǎ behalf. 

This slightly simplified example begins with the userΩǎ ōǊƻǿǎŜǊ ƻǊ ƻǘƘŜǊ ŎƭƛŜƴǘ getting a token for 

application X (step 1)Φ ό!ƭǘƘƻǳƎƘ ƛǘΩǎ ƴƻǘ ǎƘƻǿƴ ƘŜǊŜΣ assume this relied on the usual steps shown in 

earlier figures.) ¢Ƙƛǎ ǘƻƪŜƴ ƛǎ ǘƘŜƴ ǎŜƴǘ ǘƻ ŀǇǇƭƛŎŀǘƛƻƴ · όǎǘŜǇ нύΦ ¢ƻ ŎŀǊǊȅ ƻǳǘ ǘƘŜ ǳǎŜǊΩǎ ǊŜǉǳŜǎǘΣ 

application X needs to invoke a service provided by application Y. X might be a Web application, for 

example, invoking a Web service in Y using WCF, or X itself might have been invoked via a Web service. In 

any case, application X needs a token for application Y that contains claims describing the original user. 
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To get this token, application X accesses application Y and learns its token requirements (step 3). Among 

these is an indication of an identity provider (and thus an STS) from which Y will accept a token. In this 

example, that STS is the same one that issued the token for application X, although this need not be the 

case. Here, however, application X can request a token for application Y from the STS they both share, 

indicating that it wishes to act as the original user (step 4). A άDŜƴŜǾŀέ {ŜǊǾŜǊ STS can contain policies 

describing which applications are allowed to access which other applications using delegation. The STS 

checks this policy (step 5), which in this case allows application X to invoke application Y on behalf of this 

user. The STS then issues the requested token allowing X to access Y on ǘƘƛǎ ǳǎŜǊΩǎ behalf (step 6). 

Application X passes this token to Y when it invokes the service (step 7). Y then verifies the token using 

the άDŜƴŜǾŀέ CǊŀƳŜǿƻǊƪ and uses its claims (step 8). 

LǘΩǎ ǿƻǊǘƘ ŎƻƳǇŀǊƛƴƎ ǘƘƛǎ ŎƭŀƛƳǎ-based style ǘƻ ǘƻŘŀȅΩǎ ƳƻǊŜ ŎƻƳƳƻƴ ŀǇǇǊƻŀŎƘŜǎ ǘƻ ŘŜƭŜƎŀǘƛƻƴΦ hƴŜ 

alternative is for the user to pass her username and password directly to application X, which then uses 

these to access application Y as this user. Yet X now Ƙŀǎ ǘƘŜ ǳǎŜǊΩǎ ƭƻƎƛƴ ƛƴŦƻǊƳŀǘƛƻƴ ŀƴŘ ǎƻ ƳƛƎƘǘ Řƻ 

ƻǘƘŜǊ ǘƘƛƴƎǎ ǘƘŀǘ ǘƘŜ ǳǎŜǊ ŘƻŜǎƴΩǘ ŀǇǇǊƻǾŜ ƻŦΦ ²ƛǘƘ ǘƘŜ ŎƭŀƛƳǎ-based approach, X has only a token for this 

user to access Y, nothing more. Another way to provide delegation is to make X a trusted subsystem, an 

application with complete access to other services. While this can work, granting application X this wide 

latitude requires placing a great deal of faith in the people who build and run it. This approach also makes 

it impossible for Y to know which users are accessing it, something that might be required for auditing or 

other reasons. Claims-based delegation lets X access Y on behalf of ƛƴŘƛǾƛŘǳŀƭ ǳǎŜǊǎΣ ǇǊŜǎŜǊǾƛƴƎ ¸Ωǎ 

knowledge of those users, with no need to grant broad trust to X. 

Once again, notice that the STS is acting here as a claims transformer. It receives a token for X, then emits 

ŀ ǘƻƪŜƴ ŦƻǊ ¸Φ ¢ƘŜǎŜ ǘǿƻ ǘƻƪŜƴǎ ǇǊƻōŀōƭȅ Ŏƻƴǘŀƛƴ ŘƛŦŦŜǊŜƴǘ ŎƭŀƛƳǎΣ ǎƛƴŎŜ ǘƘŜȅΩǊŜ ŦƻǊ ŘƛŦŦŜǊŜƴǘ ŀǇǇƭƛŎŀǘƛƻƴǎΣ 

and they might even use different formats. (Applications X and Y might have been built at different times 

by different people, for example.) All of this variation is hidden from the application developerτand from 

the userτby the STS. This is yet another example of one of the primary goals of claims-based identity: 

making applications simpler. 

A CLOSER LOOK AT THE άD9b9±!έ TECHNOLOGIES 

Understanding how claims-based identity can be applied ƛǎ ƛƳǇƻǊǘŀƴǘΦ LǘΩǎ ŀƭǎƻ useful to understand the 

software technology that underlies this idea. For Windows, this means understanding the άDŜƴŜǾŀέ 

Server, /ŀǊŘ{ǇŀŎŜ άDŜƴŜǾŀέ, and the άDŜƴŜǾŀέ CǊŀƳŜǿƻǊƪ. This section takes a closer look at each of 

these. 

 THE άD9b9±!έ {9w±9w 

While the άDŜƴŜǾŀέ {ŜǊǾŜǊ adds quite a bit to its predecessor AD FS, including a full-fledged STS, it also 

supports all of the functions of its earlier incarnation. For example, as mentioned earlier, the άDŜƴŜǾŀέ 

Server allows using WS-Federation to provide identity federation for passive clients (i.e., Web browsers). 

Unlike AD FS, however, the άDŜƴŜǾŀέ {ŜǊǾŜǊ also supports using the SAML 2.0 protocol for this purpose, 

as mentioned earlier. Supporting this alternative protocol, which has been embraced by the Liberty 

Alliance and others, allows Windows systems with the άDŜƴŜǾŀέ {ŜǊǾŜǊ to work with a broader range of 

identity federation products. 
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Also like AD FS, the άDŜƴŜǾŀέ {ŜǊǾŜǊ allows an administrator to establish trust with other STSs. Figure 13 

illustrates the fundamentals of how this works. 

 

Figure 13: Establishing a trust relationship between STSs requires exchanging certificates and more. 

The situation shown here is identical to the one shown earlier in Figure 11: The application in enterprise Y 

only trusts tokens issued by its own STS. This means that a client in enterprise X must first get a token 

from its own STS, then use this to request a new token from the STS in enterprise Y, as described earlier. 

Accomplishing this requires addressing several issues. 

For example, how does the STS in enterprise Y, called the federation provider, know that the token this 

client sends was actually issued by the STS in enterprise X, referred to as the identity provider? The 

answer is that this token is signed by the identity provider using its private signing key. To allow the 

federation provider to verify this signature, the identity provider sends it a certificate containing the 

corresponding public key for this signing key, as Figure 13 shows. Also, the federation provider is able to 

transform tokens it receives based on a transformation policy defined by its administrator. To define this 

policy, the federation provider must have a list of every possible claim type that the identity provider 

might send to it. As Figure 13 shows, the identity provider sends the federation provider a list of the claim 

types it can expect to receive. 

IŜǊŜΩǎ ŀƴƻǘƘŜǊ ǇǊƻōƭŜƳΥ ²ƘŜƴ ǘƘŜ ƛŘŜƴǘƛǘȅ ǇǊƻǾƛŘŜǊ ŎǊŜŀǘŜǎ ŀ ǘƻƪŜƴ ǘƘŀǘΩǎ ŘŜǎǘƛƴŜŘ ŦƻǊ ǘƘŜ ŦŜŘŜǊŀǘƛƻƴ 

provider, it can ŜƴŎǊȅǇǘ ǘƘƛǎ ǘƻƪŜƴ ǎƻ ŀǘǘŀŎƪŜǊǎ ŎŀƴΩǘ ǊŜŀŘ ƛǘΦ ¢ƻ ŀƭƭƻǿ ǘƘƛǎΣ ǘƘŜ ŦŜŘŜǊŀǘƛƻƴ ǇǊƻǾƛŘŜǊ ǎŜƴŘǎ ŀ 

certificate for its encryption key to the identity provider, as Figure 13 shows. The identity provider uses 
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the public key in this certificate to encrypt all tokens it sends to this federation provider, ensuring that 

only ǘƘŜ ŦŜŘŜǊŀǘƛƻƴ ǇǊƻǾƛŘŜǊΩǎ STS can read them. 

AD FS required similar exchanges to establish trust between federated domains. The άDŜƴŜǾŀέ {ŜǊǾŜǊ 

makes this process simpler by automating what were entirely manual processes in AD FS. For example, 

when a certificate is about to expire, the άDŜƴŜǾŀέ {ŜǊǾŜǊ can automatically create a new key pair and 

certificate, then send the certificate to its partner STS. 

Another advance that the άDŜƴŜǾŀέ {ŜǊǾŜǊ provides over AD FS is broader support for storing identity 

information. Unlike its predecessor, the άDŜƴŜǾŀέ {ŜǊǾŜǊ views its account store, containing things like 

usernames and passwords, separately from its attribute store, which holds other information about users. 

For the account store, the άDŜƴŜǾŀέ {ŜǊǾŜǊ supports either AD DS or AD LDS. For the attribute store, 

Microsoft plans to allow a range of options in the final release, including AD DS, AD LDS, SQL Server, and 

others (although not all of these are available in the first beta release). 

/!w5{t!/9 άD9b9±!έ  

/ŀǊŘ{ǇŀŎŜ άDŜƴŜǾŀέ ƛǎ ǘƘŜ ǎŜŎƻƴŘ ǾŜǊǎƛƻƴ ƻŦ aƛŎǊƻǎƻŦǘΩǎ /ŀǊŘ{ǇŀŎŜ ǘŜŎƘƴƻƭƻƎȅΦ The basics are the same 

ŀǎ ƛƴ ǘƘŜ ƻǊƛƎƛƴŀƭΣ ǿƛǘƘ ŜƴƘŀƴŎŜƳŜƴǘǎ ǘƘŀǘ ǊŜŦƭŜŎǘ ǿƘŀǘ /ŀǊŘ{ǇŀŎŜΩǎ ŘŜǎƛƎƴŜǊǎ ƘŀǾŜ ƭŜŀǊƴŜŘ ǎƛƴŎŜ its first 

release. This section takes a deeper look at how this technology works, including some of the most 

important changes in /ŀǊŘ{ǇŀŎŜ άDŜƴŜǾŀέ.  

Information Cards 

To a user, /ŀǊŘ{ǇŀŎŜ άDŜƴŜǾŀέ represents each available identity as a card, as shown earlier in Figure 6. 

When a user selects a card, /ŀǊŘ{ǇŀŎŜ άDŜƴŜǾŀέ requests a token from an STS at the corresponding 

identity provider. But how is the connection made between the card seen by a user and this STS? The 

answer is that each association between a card and an identity provided by some STS is represented by an 

information card. Figure 14 shows how this looks. 
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Figure 14: Each information card is associated with a particular digital identity at some identity 

provider. 

An information card is just an XML file, and as the figure shows, each one represents a relationship with 

an identity provider. This relationship lets the user get tokens from the identity provider for use with 

applications willing to accept these tokens. The information card contains everything needed to find the 

right STS at the right identity provider, then request a token for the identity this card represents. The card 

doesnΩǘ Ŏƻƴǘŀƛƴ ŀƴȅ ŎƭŀƛƳǎΣ ƘƻǿŜǾŜǊ; these are all maintained by the identity provider. The sole purpose 

of the information card is to store the information needed to find the right STS and request a token for a 

particular identity. 

¢ƘŜ ǘŜǊƳƛƴƻƭƻƎȅ Ŏŀƴ ƎŜǘ ŎƻƴŦǳǎƛƴƎΣ ǎƻ ƘŜǊŜΩǎ ŀ ǉǳƛŎƪ ǊŜŎŀǇΥ ! ǳǎŜǊ ǎŜƭŜŎǘǎ a card (a visual representation) 

ǘƘŀǘΩǎ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ŀƴ ƛƴŦƻǊƳŀǘƛƻƴ ŎŀǊŘ όŀƴ ·a[ ŦƛƭŜύ ǘƘŀǘ Ŏƻƴǘŀƛƴǎ ŀƭƭ ƻŦ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ƴŜŜŘŜŘ ǘƻ 

ǊŜǉǳŜǎǘ ŀ ǘƻƪŜƴ όŀ ǎƛƎƴŜŘ ƎǊƻǳǇ ƻŦ ōȅǘŜǎ ƛǎǎǳŜŘ ōȅ ŀƴ {¢{ύΦ 5ƻƴΩǘ ŎƻƴŦǳǎŜ ƛƴŦƻǊƳŀǘƛƻƴ ŎŀǊŘǎ ǿƛǘƘ ǘƻƪŜƴǎτ

ǘƘŜȅΩre not the same thing. 

Next question: Since every identity a user has is represented by ŀƴ ƛƴŦƻǊƳŀǘƛƻƴ ŎŀǊŘ ǎǘƻǊŜŘ ƻƴ ǘƘŜ ǳǎŜǊΩǎ 

ƳŀŎƘƛƴŜΣ Ƙƻǿ Řƻ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ŎŀǊŘǎ ƎŜǘ ǘƘŜǊŜΚ ¢ƘŜ ŀƴǎǿŜǊ ƛǎ ǘƘŀǘ ƛǘΩǎ ǳǇ ǘƻ ǘƘŜ {¢{Φ LƴŦƻǊƳŀǘƛƻƴ ŎŀǊŘǎ 

ŘƻƴΩǘ contain confidential informationτǘƘŜȅ ŘƻƴΩǘ hold a password the user supplies to authenticate 

token requests to the STS, for instanceτǎƻ ǘƘŜ ǇǊƻōƭŜƳ ƛǎƴΩǘ ǘƻƻ challenging. The άDŜƴŜǾŀέ {ŜǊǾŜǊ can 

ƛƴǎǘŀƭƭ ŀƴ ƛƴŦƻǊƳŀǘƛƻƴ ŎŀǊŘ ƻƴ ŀ ǳǎŜǊΩǎ ƳŀŎƘƛƴŜ in various ways, as can STSs from other vendors, such as 

L.aΩǎ Tivoli Federated Identity Manager. Similarly, other identity selectors that support information cards, 


