L

DavidChappell

& Associates

INTRODUCINGD 9 b 9 £! €

AN OVERVIEW OHEaG D9 b 9 = ! ¢, CARDSRATH
aD9b9ANDEHEA D9 b9 £! € Cw! a92 hwyY

DAVIDCHAPPELL

OCTOBERO008

SPONSORED BYCROSOFTORPORATION



Understanding ClaimBased IdENTitY..........cceeiiiiuiiiiieee i e s s s e e e e e s serre e e e e e e ssnraaeeeeessnnnnns 3
The Problen: Working with Identity in APpliCatioNS...........ccvvviiiiiie e 3
The Solution: ClaimrBased [dENTILY..........cccuuuiriiiiiee e e e e e e s reaeeees 4

Cre@tiNg ClAIMS. .. cei ittt e st e st e e skt e et e s e bb e e e e e s abnr e e e s annnneeenan 4
USING ClAIMS. ..ttt ettt e e e a et e e s bbbt e e sk e e et e e s aabb e e e e s annbee e e e s nnnneeeas 6
CKS W28 2.F. . 0DS Y. S Bl £ 9

Applying Claims | 8 SR LRSY GA G.8.. LY. R..ADSY.SAL £ oviveriiiiinnn. 11
Using Claims iNSide an ENLEIPEISE.......vvviiiiiiiiiiiiee e e e e e e e e e ee e e e e e s e e e e e eeaaeeees 11
Using Claims 0N the INEINEL...........ooeeiieecee e e e e e e e e e e e 13
Usig Claims betWeen ENLerpriSES......coii i e e e et e e s 16
Using Claims With DelegatiOn.............ooovriiiiieiieiiiie e e e e e e e e e e 19

I/ f2aSNI[221 G (KS..aDSyYy.S@L.£..¢6S0Ky.2£.2.3A.5420
CKS aDSYS@LE.E. L. SNIASNI . ..coooiiieeeeeeeee et 20
I 1 NR{ LI YORSDLGAED. .....oceeeeeeeeeeeeeeeeeeeee ettt ettt s ae e s aeneeneaes 22

Ty o] g E= iTe] o I OF=T (o K= PP PPP ST 22

The Selfssued 1dentity ProVIAEE...... ... e e e e e e e e e e e e e eeeenennns 25
CKS aDSY SO L. .CNEYX.S B2 N oo 27
1070] o [o3 0153 o] o ST ER R PP PP 27
Y o Yo 10 1 1 1= AN U o S 28



UNDERSTANDINGLAIMSBASEODENTITY

For people who creatsoftwaretoday, working with identityia y’ Q (i fu¥. dif3tKa developer needs to
decide whichdentity technologyis right for a particular applicationf the application will be accessed in
different ways, such as within an organization, across different organizatindsja the public Internet,
oneidentity technology might not be enoughthe applicationmight need to supporimultiple options
Next, he developer neeslto figure outhowto find and keep track of identity information for eachthe

I LILI A Quseis. Xrapglidationwill get some of what iheeds directlyfrom those usersbutit might
alsoneed to look up other information in a directory servimesomeplace else

This is all more complex than it needs to be. Why not create a simgl®perableapproach tadentity
that works in pretty much every situation? Anather than naking applications hunt for identity
information, why not makeure thatthis singleapproachlets users supplyach application with the
identity information it require®

Claimsbased identityachieves both of thesegoals It providesa common wayor applicationsto acquire
the identity informationthey needfrom usersinsidetheir organizationin otherorganizations, and on the
Internet. Along with making the lives of developers significantly simpler, a cla@msd approacianalso
lower the cost of building anchanagingapplications.

Makingclaimsbased identityreal requires developers to understandow and whyto create claimsased
applications. It also requires some infrastructure software that applications can rekhaoerview
describes the basics ofaimsbased identity, then looks at hoagroup offorthcoming Microsoft

technologies 0 KS & DSy SWihdows{ ISNBS NI O S andtbeS DS IS ¢ ChHelp YS 6 2 NJ

makethis world a reality All three are still in beta be aware that some things might change before
GKSANI FAYIFf NBtSIFaSeo { GAf f howkhisftare lgoRséndliva@S @By 2
goingto getthere.

THE PROBLEMVORKING WITH IDENYIIN APPLICATIONS

Sometimesworking with identityis simple. Think of a Windows applicatinK & R2 Say Qi y SSR
much about its users, for example, and that willdzeessed only by users witharsingleorganization
Thisapplication carjustrely on Kerberos, part of Active Directddpmain Service@\D DS, formerly

1y26y | & 2dzail ,éoladhénticatsts sdrshaBd@ongeNBasiclinformation about them. Or
adzZLJLI2&aS @2dzQNB ONBF GAy3 |y | LlLéinat Gderd. Aghiyf, thé éommion g A f f
approach to handling identity &traightforward require each user to supply a username and password

then maintain a database of this user information

Yet these simple scenarios quickly break down. What if you need mimrenation about each user than
is provided by either Kerberos or a simple username and password? Your application will naw need
acquire this information from some other sourceich asAD DSor keep track of the information itself
Or suppose the apjgation must be accessed both bynployeesnside the organization and by
customers via thénternett what now?Shouldthe application support both Kerberos and

username/passwordased logins? YR ¢ KI &G | o62dzi GKS OFasS ¢gKSNS &2 dzQR

partner access this organization without requiring a separate login? This kidentity federationO I y Q
be accomplished very well thi either Kerberos or usernampasswordoginst more is required.

w
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The right solution i$o haveone approach to idetity that worksin all of these scenario.o be effective,

this single approacmustbe based omwidely recognized industry standarttgat interoperate across both

platform and organizational boundaries.dzi & 4 Yy Rl NR& | f XofuflondisiBeyddibe Sy 2 dzZ3Kd ¢
widelyimplemented in productérom multiple vendorsand be simple for developers to uskhisunified,

broadly supportecapproach is exactly what claiAdssed identityis meant to provide.

THE SOLUTIONKELAIMSBASED IDENTITY

Claimsbasedidentity isa straightforward ideafounded on a small number of concepts: claims, tokens,
identity providers, and a few more. This sectagscribeghe basics of thisechnology starting with a
look at these fundamentaiotions

Before launchingintoK A & RSAONA LIIA2Yy S K28SOSNE GKSNBQa |y AYLRNI
focuses orthe mechanicsusingthe technologydescribedhere canrequire more, such as business

agreements betweenlifferent organizationsAddressinghe technical challenges essential, bufi K S & Q NB

not alwaysthe entire story.

CreatingClaims

What is an identity? In the real world, the question is hard to answbe discussion quickly veginto

the metaphysical. In the digital worldptvever, the answer is simple:digitalidentity is a set of

information about somebody or something/hileall kinds ofentitiescan havedigitalidentities, including
O2YLJzi SNB FYR FLILX AOIGA2yar 6SQNB Y2aid 2F0Sy 02y OSNY
overview will alwaysefer tothingsg A i K ARSYGAGASE | a adzZaASNEE ®

Whena digitalidentity istransferred ablB & & |y Sdi asb@nidl) ofbyteti Q&1 Q2 O2YY2y (2 NBT
set of bytes containing identity information asacurity tokeror just atoken In a claimdasedworld, a

token contains one or morelaims each of which carries some piece of information aboutuker it

identifies. Figure Showshow this looks.

Token | Example Claims
| Claim 1 ..
............................ Name
| Claim 2 N G
 dem3s

Figurel: A token contains claims about a usalong with a digital signatue that can be used to verify
its issuet

Claims can represent pretty much anything abauiser In this example, for instance, the first three
clamsinthgi 2 1 Sy 02y il A yanidéffierdaiagmiup ahe Pelong$ta, and her age. Other
G21Sya Oly O2yialAy 2i§KSNJ OffdverfyitsourReSndi® Ukl gigdinse y ¢ K| G Qa



unauthorized change$, (21 Sy Q& A & @akAStokknR K 9 y6 drdatieds Figure 3 shawshe
resultingdigital signature is ¢aed with the token

But who issues toker?sina claimsbased world tokens are created by software known asezurity token
service (STSjigure 2 illustrates the process.

Identity Provider

[ 2) Get \

information

Account/

\Attribute Store
\
3) Create and
1) Authenticate retur "' token
and request | "
token i ;]'oken 1

User

Figure2: A user acqires a token containing some set of claims from an STS

In a typical scenari@n applicaion working on behalf of a usesuch as a Web browser or another client
asks an STiBr a token containing claims for this ugstep 1) This request is made usitige standard
protocolWSTrust (In fact, support for Wrust is one of the defining characteristics of an STS.) This
request is authenticated in some way, such as by providing a Kerberos ticket, a pakswotide user

or something elseThe requestypicallycontains both the name of the user for whom this token should
be issued and a URI identifying the application the user wishes to adtesSTS then looks up
information aboutthe userandthe applicationin a local databaséstep 2). As the figre shows, this
databasemaintains accouninformationand other attributes about users and application®ncethe STS
hasfound what it needsit generates the tokemand returns it to the requester (step.3)

As Figure 2 shows, 8TS iswnedby someidertity provider(sometimescalled anissuej. The identity
provider iswhat stands behind the truth of the claims in the tokesrs ST$reates. In fact, this is why the
contents of a token are callegtlaimgyY ¢ K&fedondhat this identity provider aims are trueThe
application thatreceiveghis token can decide whether it trusts this identity provider and the claims it
makes about this user.



LRSyGAidGe LINRPGARSNAE O2YS Ay Ylyeée F2N¥Yaed LF &2dz dzasS |
for example, thadentity provideris your company. If you use a token issued by thepgdided by
aAONB&2TG QA 2 Ay déhzhg lterpektiisSiclosoft sendeBi® Acting as the identity
LINE A RSN L {Qa sy wh idedfitypliokidef, andy2 LJG 7021y FG K 1 Qa RSaONAO6SR

Whoever the identity provider is, being able to acquire and use a token full of deirssful. Inthe pre-
claims world (that isin the world we mostly live in todayan applicatiorusually getonly simpledentity
informationfrom a user such asierlogin name. All of the other information it needs abdhat user
mustbe acquired from somewheress. The application might need to accedsaaldirectory service, for
instance, or maintain its owapplicationspecific database. With clairsmsed identity, however, an
application can specify exactly what claims it neadd which identity providers trusts, then expect
each user to present those claims in a tokssued by one of those providew claimsawareapplication
is still free to create its own user databasd course, buthe need to do this shrinkdnstead, each
requestcan potentiallycontaineverything the application needs to knatout this user

Jaims carconveya variety of informationAs Figure 1 showed, a claim migbntaintraditional things

suchasaudDa yI YS | yR 3 Naadljuses norSatiBnfsuch et addressor other

descriptive datasuch as her agé\ claim might also identify the roles a user can act in, providing more

information thatthe application can use to make an access control decision.négher possibility is to

use a claim to indide explicityd KS dza SNR& NAIKG (2 R2 a2YSOiKAy3I>X &dzOK |
right, such as settingya S Y LJt pireh@sh@rait. Because an application can count on getting

identity information it needs in aoken, claimshased identiy makes lifesimpler for application

developers.

This approach alseringsone morebenefit: It gets developersut of the business of authenticating users.
All the application needs to do is determine that the token a user presents was created by thisSTS
applicationtrusts. How the user proved its identity tbis ST$ with a password, a digital signature, or
somethingelse A 8y Qi G KS | LILIh5 Btk thehpplifafian bd ded@opet! Ghahdnged in
different contexts a significanimprovementover the usual situation today

UsingClaims

Claims, tokens, identity providers, and STSs are the foundaticaiofsbased identity¢ K S& QNX I £ £ 2dza i
means to an end, howeverhereal goals to helpauser presentier digital identity to anapplication

then let the application usthisA Y F2 NX I G A2y (2 RSOA RBguré Kdhdvs aisioplea | £ £ 2 6 S|
picture of how this happens



3) Use claims in token
Identity Provider

2) Submit
token

—

User

Figure3: A browser or other client can acquire a token froem STS, then preserthis token and the
claims it containgo an application.

As the figure shows, a Web browser or other client acting on behalf of a user gets ddokeparticular

applicatonF NE Y |y {¢{ GKIGQa 2 ¢ys$eR]l) OrceithaswitstokeSy G A G& LINE OA R
browser or client sends it to the applicatigstep 2) whichattempts to verify its signature. If this

verification works, the application knows which STS, and thus which identity provider, thgiteden. If

the applicatio trusts this identity providelit assumathe claims in the token are correahd usathem

to decide what the user is allowed to dstep 3).

FGKS 21Sy 02yl rnétamplekhs apglidaSoNXaa assumeriakthe user really is who

sheclaims to beSince the user was required to authenticate herself to get this tokedeasribed

SENIASNE GKS | LILX AO0F GA2Yy RIAfad, Yeduse i @leRon tieimsindzi K Sy G A OF G ¢
the token, an application is sometimes referreedas arelying party

lfGK2dzZa3K AGQa y20 akKz2éy Ay GKS FAIdNB:ZI GKSNBQa |y Sa
administrator must configure the ST@issuethe right claims for this user and this application. Without

0KAasz UK $NRe®IS t¢/@eaté d téken containing the claims that the application needs. While

doing this might seem like a burden, theality is that this information must also be configured in the

non-claimsbased world. The big difference is thaiw the claimsare all in one place, accessifgough

the STS, rather than spreadross different systems

et Y2

Theimplicit assumption ifFigure 3sthat the user has just ondigitalidentity that she uses for all

applications The truth, thoughis thatsheprobably wishes to sendifferent identity information to

different applications. Think abotiow this works in the real worldYou show your passport to a border

3dzZt NRZ odzi 3IAAQPS etafieop RNNineD BilNdackpt thehideBity dethded By the

other, because ifferent situations require presenting different informatidrom differentsources

tFd3aLR2NIa FNB A&dadzSR o6& ylraA2ylf 3I2FSNyYymoeldalas GKAT S F
entity, such as a state governmeifihe analog in the digital world iglying ondifferent identity



providers, eaclofferingan STS thassuedokens containingappropriateclaims. The claims in these
tokensvaryz 2dzald & GKS AYyF2NXIFGA2Y Ay &2@A0D% aA1RNYa3a RA

LT 6SQNB |ff 32Ay3 (22 adwd8e itwarildiba uskEfbto hakaBdngisteit A RSy G A (A ¢
way to select thedentity we want to use to access a particular application at a particular time. In other
words,5 SQR f A mrfideriiity selédto@§ure 4 showshere this component fits

5) Use claims in token

Identity Providers

@ @ @
/

. . 1) Access
: S— lication and 4) Submit
= o app!
iE’TZ" ‘?mﬁ learn token token
* requirements /
b = ——¢ |
3) Get token — o
for selected ——> GRFONCEr B CEERE
identity

2) Select an identity ( 1]
thot matches those x
requirements

User

Figure4: An identity selector provides a consistent way for users to choose which identity they wish to
present to an application.

In this more completdlustration, the process begins when the user accesses the application. Whether
AGQa OfoyiathravéeBdrR some other client, the application can indicate what kind of token it
requires what kind of claims that token should contaiamd what identity providerg trusts (step 1) As
alwaysin aclaimsbasedworld, the applicatiorcan dothisin avendorneutralway, using either WS
SecurityPolicyfor requests made via SOAR)HTML(for requests made via HTTi®)describethese
requirementsh y O S (i K Sterd43a$ tNigdisforndaon, its identity selectean present the user with

a visual representation dfer available identities that meet these requirements. The user selects one of
these (step 2), and the identity selector contacts the appropriate ideptitywider to get a token for this
identity (step 3)Once it has the token, the browser or client sends it to the application (step 4), which
verifies it, then usethe claimsit contains(step 5).

While claimsbased identitydoesspecifyimportant aspectof these interactions, such as how tokens are

requested from an STis approachexplicitly omits defining other things. For example, thi@msbased

approachR2 Say QG YIFyRIFGS Fye LI NI A OtxaytiNdseftekdhl definedt 2 NJ (121 Sy a ¢
using theXML:based{ SOdzNR G& ! aaASNI A2y al NJdzLJ [ Fy3dzr3S o6{!a[0X 0O
format that an application and an STS agree on can be used.



The Roleoi DSY S G| ¢

Makingclaimsbased identityreal requiresseveral hings. STSs must be availaloethere will be no place
to get tokens. A identity selector wouldlsobe nice to havesince without one, users apgobably
restricted to a single identityAnd finally developerswill needto build claimsaware applicatonsthat
knowhow to receive tokens andsethe claims they contairRather than making every developer write
this code from scratcht would make sense tprovide a standard liary that any application could use

These three things are exactly wiaea DSy S @I ¢ I (NRNIESE DS andtBeS\DSF IS |- ¢
Frameworkprovide Figure 5 shows where each of these technologies fits.

Identity Providers

P 4. 5) Use claims
H in token

“Geneva”

1) Access
application and
learn token
requirements 4) Submit

token
, = 4
|5 )

3) Get token
for selected —0 m -—>¢
identity

2) Select an identity ( an
that matches those
requirements

User

Figure5: Thea DSy S @I émplenghtdaSMNiddowsbased STS, | NR{ LI+ O SpravideS ghS @I £
identity selector for Windows clientsandthed DSy S @ ¢  &NMBktah@adiddry for creating
claimsaware Windows applications

This figure is a replica of Figutgthe only differences thatthe d DSy S @1 & shpvs MIZDEENF the
STSCardgJ- OS & DsShon@dthé identity selector and the application is built usirlge

GaDSYySoF ¢ @NheeGBOKNY2f 234584 NS RSAONROGSR Ay Y2NB
worth looking at the basics of each one here.

¢
w
[N
~ux

Thed DSy SQers 8{ 6KB ySEG NBfSIH&AS 2F aAONR&A2FIRAYQOGADS 54
0S8 YA&at SR o0& GKS $2NR &aFSRSNI (ABRoywevedh ¥ KiAK S  AINGKST AdyDISty Sy
Serverdoes supporidentity federation, italso providesroad support for clairs-based identity. For

example,unlike its prelecessorthea DSy S @ | impl¢neisgAaENS that generateSAML tokens

response to WSrust requestsAlso unlike AD FS, which supported only Web browsieesi DSy S @1 ¢



Serversupporsboth browsers and dter clients, such as those builsing WindowsCommunication
Foundation (WCFJIn the jargon of identitythe @ DSy S @I $uppor& Ndth&ctikleand passiveclients,
while AD FS supported only passive cliefsadther important diference from the original AD FS is that
G§KS aDSySgI ¢ { SNiB&datignadmditiz SdMa 2.@peotodetting it work in a broader
range of environments.

Thea DSy S @I TS{cah Natestidly be used by any identity providek, S (i K Sdide anil Q& A Yy
organization, exposed on the Internet, or botet iisGmportant to understand that usingaimsbased
identityR2 Say Qi NIRdjadBASNAS dilzacas\Fighrs Bstidgests)y STS from any vendor, or
even a custonbuilt STS, can be used.liSty S 2 F a A O NRgodsinlp@iAdinghiiNRADYS 'y S G| €
Serveris to makewidely available fully-featured ST8uilt on AD DUntil STSs are commptie benefis

of claimsbased identityare unlikely to materialize.

I I NR{ LJ OSis as®dtBe/sGcelsor to an existing Microsoft technology, the original Card$ipisce.

identity selector can be used both with Web browsers, including Internet Explorer and Firefox, and with

other Windows clients, such as WCF applicatiém&l while an $S is fundamental ta claimsbased

worldZ dza Ay 3 |y ARSY( Axlclhimsbasédsiéniitgdda skillavgngthioutddlydrA NS R

without/ I NR { LJ- O Sor aisir8ay tEofiriolégyusers will have noonsistentway to select which

identitytheywh a K (2 dzAS® 9 @Sy (K 2slbatigNIS lydz NSRRI ANRQ & SK ISNK 2IN2 A X
effective claimshased world witlout one.

An important aspect of an identity selector is its user interface. Letting users select their identity in the
same wayfor every application and every kind of client can greatly simplify their lives. Toward this end,
/ I NR{ LJ O Sprotide$tifeS@rndard screen shown in Figure 6.

Windows Security @

https://www.identityblog.com

Select an Information Card for this site.

— . Contoso Bank Employee

Card Location: This Computer
fe LT izl
I B ank What information will be sent?
X [ Always use this card at this site

Fabrikam Soccer club
Card Location: This Computer

‘.:'.

0K ] | Cancel

Figure6:/ I NR{ LJ- O SpravibeS § ®mrhoa user interface fselecting identitiesrepresenting
each identitywith a card.

9 OK ARSyi{Adle Aa NBLINB&Sy(iSR Eaochcaldis@dsidiRedivkhdy OS (G KS y I
particular identity at some identity provider. Clicking on a card catisesNR { LJ- O Sto iedde&syasS @1 ¢

10



token for this identity from the associated identity provid@erhaps prompting the user for a password
or something elséo authenticate the requestWhile thesoftwareexchangesokenscontainingclaims a
user sees onlthis simpler metaphor of cards.

The third component required to make clairhased identity a reality, at least for Windows applications,
isthea DSy S@I ¢ .ONSlifSyhse Setlof .NET Framework clastest implementbasic

functions, such as retving a token, verifying its signatyraccesimg the claims itontains, and more. For
situations where theét DSy S @ ¢ ¢ { S NB ¥ Nie aaDISF/TSAZD A¢ S yalB®Ipryvities Zupdort

for building your own ST®ne important example of this alregaxists: KS a DSy S @I £isbiltS NIAS NI A G & ¢

2y GKS aDSyS@lé¢ CNIYSE2N] @

LiQ& A YL NI I bédausé al intddBckioh % HoSe iniakstanidard wagne of these technologies

specificallyrequires any of the otherSfheda DSy S @I R 2 § § NIy NNIRj{dedl OS a DSy S gl ¢

I F NR{ LJ OSR DFi@Eme E DSy S O fand{né&theldBd\dquires applications to use
thed D Sy $i@rhesvork To/ I NR{ LJ O § forceeaBpiedh@d B Sy S @I kbokg lifeNayDiNar
STSwith token requests sentisingthe standard WSTrustprotocol. Even thouglall of thesetechnologies
are from Microsoft, there are no proprietary links between themll of the communication is based on
industry standardsThe goal is to make it easier to use claimased identityboth within the Windows
world and acrossplatforms from different vendors

APPLYIN®LAIMSBASED IDENTITYb 5 & D9b 9 +! ¢

Getting your mind around clairtsased identity requires understanding the basics of this technology. Still,
the best way to get a feebf this approach is to walk through examples of how it can be applied.
Accordingly, this section looks at several different ways this technology can be used.

Without claimsbased identity, application developers are faced with a diverse set of scengaitiswith
its own identity solution. One big contribution ofaimsbased identityis to collapseall of these down to
just one problemHow does an applicatioget informationabout a user from a trusted soureés this
section show, claimsbased identiy provides a consistent answer across a range of scenarios.

G GKS NAR&l 2F 06SAy3 NBRdzy RI yhoughtese€xamplesshbd2 NJi |y

Microsoft technologiesii K A &requiged, Products from other vendgra dzOK | & L. aQa ¢A@2f A

Identity Manageralso provide STSs tod&&imilarly, other identity selectors are availabegludingthe
open source Higgins implementatioas well asther libraries to create claimaware applicationsThe
key point ighat while Microsoft is an important player, theove towardclaimsbased identityis an
industrywide, multivendor endeavor.

USING CLAIMISISIDEAN ENTERPRISE

Every enterprise acts as an identity provider, airtlally every enterprise application nstdeal with
identity. Thed DSy S @1 4 | NKRNIBS NS andtbeS\DSF IS ¢ CaNproviSedtie NJ|
foundation for using claimbased identitywith applications runningnside an organization. Figure 7
shows how this looks.

11
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Enterprise

8) Use claims Bﬁ ‘Jl
Active Directory intoken %
Domain Services _ o .
5) Find claims

required by
applicotion

""fock’::“’ 6) Receive 7) Submit
1) Login to token token
domain ond
get Kerberos 4) Present 2) Access
ticket Kerberos ticket application and
o':dkr eq;esr learn token
oken for

4 : requirements
selected identity

3) Select an identity )
that matches those

reguirements X

User

Figure7: An enterprise can use Active Directory Dain Servicesthed DSy S @ ¢CarfiSpacad S NJ
GDSy Sapdthea DSy SO ¢ GoNlippo& dlanidllased identity for its internal applications.

In this examplea userogsin usingAD [§ getting an initial Kerberos ticket (step The user can then

access a clairswareapplicationbuilt usingthed DSy S @ ¢  Gehding\8hatXintd of tokens it
acceptsand what claimshose tokengmust contain(step 2) If/ | NR { LJ- O Sis usSIRS yoSidil¥a vy 2
required, remember), the usenightthen see the screen showaarlierin Figure 6 and select an identity

by choosing a card (step 3).F NR { LJ- O SwilldherbrgtiSedt téken for this identity, supplying a

Kerberos ticket to authenticatthe user (step 4). Thé DSy S @I 8TS{vedifettBeNitket, théooks in

AD DSor the information it needs to create the requested token (step 5). Exactly what claims appear in

this token depend on both the user requesting it and the application tisat is accessimgeach

application indicate exactly what claims it needs. Once the token has been crettiedy DSy S @I ¢ { SNBSS NJ
STSsends G o O] ssy&teni(skep §, daich $eBNs it on to the application (step The
applicationusesthe d DSy S @1 ¢ @NArfyiSK2 NJ 2 1 Sy Q dmakeksIgihsavadbiisfor y R
use(step 8).

One big plus of a clairisased approach is wortte-emphasizing here: Rathéran having to go look for

the information it needs about a usethe applicatio caninsteadget everythinghanded to it in the

G21Syo® LT GKS |LILX AOFGA2Yy ySSRaislistof régliredickifs. dza SNRa 220
Whenthe STSreates a token fothe application,it findsi K S dza S NIRAD D8 andl serisi dsfa S

claimthat the application can us&Vithout this the application developemustwrite his own code to dig

this information out of AD DElaimsbased identityy' I { S& (0 KS R$Sgdiicanfylddsia A TS

12



Along with easing the lives of developers, an STS also performs another futtcdicisasa claims
transformer When the client requests a token fraime & DSy S @I in Figu® RJbSinstancet

provides a Kerberos ticket. This ticket can be thdwaftas a token containing a simple set of claims (the
dzZaSNR&a yIFYS | yR 3INRRAY SrBHYST SINSNGIIdR0 1o authénhticate the user
making the request, then emits another token. This new token is in a different farkaiaSAMLtoken
rather than a Kerberos ticketand it probably contains a different set of claims, since it can include
whatever the taget application has specifieth a very real sense, the STS has transformed one set of

claims into another.

USING CLAIMSNOTHE INTEENET

Now suppose this organization wishes to méke same application accessible temote employeesvia
the Internet. Rather than modifying the application to accept username/password |agfire]itional
solution,the same claimbdased approach can hesed the application remaisunchangedFigure 8

illustrates this scenario.

Enterprise

/ 5) Use claims h‘ =

Active Directory in token
Domain Services

/)

“Geneva”

4) Submit

\ token

3) Get token
for selected
identity

1) Access
application and
learn token
requirements

2) Select an identity ( L]
that matches those X
requirements
User

Figure8: An enterprise can useied DSy S @ $STSp &daddtBkedsfor userson the Internet.

Here, the user is on anotheomputeroutside the enterpriseAs before, this user accesses the

application and learns what kinds of tokens it will accept (step 1). UsinfNR { LJ- O S(whicBiSy S @I £

useful but not required), the user selects an identity that meets these requirements (step ) K S dza SN a

aeaitsSy GKSy 3ASdGa | G21Sy F2N GKAA& A RBeaDSKS OF N2 Y
Server(step 3).It can then submit this token to the appliéan (step 4), which reliesahed DSy S @1 ¢
Frameworkto verify the tokenand uses the claims it contains (step Bather than requiring a different
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way of handling identity for Internet access, as is common today, a clzsed approachllows handling
this situationjust like the insidethe-enterprise case.

Still, someextracomplexitycreepsin. When the user requests a token in step 3, for example, thoes

she authenticate herself to the STS? Kerberos tickets work just fine for users inside the entagprise,
shown earlieiin Figure 70 dziiT G KS@& R 2 ylQeretaieidIhstead3hie tisermighNdrovide a
username and passwold step 3to authenticate her requestan option thatMicrosoft plans to support
inthea DSy S @1 .£Sinde Si&NIBSSNG this scenario are employees, they already have accounts in AD
DS and sahey can log in with no trouble

YetwK I G AT { K &mpligee? SlippaseNike yiplication needs to be expogiadhe Internetto

customersas well Can this approach still work? The answersurprisinglyh &8 &8 Sa o ! f 1 K2dzZ3K A G Qa
especially common option, information about external users can be mingled with employee accounts in

'5 5{3 tSGdAy3a AlG 0S5 I Aér&ivayeRermmsetakcbuntamayfibug@l ¢ { SNIIS NX
information can be storedn Active Directory Lightwelg Directory Services (AD LDS). Formerly known as

l OGAPS 5ANBOG2NE ! LI AOFGA2Y a2R$S o!5!lavz (GKA&a (SOKy:
an option forthea DSy S@1 ¢ { SNIISNJ

But wait a minute: Ifnternet users still need usernames andssavords, how is the clainrtsased

approach making things betteifhere are a couple of answers. First, recognize that users no longer have

LI aag2NR F2NJ SI OK (bt s have bné forZeyctd STIS yhayiithisiiRes (1 K S& Qf f
applicationsdrom the need tostore sensitivepasswordnformation, moving that responsibility instead to

the much smaller number of STSs. Also, since requests for tokens are made directBahdBpace

& D S y B user never enters a URL for the P8Bishing for thesgpassworddecomes more

difficult. ¢ K SNB Q& ahattadkere slipfirtaNspurious URL for its own SW8ile claimsbased

identityR2 Say Qi ySOSaal NAft & St AY hoidtheléss idpirdvedif sitvaBot. || YR LI a3 g

In the case shown in Figure 8, the organization that provides the application is also acting as the identity
provider. While this makes sense in many situations, there are other scenarios in which the identity
provider is an external organization. For exae) Microsoft todayoffersWindows Live I@Rsan Internet-
accessible STS, and othéentity provides also existRather than implementing its own identity provider

(or perhaps along with it), an organization can create an application that accepts to&enexternal
providers like these. Figure 9 shows how this looks.
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Figure9: An application can accept tokens issued by identity providers run by external organizations.

As in the example shown in Figure 8, the process begithsthe user accessing the application (step 1),
then choosing an identity (step 2). This time, however, the token for this identity is provided by an STS run

by an outside identity providefstep3)h y OS Al Kl a G(GKS (G21Sy=zthdiKS dza SNDa

application as usual (step 4), which uses the claims it contains (step 5).

D2y Qi 0S8 02y T doné&diteexdedd identitykpeodr@rin this example isun by Microsoft,

neither/ I NR{ LJ O SnorciBirSspaed lidéntityin general are bond toa particular provider

Anybody who implements an STS can act as an identity provider, assuming they can convince applications
to trust the claims in tokens they issue.

Whether aninternet-accessibl@application trusts an outside identity provider only one run by its own
organizationa claimsbased approach is attractivé.allows handling identity in a consistent way for
usersinside and outside the firewallt also gets applications out of the business of maintaining
username/passwordatabases for Internet usersaking phishing lesffective Along with making

RS@St 2 LISNAR Q f-Bagk8identylcan mlSoMdake Mihgs ginvpéer for users. For exasiptsa

token can carry whatever claims an application specifies, usersoam easily submit theommon
informationrequested byWeb sitest they need no longer type it iat each siteWhile the behavior of
GK2dzal yRa 27F | LI AOF(GA2Yy RSOSt2LISNB I yiehm YAT f A2y a
prognosis is positive.
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USING CLAIMBETWEEN ENTERPRISES

Another commoridentity challengasletting users inone organizationaccess an application running in

some other organizatianFor example, suppos@ur company wishes to make an interrigtharePoint site

accessible t@mployees at a partner firmOne way to do this is to give each of theseernaluserstheir

own account in your company. While this . IN2 | OK ¢ 2 NJ & >ThoaS( @Z3 Sdxyal LALBS/TCEGA v A} S F
' ASLI NFGS f23Ay3> | YR @& 2 dzNY 6 adwivisdet actoinis koypeaplé NI G 2 NB 6 2 y ¢
outside your companyDoing this also creates security risksow can your administrators know when an

external user has left his company and so should no longer &iaeecoun?

A better solution is to let the externakers access your application using their own identities. This

approach requires no separate logins and no new accounts. What it does require, however, is creating a

federation relationship between your firm and its partn&oing thiswill likely requiresome kind oflegal
agreementbetween the two organizations, (G2 LA O (Kl GQa o6Sé2yR G(KS aod2LIS 27
course, requires puttingh placethe right technology.

AD FSa A ONR gretidcéissbaitdhed DSy S @I allofvedidelti§y Kedlerationfor passive clients

(that is, for browsers), butot for active clientsThea DSy S @I étill qugp ot ND FSstyle passive

option, which relies on a standard called \W&deration(IF & 2 dzZONB Ay G SNBaAD§RI Ay K2g Al
Identity for .NET Applications: A Technology Overyvesailable ahttp://msdn.microsoft.com/en

us/library/bb882216.asp) With/ I NR { LJ- O SandiITSsyh8wieiet, claimased identity can also

be usedfor federated access by active clienthisletsthe same identity technology be used in yet

another important scenaricandit alsooffersusers more contrathan did AD F&ver which identitythey

use.

One approach to providinfgderated identity in a claimbased worlds to configurean application
running in one organization to trust an STS in another. Figure 10 shows how this looks.
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Enterprise X Enterprise Y
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\ 1) Access application /
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2) Select an i requirements

identity that x -Enterprise Y
matches those -Enterprise X
vquirements User
FigurelO: If the application trusts theSTS in thelient's enterprise, it can accept and use a token issued
by that STS.

Trusted STSs:

In this scenarioa user in enterprise X accesses an application in enterpasel Yearns its token
requirements(step 1). Here, that application is configured to trust both its own STS, the one in enterprise

X FYR GKS {¢{ Ay SyiSNLi#iaéhterpribe Mo thbosdiak idéntidyithatNE |j dzA NB

YIGOKSa GKAa FLILXAOIGA2Y Q& NBIdANBYSylGa o60aiGSL) nosx
3). The browser or client submits this token to the application (step 4), wisesthea DSy S @I ¢
Frameworkto verify the token anxtractits claims. The application can then use these claims any way it
likes(step 5).

R
i K¢

CKA& az2fdziizy A& ai YL} Supposshisinpphicationshasgersiin sevaral K 2 dzi LINR o f S

different enterprises, for instace. With theapproachshown in Figure 10he application would need to
be configured to trust the STS in each pae unappealing prospech bettersolutionisto let the
mechanicf federated identitybe handled by the STSs themselh2ging this meas that an application
only needsto trust its own STS3nakinglife significantly simpler for the people who build and administer
it. Figure 11 shows this motikely situation.
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Figurell: If the application trusts onlythe STSn its own enterprise the client must get a token from
that STS to access the application.

This scenario starts in the same way: The user in enterprise X accesses an application in enterprise Y and

learns its token requirements (step 1). This time, hogrethat application is configured to trust only its

own STS, the one in enterprise Y. Onaeterminesthis,/ I NR{ LJ OS2 y& DIBKS Gddz#SND&a ae&aisSy
contacts theSTS irnterprise Y to learn its token requirements (stepApng with its identity selgor

role,/ I NR{ LJ O Salsa liaShtingniteiigence to traverse thisihd of federation relationship.

I NR{ LJ O Sthea pré@nptS tdie- useto select an identity (i.e., a card) that matches those

requirements(step 3) and requests a tokdaor this identityfrom the enterprise XSTS (step 4). This token

contains claims abouhedza SNE odzi AGQa y2d | §2qiSvwisidssued by ani KS | LILI A C
{¢{ GKIG GKS I LILX A OF &t NRY LR D Ssulyids@hjsGolaived theSTSina G S R
enterprise Y (step 5). This STS is configured to trust the STS in enterprise X, a relationship that must be
establishedexplicitlyby administrators in the two organization&low thistrust relationshipgetscreated

is desribed in a bit more detail laterBecause of this trust, the STS in enterprigalY verify the token it

receives from enterprise X, theéssue a token that allows this user tocss the application (step 6hd&

user presentshis tokento the applicaion (step7), and theapplication ussthed DSy S @ ¢ ©NI YS g2 NJ
verify the token and extract its claims. The applicattan now usdéheseclaims as usual (step 8).

LGQa ¢2NIK LI2AYGAthed DEgS O kvasEhSBndd Byedf theST Slirdbisth of

thesefederationda OSyY I NA 2 4> N 0 ONG&R { YL (O SteRitjpaRiyhEsaRe dith angTSrom

any vendorNote toothat the ST$h enterprise Ys acting as a claims transformacceptinga token

issued by STS X, then creatitsgpwn token. The contents of the token STS Y creates might well be

different from those in the token it receives from STSXXi Q& FNBS (2 I RRXI NBY2@0S> 2NJ
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And finally, think again about howmonvenientit is for the application to get the inforation it needs

about a user directlyn the token. When both user and application are in the same organization, the

FLILX AOFGA2Yy YAIKG 6S FtofS (2 | 00Saaxr alexr !'5 5{ RANKBC(
2 KSy (KS&QNB A yonkds hthé iddervitéd cashidm hérk the application almost

certainywy/ Qi 6S ff26SR (2 R2 G(KAa® DSGGAYT SOSNBOIKAY3I Al
nice indeed.

USING CLAIMS WITHUEESATION

I S NXt@othér identity challengeSupposene application needs to access anotlagplicationon
behalf of some user. Solving this problem requidemntity delegation where the application that receives
I dza SN a A R Sigalldwédto aktysttieatser vihan2agtessingther gplication. While
delegation has long been importgrit becomeseven moresignificantin a serviceoriented world where
one service depends on anoth&nce again, clairdsased identity can be use#ligurel2 showshow.

Enterprise

Active Directory
Domain Services

5) Check policy for
user, application X,
and opplication Y

kenfor  Token for

1) Get token 4) Request 6) If policy allows, o
for token for issue token for 8) Use claims in token
application X application ¥ application ¥

7) Submit token =)

1] — 3) Access > “Geneva”
opplication ond i a2
x 2) Submit token learn token ‘F,ramewor;

User requirements

Figurel2: Claimsbased identity carbe usedwith delegation, where one application invokes another
onl  dzdb&hhbl &

This slightly simplified example begins with the @& o6 NB ¢ & S NJ gtiinh 2tdk&nSak) Of A Sy i

application Xstep 13p 6! f (1 K2 dzZaA K A asQuinehis2elied ankhe dGsyial skefsBo®n in

earlierfigurest KA & (21Sy A& (GKSy aSyid G2 LW AOFGAZ2Y - 6a&iSL
application X needs to invoke a service provided by application Y. XlmightVeb application, for

example, invoking a Web service in Y using WCF, or X itself might have been invoked via a Welmservice.

any case, application X needs a token for application Y that contains claims describing the original user.
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To get this toka, applcation X accesses application Y and learns its token requirerteaps3). Among
these is an indication anidentity provider (and thusin STS) from which Y will accept a token. In this
example, that STS is the same one that issued the tokeapfolication X, although this need not be the
case. Here, however, application X can request a token for application Y from ttree$bsth share
indicating that it wishes to act as the original u¢step 4)Aa DSy S @ STarEchidtai Ndlicies
describing whictapplicationsare allowed to accesshich other applicationsusingdelegation The STS
checks this policy (step 5), which in thseallows application X to invoke application Y on bebfthis
user. ie ST$henissues he requested téen allowing X to access YdrK A & bebkalfgIEp &
Application X passes this token to Y when it isothe service (step)7Ythen verifies the tokerusing
thea DSy S@F ¢ aniises scring (step 8

LGQa ¢2NIK O2Yaseddiyley 3 GERAEEQBI ¥Y¥EFAE O02YY2y | LILINBI OKS A
alternative is for the user to paser username and passwomirectlyto application X, which then uses

i

these to access application Y as this user. Yet Xknbvda G KS dzaSNRA f 23AYy AYTF2NNI GA 2

20KSN) KAy3da GKIFG (GKS dza S Ndase®Rafpiodd, X has bilydBbokesforahis® 2 A (i K
user to access Y, nothing modmother way toprovide delegations to make X a trusted subsysteam

application with complete access to other services. While this can work, granting application X this wide

latitude requires placing a great deal of faith in the people who build and rdiis. approaclalso makes

it impossible for Y to know which useare accessing it, something that might be required for auditing or

l.j

other reasonsClaimsbased delegatiofets X access Y on behalfofy RA @A Rdzt f dza SNE X LINBa SNIB

knowledge othoseusers,with no need togrant broad trust to X

Once again, noticthat the STSs actinghereasa claims transformerlt receives daoken for X, thenemits

I G218y T2N, o ¢KSasS (g2 G21Sya LINRBolofte O2yilAy RATH

and they might even use different formai@pplicationsX and ¥night have beerbuilt at different times
by different people, for examplAll of this variation is hidden from the application develapand from
the user by the STSThis is yet another example of onethE primary goalf claimsbased identity
making applications simpler.

A CLOSER LOOK AT THEB 9 b 9 EECIINOLOGIES

Understanding how clairdsased identity can bappliedA & A Y LJ2 NJi usefultchunden$tand thd  a 2
software technologyhat underlies this idea. For Wiows, this means understandingied DSy S @1 £
Server/ I NR{ LJ OS andtBe3\DSF IS ¢ N s¥cSon Bked a closer look at each of
these.

THEGD9bO9+! € {9wx9w

Whilethed DSy S @I addg qSit 3Dt Mifls predecessoAD FSincludinga ful-fledged STS, it also
supports all of the functionef its earlier incarnationFor exampleas mentioned earliethea DSy S @1 ¢
Serverallows using W&ederation toprovideidentity federationfor passive clients (i.e., Web browsers)
Unlike AD FSjoweverthed DSy S @1 also suppodss Sisitdg the SAMIO protocol for this purpose

as mentioned earlierSupporting this alternative protocol, which has been embraced by the Liberty
Alliance and others, allows Windows systems wligad DSy S @ o wriQaitizaStddder range of
identity federation products.
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Also like AD Fea DSy S G| allowséh MdinBistiatorto establishtrust with other STSsFigure 13
illustrates the fundamentals of how this works.

X Certificate .
Enterprise X foridentity  List of claims that Enterprise Y

> : provider’s con oppear in - -
/ Identity Provider \ signingkey  tokens created by f Federation Prowder\

0O this STS

Trusted STSs:

Certificate for -Enterprise X
federation provider’s
encryption key

“Geneva”
Framework

Trusted STSs:

\ User / -Enterprise Y

Figurel3: Establishing a trust relationshipetween STSs requires exchanging certificates and more.

Thesituationshown here is identical tthe oneshownearlierin Figurell: The applicationn enterprise Y

only trusistokens issued bits own STS. This means that a client in enterprise X must first get a token

from its own STS, then use this to request a new token from the STS in enterprise Y, as described earlier.
Accomplishing this requires addressing several issues.

For example, how daethe STS in enterprisecélledthe federation providerknow thatthe token this

client sends was actually issued by the STS in enterprigdexred to as thedentity provide? The

answer is that this token is signed by tidentity providerusing it private signing key. To allow the
federation provider to verifghis signature, the identity provider sends itcartificate containing the
corresponding public key fahissigning keyas Figure 13 showAlso, the federation provideiis able to
transform tokens it receives based on a transformation policy defined by its administrator. To define this
policy, thefederation provider must have a list efrery possible claim type that thdentity provider

might send to itAs kgure 13 showshe identity provider send the federation providea list ofthe claim
typesit can expecto receive

I SNBEQa Fy20KSNJ LINRPofSYY 2KSy (KS ARSyidAde LINRGARSNI O
provider, itcanSyY ONRB LJi GKAa G21Sy a2 FddFrO1SNER OFyQid NBFIR AlG®
certificate for its encryption key to the identity provider, as Figure 13 shdtws.identity provider uses
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the public key in this certificate to encrypt all toleit sends to this federation provider, ensuring that
onlyli KS ¥ SRS NI (iSARoan réddlipatha R S N a

AD FS required similar exchanges to establist between federated domainghed DSy S @1 ¢ { SNIBBSNJ
makes this process simpler by automating whate entirely manual processes in AD FS. For example,

when a certificate is about to expirthed DSy S @I éan gufdmaicaiNLreate a new key pair and

certificate, then send the certificate to its partner STS.

Another advance thathe d DSy S @ provileS diMr ADIFS is broader support for storing identity
information. Unlike its predecessahe @ DSy S @ ¥iew$ i Bidgo@idtore, containing things like
usernames and passwords, separately from its attribute store, which holds other informatioh @dmrs.

For the account storehea DSy S @ supppr§ BiléEARIDS or AD LDBbr the attribute store,

Microsoft plans to allow a range of options in the final release, including AD DS, AD LDS, SQL Server, and
others(although not all of these arevailable in the first beta release)

/''wS5{t! /9 aD9b9zx! ¢

I F NR{ LI} OSA DB & SO02y R GSNEAZ2Y 27T Thebdibkkhk thdsames / | NR{ LJ
Fa Ay GKS 2NRIAYIEI 6AGK SyKFryOSYSyiGa (Kilsfiirst NEBFE SOG4 ¢
release.This section takes a deeper look at how this technoleggks including some of the most

importantchangesn/ I NR{ LJ} OS aDSySgl ¢

Information Gards

Toauser, I NR{ LI O SrepieBefity éadtiadableidentity as a card, as shown earlier in Figére
When a user selects a card,; NR { LJ- O SrequeBt$ a/tGkélirokn an STSt the corresponding
identity provider But how is the connection nda between thecard seen by a user artkis STS? The
answer ighat eachassociation between a card and an identity provided by some STS is reprebgated
information card Figure 14 shows how this looks.
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Figurel4: Each information card is associated with a particular digital identitysome identity
provider.

Aninformation cardis just an XML file, anak the figure showsach onerepresents a relationship with

an identity providerThis relationship lets the user get tokens from the identity providemusewith
applicationswilling toaccept these tokens he information card contains everything needed to find the
right STS at the right identity provider, then request a token for the identity this card represents. The card
doesi O2y Gl Ay | ¥ihesddrelralindriahedoRtideSd@rditiprovider. The sole purpose

of the information card is to store thafiormation needed tdind the right STS angquest atokenfor a
particular identity

¢KS GSNX¥YAy2tz238 OFy 380G O2y T dza hgadTa viaudl refréshidama) | lj dzi O
GKFGQ8 1 4820A1GSR 6AGK Iy AyF2NXNIGAZ2Y OFNR o6ty - a[ T2
NBljdzSad I G218y 61 aA3ySR INRdZ) 2F oeiSa AgadSR o8& |

i K &&@ the same thing.

Next question: Since every identity a user saepresentedby y Ay F2NXIF GA2y OF NR &ai2NBR
YI OKAYSZ K2g R2 GKS AyF2N¥IFGA2y OFNRa 3ISG GKSNBK ¢KS
R 2 yeéntainconfidential inbrmationt (i K S & hB@ayp&sswordhe user supplies to authenticate

token requests tahe STSfor instance @ 2 G KS LINE ohallsngingThe¢ REyY 8 @12 éan { SNIIS NJ
AVAGEEt by AyTF2NNYE (G Aindafioudwaygts canySTds fraiiefviddars, stch @K A v &

L . aT®dli Federated Identity Manage®imilarly other identity selectors that support information cards
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