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AN OVERVIEW OFINDOWS AZURE

Cloud computing is her&unningapplicationsand storing dataon machinesn an Internet-accessible

datacenter caroffer plenty ofadvantages. Yavhereverthey run, applications are built on some kind of

platform. For orpremises applicatons uch as those running inshisde an orga
platform usually includes an operating system, some way to store data, and perhapsApjplieations

running in the cloud need a similar foundation

The goal ofWindows Azure ito provide this. Part of the largéindowsAzureplatform, Windows Azure
is afoundationfor runningapplications and storing data in the cloud. Figuiiuktratesthis idea
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Figurel: Windows Azure applications run in Microsoft data centers and are accessed via the Internet.

Rather than providing software that Microsoft customers can install and run themselves on their own
computers, Windows Azutedayis a serviceQustomers use it to run applications and store data on
Internet-accessible machines owned by Microsadthose applications might provide services to
businesses, to consumers, or bottere are some examples of the kinds of applicatiorsé tanbe built

on Windows Azure:

0 An independent software vendor (IS¥Quld create an applicatiorthat targets business users, an
approacht h adfténgeferred to asSoftware as a Servig&aaS)Windows Azure was designed in

part to support Mi cr osisSYstahaiso useims a Bandafion bopaprdriety at i on s ,
of busines=oriented cloud software



0 An ISV might create a SaaS application that targets consurathver than businessesBecause
Windows Azure is intendetb support very scalable software, a firm that plans to target a large
consumer market might well choose it aplatform for a new application.

0 Enterpises mightuse Windows Azure to buildnd run applications thatre used bytheir own
empl oyees. While this situation pr obabHacingwon' t reg
application, the reliability and manageability thaWindows Azureoffers could still make it an
attractive choice.

To support cloud applicatianand data, Windows Azure has fa@mponents as Figure 2 shows

Windows Azure

Figure2: Windows Azure hafive main parts: Compute, Storage, the Fab@ontroller,the CDN, and
Connect

Those components are:

0 Compute: runs applicationsin the cloud. Those applications largely see a Windows Server
environment, although the Wi ndows Azure oprogrammin
premiseswWindows Server model.

01 Storagestoreshinary and structured data in the cloud

0 Fabric Contraér: deploys,manages and monitos applications The fabric controller also handles
updates to system software throughout the platform.

0 Content Delivery Network (CDNpeeds up global accessbinary data in Windows Azustorageby
maintaining cachedopies of that data around the world.

0 Connect allows creating Hevel connections between epremises computers and Windows Azure
applications.

Therest of this sectionintroduceseachof thesetechnologies



COMPUTE

Windows Azureompute can run many different kinds of applicatioMhatever an application does,
however, it must be implemented as one or meodes Windows Azure then typically runs multiple
instanceof each role, using builh load balancing to spread requests across them. Figure 3 shows how
this looks.

HTTP/HTTPS, TCP// Bl Virtual Machines

Figure3: A running Windows Azure application consists of any combination of Web role instances,
Worker role instances, md VM role instances

In the current version of Windows Azure, developers can choose from three kinds of roles:

0 Web roles, intended primarilyo make it easier to creat&®eb-based applications. Each Web role
instance has Internet Information Services ([TSpre-configured inside it, so creating applications
using ASP.NETWindows Communication FoundationWVCH, or other Web technologies is
straightforward. Developers can also create applications in native eegeing the .NET Framework
i sn’ t r e eansrthatdhey cafimsialtand runnon-Microsoft technologies as well, including
PHP andava

0 Worker roles, designed to run a variety of Windebased codeThe biggest difference between a
Web role and a Worker r ol e oanfigurddlinside th¥vg ankl eorther ol es do
code they r un A Wonkertroleimighe ture adsimblgtion] for 8xample,handlevideo
processingodonear |y anything else. 1t’s common for an apr
Web role, then had tasks off to a Worker role for processit@nce againa developer is free to use
the .NET Framework or other software that runs on Windows, includingMiorosoft technologies.



0 VM roles,each ofwhichrunsa userprovided Windows Server 2008 R2 imageong other things, a
VM role can sometimes be useful movingan on-premises Vihdows Server applicatioto Windows
Azure.

To submit an application t&/indows Azurea developer can use the Windows Azure portal. Along with
the applicationshe submits configation informationthat tells the platform how many instances of each
role to run. The Windows Azure fabric controller then creategtaal machine VM) for each instance,
running the code for the appropriatele inthat VM.

As Figue 3shows, requests fromtha p p | i ¢ at damwhbe made usimgeprotocols such as HTTP,

HTTPS, and TCP. Howeyver loddbaascedcrossglunstantes ofamle.i ve, t hey’ r
Because the |l oad bal ancer thdagartcudr ole instahcetwh ecrree’ast inmnog an ¢
support for sticky sessiond her e’ s no way to guarantee that multiple
be sent to the same instanacdaroleThi s i mpli es that Wi ndows Azure role

their state themselves between requestastead, any clienspecific state should be written to Windows
Azure storage, stored in SQL Az(arother component of the Windows Azure platfornoy maintained
externally in some other way.

A developer can usany canbination ofWeb role instances, Worker role instancasd VM role instances

to create a Windows Azure applicatianf t he application’s |l oad increases,
portal to request moreénstances for any of the roles his applicationlf the load decreases, he can

reduce the number of running instances. Windows Azure also exposes an API that lets all of these things

be done programmaticalyc hangi ng t he number of running instances
intervention—but the platformdee s n’'t aut omatically scale applications

To creatéWindows Azurapplications, a developer uséhe same languages and tools as for any
Windows application. She might ite a Webrole using ASP.NENhd Visual Basic, for example,use
WCF andC#. Similarly, she might create a Workale in one ofthese.NETlanguageswork directly inC++
without the .NET Frameworlor use JavaAnd while Windows Azure provides ais for Visual Studio,
using thisdevelopment environment s n ' t  Adegeloperwhalhas installddHP, for example
might choose to usanother toolto write applications

To allow monitoring and debugging Windows Azure applications, each instance can call a logging API that
writes information to a commoiapplicationwide log. A developer can also configure the system to

collect performance counter®r an application measurets CPU usage, ste crash dumps if it faijsand

more. This information is kept in Windows Azure storage, and a developer iofretté code to

examine it. For example, if a Worker role instance crashes three times within an hour, custom code might
send an email to the application’s administrator.

The ability to execute code ésfundamentalpartofa ¢l oud pl at énoughmpplicatiorts i t ' s not
alsoneed persistent storage. Meeting this need is the goal offirdows Azurestorage service,
described next.

STORAGE

Applicationswork with data in many different way#ccordingly, the Windows Azureosage service
provides segral options. Figure 4 showise choices
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Figure4: Windows Azure Storage provides blobs, tables, and queues.

The simplest way to store data in Windows Azureageris to use blobs. A blob contains binary data, and
asFigureduggs t s, t her e’ s :Eachmmtamprtae comidinene @ marenblobs. Blobs can
be big—up to a terabyte—andthey canalsohave associated metadata, such as information about where
a JPEG photograph was taken or who shgeris for an MP3ife. Blobs also provide the underlying
storage forWindows Azure driveg mechanisnthat lets a Windows Azure role instance interadgth
persistent storagasif it werea localNTFS file system

Blobsare just right for somaituations b ut t dnstructure@ forathers Tolet applicationsvork

with datainamorefingr ai ned way, Windows Azure storage provide:c
nameThese aren’t headtaedch anehcddsis actaallylstered.in gfbupof entitiesthat

containproperties And rather than using SQL, an applicatanquerya t abl e’ shedat a wusi ng
conventions defined bppData Thisapproach allowscaleout storage—scaling by spreadindata across

many machines-more effectively tharwould a standardrelational database. In fact,singleWindows

Azuretable cancontainbillions of enities holding terabytes of data

Blobs and tables are both focused on storamgl accessindata. The third option in Windows Azure

storage, queues, has a quite diffetgrurpose.A primaryfunction of queues is to provide a way for Web

role instances to communicatasynchronouslwith Workerrole instances. For example, a user might

submit a request to perform some compuitgtensive task via a Wehterfaceimplemented ly a

Windows Azure Welple. The Webrole instance that receives this request can write a message into a

gueue describing the work to be done. AWorkelei nst ance that’'s waiting on this
the message and carry out the task it speciffasy results can be returned via another queue or handled

in some other way.



Regardless of hodata isstored—in blobs, tables, or queuesall information held in Windows Azure

storage is replicated three times. This replication e
systemprovides strongonsistency, however, so an application tivamediatelyreads data it has just

written is guarateed to get backwhat it wrote. Windows Azure also keeps a backup copy of all data in

another data center in the same part of the world. If the data center holding the mainisamavailable

or destroyed, thidackupremains accessible.

Windows Azure storage can be accesbgd Windows Azure applicatioby anon-premisesapplication,
or by an application running at a hoster on another cloud platforminall of thesecases, all three
Windows Azure storage styles use the conventionREE to identify and expose datas Figure 4
suggestsBlobs, tables, and queues are atlamed using URIs and access&kstandard HTTP operations.
A .NET clientanusea Windows Azurgrovided libraryto do this, buti t ' sequireaHanapplication
can also make raw HTTP calls.

Creating Windows Azure applications that use blobs, tables, and queues can certainly be useful.
Applications thately on relational storagean instead us&QL Azure, another component of the
Windows Azure platform. Applicatis running on Windows Azure (or in other places) can use this
technology to get familiar SGiased access to relational storage in the cloud.

FABRICONTROLLER

AllWindows &ure applicationsind al of the data in Windows Azuréssageresidein some Microsoft
data center Within that data center, the set of machines dedicated to Wiws Azureand the software
that runs on themare managed by the fabric controlleFigure Sllustrates this idea

Fabric
Controller

Figure5: The fabriccontroller interacts with Windows Azurapplicationsvia a fabric agent.



Thefabric controlleris itself a distributech p p | i ¢ a traplicatedacrbsa &@roup of machinedt owns

all of the resources in its environmergomputers, switches, load tzadcers, and moreBecause it can

communicate with dabric agenton every computertisalsoaware of every Windows Azure application

in this fabric (Interestingly, the fabricontroller sees Windows Azuréosage as just another application,

and sothe details of data managemernd replicatormar en’ t vi si bl e to the controll

This broad knowledge lets the fabric controltera number ofusefulthings. Itmonitors all running
applicationsfor examplegiving it an ugo-the-mi nut e pi c t appeaingdt dlsodetideswhexe h
new applications should ryrhoosing physical sern&to optimize hardware utilizationTodo this, the

fabric controller depends on theonfigurationi n f o r ma suploaded tith aachH Windows Azure
application.This fie provides an XMhased description oivhat the applicationneeds how many Web

role instances how many Workerole instances and more. When the fabric controlldeploysa new
application, it uses this configuration file to determihew many VMs to create.

Once it sse\uMs thafabdcdonttollerdhen monitors eachof them. Ifan application requires
five Webrole instancesand one of themdies,for example the fabriccontroller will automaticallystart a
newone. Similary, if the machinea VMis ruming on dies, the fabricontrollerwill start a new instancef
the role on another machingresetting the load balancexsnecessary to point to this neWM.

Windows Azurdoday gives developers fiwgM sizes to choose frorithe options are:

0 Extrasmall, with a singleore 1.0 GHz CPU, 768MB of memory, and 20GB of instance storage.
0 Small, with a singleore 1.6 GHz CPU, 1.75 GB of memamyg, 225GBof instance storage

0 Medium, with a duatore 1.6 GHz CRPB.5GB of memory, and90GBof instance storage

0 Large, with dour-core 1.6 GHz CRWGB of memory, and,000GBof instance storage

0 Extralarge with an eight-core 1.6 GHz CRWAGB of memory, ané,040 GBof instance storage

An extrasmall instance sires a processor core with other extsaall instancesFor all of the other sizes
however, each instance hasne or morededicated coes. This meanshat applicationperformance is
predictable with no arbitrary limiton how longan instance caexecute AWebrole instance for
examplecan take as long as it neettshandle a request from a usesr a Workerrole instancemight
compute the value of pi to a million digits.

For Web and Worker roles (although not for VM roles), the fabric controllemadéstages the operating

system in each instance. This includes things such as applying OS patches and updating other system

software. This letsal/elopers focus solely on creating applicatietsh ey don’t need to worry
managing the platform itself ¢ important to understand, however, that the fabric controller always

assumes that at least two instances of every role are running. This lets it shut down one of them to

update its software without taking down the entire application. For this and othasaas, running a

single instance of any Windows Azure role is usually a bad idea.

CONTENT DELIVERYWPRK

One commoruseof blobs is to store information that will be accessed from many different places. Think
of an application that serveguwideos, forexample, to FlastBilverlight or HTML Elients around the



world. To improve performance in situations like this, Windows Azure provides a content delivery
network. The CDN stores copies of a blob at sites closer taolibets thatuse it Figure 6 illgtrates this
idea.

Figure6: The Windows Azure CDN caches copies of blobs around the world, letting users access that
information more quickly.

Don’'t take t he-thkt WigdowseAzute DN dctuatlyehasanbnly snore global caching
locations than it shows-but the concept is correcThe first time a particular blob is accessed by a user,
the CDN storgea copy of that blob at a locationtha’ s g e o g r atpthait useax Thie gext¢irhedhis e
blob is accessed, its contents will be delivered ftbmcache rather than from thenore remoteoriginal.

For example, suppos#/indows Azurés used to provide i d e o s  spbrtingeveita tp a faiflung

audience. The first user who accesses a particular vi
isn’t yet cached in a closer | oc setlhettenperfoAarice ot her user
however, since usintihe cached copy lets the video load more quickly.

CONNECT

Running applications ithe Microsoftcloud is useful. But the applications and data we use inside our
organi zations aren’'t going away anypremsemme soon. Given
environmentswith Windows Azure is important.



Windows AzuréConnectis designed to help do this. By providingéRel connectivity between a
Windows Azure application and machines running outside the Microsoft cloud, it can make this
combination easier taise. Figure 7 illustrates the idea.

Figure7: Windows Aure Connectallows IRlevel communicationbetween an onpremises Windows
machineand a Windows Azureapplication.

As the figure shows, usiMfindows AzuréConnectrequires nstalling anendpoint agenbn each on

premisescomputet hat ' s connecting t o .@ecdserthe techsologyzeliesa app!l i c af
IP v6, the endpoint agent is available today only for Wind8esver 2008, Windows Server 2008 R2,

Windows Vista, ad Windows 7.Jhe Windows Azure application also needs to be configured to work

with Windows AzuréConnect Once this is donehe agentcan usdPsec tanteractwith a particular role

in that application.

Note t hat dflddded virtuaspmivate neawork (WRNI). While Microsoft has announced plans to

offer this eventuallyWindows Azure Connedt a simpgr solutonSet t i ng it up doesn’t reqglt
contacting youmetwork administrator, for instanceN | t h at ' the abiléytounstall¢he i s

endpoint agenon the local machineThis approach also hides the potential complexity of configuring

IPsee4 t ' s d o n &indows AzuyedConndxty

Oncethe technology is set ypoles in a Windows Are application appear to be on the samen&work
as the onpremises machinéerhis allows things such # following:

0 A Windows Azure application can access afpmamises database directly. For example, suppase
organization moves an existing Windo@srver application built using ASP.NET into a Windows Azure
Web role. If the database this application uses needs to stay on premisémdmws Azure Connect

10



connection can let the applicatieanow running on Windows Azureaccess the oipremises
databasgust as it always has. Not even the connection string needs to be changed.

0 A Windows Azure application can be domaimed to the onpremises environmentDoing this
allows single sigon to the cloud applicatiorby onpremises userstt also lets the aplication use
existing Active Directory accounts and groups for access control.

Making the c¢cl oud -préemiseswrvirohmemt istmiportanb Byaliowirsy dieatdirel
connectivity, Windows Azure Conneatakes this easier for Windows Azwagplications.

USING WINDOWS AZURECENARIOS

Understanding the components of Wi ndows Azure is i mpc
feeling forwhat this platformcan dois to walk throughexamplesof howyou might use it Accordingly,

this section looks ateveral Windows Azurgenarios creating a scalable Web application, creating a

parallel processing application, creating a Web application with background processatng a Web

application with relational datanigrating an orpremises Web applicatiowith relational dataand using

cloudstorage from an ofpremisesor hostedapplication.

CREATING 8CALABLWEB APPLICATION

Suppose an organization wishes to create an Inteawtessible Web applicatiofihe usual choice today
isto run that applicatiorin a data centewithin the organization or at a hosteln manycaseshowever,a
cloud platform such as Windows Azusa better choice For example, if the application needs to handle
a large number of simultaneous usgbsiilding it on a platform expressly designed to support this makes
sense.The intrinsic support foscalableapplications and data that Windows Azure provides can handle
much larger loads than more conventional Web technologies.

Or suppose t lbadwilhvprydighifcantlywitinotcasional spikeshe midst oflong periods

of lower usageAn online ticketing site might display this pattern, for example, as nagtews video site

with occasional hot storiegn applicationt h ausedrostlyat certain times of dayand othes. Running

thiskind ofapplicationin a conventionatlata center requires always having enough machines on hand to

handle the peaks, even though most of those systems go unused most of thdftthmeapplication is

instead built on Windows Azuré¢he organization running it can expand the numbeirsftances t ' s usi ng
only when needed, then shrink back to a slmahumber. Since Windows Azure charging is ussped—

you pay per hour for each instanethis is likely tdoe cheaper thammaintaining lots of mostly unused

machines.

To create aighlyscalable Web application on Windows Azure, a develomight use Web roles and
tables. Figure 8hows a simple illustration of how this looks.

11



Scalable Web Application
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Figure8: A scalable Web application can use Web raistances and tables.

In the example shown heréhe clients are browsers, and fiee application logicanbe implemented

using ASP. NET or another Web technology. It s al so pc
exposes RESTfuhd/or SOAMased Web services using W@ten call those services from, say, a

Silverlight clientIn either casethe developerspecifieshow many instances of thé&/eb roleshouldrun,

andthe Windows Azurdabric controllercreatesthis number of VMs. As described earlier, the fabric

controller also monitos theseinstances making sure that theequestednumber is alwaysavailable For

data storage, the application us®éindows Azuretsragetables, which provide scaleut storage capable

of handling very large amounts of data.

CREATING A PARALPRIOCESSING APPLIOATI

Scalable Web applications are useful b ut t theeoply situatiomvehére Windows Azure makes

sense. Think about an organization tlatcasionallyneeds lots of computing power forgarallel

processing applicatiarThere are plenty of example$ this: financial modeling at a bankendering ata

film special effects houseew drug development ia pharmeaceutical companyand moreWh i | e it ' s
possible to maintain a larggdusterof machinedo meet thisoccasionaheed, it' alsoexpensive.

Windows Azure can instead provide these resources as needed, offeringdammandcompute cluster

A developer can usé/orker roles to create this kind of applicatohnd whi |l e it’'s, not the on
parallel applications commonlyse larg@ datasetswhich might be stored ilVindows Azure blobs. Figure
9illustratesthis kind of application.

12



Parallel Processing Application

Queues

Worker Role '

&

Figure9: Aparallel processin@pplicationmight use a Web role instancenanyWorker roleinstances,
gueues, and blobs.

Inthe scenario shown herg¢he parallel work is done by number of Workerrole instancesunning
simultaneously eachusingblob data Since Windows Azure imposes no limit on how langnstancecan
run, each one can perform an arbitraggnount of work. Tanteract withthe application, the user relies
on a single Webole instance. Through this interface, the user might determine how many Worker
instances should run, start and stop those instanegsessesults, and more. Communicatidretween
the Webrole instance and the Workewole instancesrelies on Windows Azuréarage queues.

Given the massive amount of processing power available in the cloudchawispproachs likelyto

transform hidn-performance computing. For examplglicrosoft Windows HPC Server now allows

creating a compute cluster using Windows Azure worker role instances along with or instead of on

premises physical serversofve ver it’' s done, expl oipowenrgakeséense new sou
in quite a few sitations.

CREATING 8CALABLWEB APPLICATION WIBACIGROUNDPROCESSING

It s probably fair to say that a maj oce Meywhilef appl i cat
applications thado nothing butacceptand respond tdrowserrequestsareu s ef ul , t hey’  re al so
There ardots of situations vhere Webaccessible softwareeeds to initiate work that runs in the

background, independehtfrom the request/response part of thepplication

For example, think about\&/eb application fovideo sharing. It needs to accept browser requests,

perhaps from a large number of simultaneous users. Some of those requests will upload new videos, each

of which must be processed and stored for later access. Making the user wait while this procedsing i

woul dn’'t make sense. I nstead, the part of the appliceza
initiate a background task that carries out this work.

Web roles and Worker roles can be used togetheaddress this scenario. Figure difows howthis kind
of applicationmight look.
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Scalable Web Application with Background Processing
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FigurelO: A scalable Web applicatiowith background processing might useany WindowsAzure
capabilities.

Like the scalable Web application shown earlier, this application uses somgenwf Webrole instances
to handle user requests. To support a large number of simultaneous users, it uses tables theitore
profile information. For background processing, it relies on Workér instances, passing thetasksvia
gueues. In this eemple, those Workerole instances work on blob data, but other approaches are also
possible.

This example shows how an application mighinbine manyof the basic capabilities that Windows Azure
exposesWeb roleinstances, Worker roldénstances, blobs, tables, and queues.nd al t hough it
shown in the figurea videasharingapplication might also use the Windows Azure G®bpeed up
accessWhile not every application needs all of thefeatures having them all available is essenfil
supportingmore complex scenarios like this one.

CREATING A WEB ARTATION WITH RELATIKANDATA

Windows Azure lobs andtablesare right for some situations. For many others, though, relational data is
better. Supposean enterprise wants tduild and run an applicatiorfor its own employeesn Windows
Azure, for instanceMaybe the application will have a short or unpredictable lifetime, and so allocating a
server in the ent evorihwhilesGr maybedha applicatos nekds to be upda ' t
running as quickly as possible, making the wait for internal IT to provision a server unacceptable.
perhaps the organization believes that running the application on Windows Azure will be cheaper and
simpler.

Whatever the reasonhis applicatiorprob a b | y reedehe mdsgive scale that Windows Azure tables
allow. Instead, is creators might prefer to use the relatioregproachthey already know, complete with
familiarreporting tools. In a case like this, the application might use Windows Aagether with SQL
Azure, as Figure Ishows.

14



New Web Application with Relational Data

~

Web Role

Figurell: A Windows Azure application can use SQL Azure to work with relational data.

SQLAzurpr ovi des a | ar ge s ub s eincluding re@@rigas & managedrclowl f unct i on
service. Applications can create databases, run SQL c
the database system or the hardware it runs-ellicrosofttakes care of thisA SQL Azurdatabase can

be accessed using the Tabular D&@meam (TDS) protocol, just agdlie on-premises version of SQL

Server. This lets a Windows Azure application acetasanal data using familianechanisms lik&ntity

Framework andADO.NETANd since SQL Azure is aud®ervice, charging is usagased

Because Windows Azure and SQL Azure provide eloaidgs tatheir on-premises counterpartst can be
straightforward to move the code and data for this kind of application between the two worlds. Things
ar en’ t theesansethe Windows Azur@pplication must be able to run multiple instances, for
example—but the cloud and orpremises environmenare quite similarThisportability is useful

whenever it makes sense to create an application whose code and data saeithér onrpremises or in
the cloud.

MIGRATING AN ORREMISES WEB APPOION WITH RELATIONBAATA

Suppose that rather than creating a new Web application for Windows Azure, an organization wishes to
move an existing Windows Server application onto tiisid platform. One way to approach this is by
usingthe Windows Azur&M role. The picture looks much like the previous case, as Figure 12 shows.
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Migrated On-Premises Web Application with
Relational Data
(" )

VM Role
Instance
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Users

Figurel2: Some orpremises applications can be migrated to Windows Azure using YfM role and
SQL Azure.

To use a VM role, an organization creates a virtual hard disk (VHD) frompenises machine running
Windows Server 2008 R2. This image can then be uploaded to Windows Azure and executed within a VM
role. As shown in the figuraghe application might access relational data in SQL Azure. Another option is

to leave its data on premises, accessing it directlyWiladows Azure Conneats described earlier

VM role can be useful. I t’ s i mp o lintdosvsServer applicatiod e r st and,
to Windows Azure may well require more than just packaging it into a VHD and running it in a VM role.

First, recall thathe Windows Azure fabric controller assumes that at least two instances of every role are

always running(Qualifying for the Windows Azure Service Level Agreemeéhé SLA-requires this, in

fact.)Remember too that Windows Azure load balare a | | user requestlifsheacross a r
application being migrated is built to work inthiswagnay be it ' s al r ellmadncedr unni ng i n
Web farm, for example-it canrun well on Windows Azure without significant changes. If the application

expects to run only a single instance, rewer, it will probably require some redesign to rsunccessfully

on Windows Azure.

USINGCLOUDSTORAGEROMAN ONPREMISESR HOSTERPPLICATION

While Windows Azure provides a range of capabilitsapplicatiorsometimesneeds only ae ofthem.
For example, think about an ompremisesor hostedapplication that need$o storea significant amount of
data. An enterprise might wish to archive old email, for example, saving money on storage while still
keeping the maihccessibleA newsWeb site running ah hoster might need acalable, globally
accessiblglace to store large amounts tdxt, graphics, videcandprofile information about its usersA
photo sharing site might want to offload the challenges of storing its information onéiablethird

party. All of these situations can be adgised by Windows Azur&sage, ag-igure B shows
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Figurel3: An onpremises or hostedipplication can use Windows Azuldobsor tablesto store its data
in the cloud.

Asmentionedearlier, an onpremisesor hostedapplication cardirectly access Windows Azustorage.

While this access is likely to be slower than working Vaital storage it ' s al so ,Jmorkely to be
scalable, and more reliahl&or some applications, thikadeoff is definitely worth makingAndeven

t hough it s figwd, apglitatonsrcaniuse SQLhAzure in this same way.

UNDERSTANDING WINDSGWZUREA CLOSER LOOK

Understanding Windows Azure requires knowing the basics of the platform sdeingtypicalscenarios
in which those basics can be applied. There’s much mc
deeper look at some afs more interesting aspects.

CREATIN®&/INDOWS AZUREPPLICATIONS

For developers, building a Windowsute application looks much like building a traditioldindows

application.Sincethe platform supports both .NET applications and applications built using unmanaged

code a developer can use whatever best fiig problem To make life easie¥jisual Studi@rovides

project templates for creatin@Vindows Azurapplicationsl t °' s al so possible to direct
applications from Visual Studio to Windows Azure.

One obvious differencbetween the cloud and opremises worldss that Windows Azurapplications

don’t run |l ocally. Thi sakedévéldprmentenore éhallengisohelhne pot ent i al
mitigate this, Microsoft provides thdevelopment fabrica version of the Windows Azure environment

that runs on a developer’s machine.

The development fabricunson a singlelesktop or servemachine It emulates the functionality of
Windows Azure in the cloud, complete with Web roles, Worker ratds roles,andall three Windows
Azure storage option#\ developer can build a Windows Azurelgation, deploy it to the development
fabric, and run it in much the same way as with thel thing. He can determine how many instances of

17



each role should run, for example, use queues to communicate between these instances, and do almost

everythinged e t hat ' s possi bl e @nsethe gpplidbtion thas beslevédlopedared i t sel f .

tested locally, theleveloper can upload the code and its configuratioformation, then run it.

However i,aWisdows Azeira applidatiois typicallymade availablén the cloud viea two-step

process. A developer first upl oad€Whehthedevalgpprisi cati on t c

ready to make the application live, she uses the Windows Azure portal to request that it be put into
production. This switch between staging and production can be done with no downtime, which lets a
running application be upgraded to a new version without disturbing its users.

The staged applicationas a DNS name of the form@GUID>loudapp.net, wherec<GUID>epresents a
globally unique identifier assigned by Windows Az#ia. production, the developer chooses a DNS name
in the same domainsuch as myazureservice.cloudapp.net. To use a custom domain rathehthan
Microsoftcloudapp.net domain, thappl i ¢ a ¢winey cah @eate a DNS alias using a standard CNAME.

Once the application is accessible from the outside world, its users are likely to need some way to identify
themselves. To do this, Windows Azure lets developers use anyB4EER authentiation mechanism

they like. An ASP.NET application might use a membership provider to store its own user ID and password,

for example, or it might use some other method, susttlze Microsoft Windowsive ID service. Windows
Azure applications are also frée use Windows Identity Foundation (WIF) to implement clairased

identity. The choice is entirely up to the applicatic

EXAMINING THE COMMEBERVICE

Like most technologies, Windows Azumerpute has evolved since its first release. Oridyndor

instance, code in Web and Worker roles could only run in user mode. Today, though, both provide an
elevated privileges option, allowing applications to run in admin mode. This can be useful with
applications that need to install a COM component,dgample, something that vegproblematic in the
first Windows Azureelease.

Yet every running instance of a Web or Worker role starts from a clean slate: The underlying operating
system in its VM is a standard image defined by Windows Azure. This theaagy software

installations the role performs must be done every ti

simple installations, such as adding a single COM component. But suppose the instance needs to install a
variety of software tacarry out its purpose Doing this every time a new role instance is created is likely to
be too slow.

Avoiding thiddelayis a primary purpose of VM roles. Rather than requiring the installation to happen

each time an instance is created, all of the reqdiseftware carinsteadbe included in a VHD, with that

VHD then used to create a VM role instance. Doing this can be significantly faster than using Web or
Workerroles with elevated privileges. ¢an also be the right solution when the installation prege
requires manual intervention, something Wi ndows

Another change from the original version of Windows Azure is that the platform now supports access via
the Remote Desktop Protocol (RDP). This is useful in debugging, for examiplg,deteveloper directly
access a specific instance. Don’t expect —to0 use
Wi ndows Azure (today, at |l east) isn’t designed
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Other impatant aspects of Windows Azurempute have been available since

release. For exampl&Vindows Azuréets a developeilindicatewhich data centean application should
runin and wherdts datashould bestored. H can also specify that a particular group of applicatiomd
data(including data in SQL Azus#ould allive in the same data center. Microsoft is initially providing
Windows Azure data centers in the United Stat&srope and Asiawith moreto follow.

EXAMININGHESTORAGEBERVICE

To use Windows Azuréosage, a developer mudirst create astorage accountTo control access the
informationin this accountWindows Azure givets creator a secret keyeach requesanapplication

makesto information in this storage accountblobs, tables, and queuescarriesa signature created with
this secret keyln other words authorizationis at the account levghlthough blobs do have another

option, described later)Windows Azuretsor age doesn’'t provide access
fine-grainedwayt o contr ol who’ s alHoldswed to access the dat a

Blobs

Binary large bjects—blobs—are often just what an application needs. Whether they hold video, audio,
archived email messages, or anything else, they let applications store and access dateygeneral
way.To use blobs, a developer first creates one or more containers in storegge account. &h of

these containerganthen hold one or more blobs.

Toidentify a particular blob, an applicatiozan suppla URI of the form:

http:// <Storagéccount>blob.core.windows.ne#Container/<BlobName>

<StorageAccountis a uniqueadentifier assigned when a new storage account is creatdile
<Containersand <BlobName:are the names oé specificcontainer anda blob within that container

Blobs cone in two forms:

O

Block blobs, each of which capnntainup to 200 gigabytesf data To make transferringhem more
efficient, a blockblob is subdivided into blocks. If a failure occurs, retransmission can resume with the
most recent block rather than sending the entire blob agdm c e al | of a bl ob’
uploaded, the entire blob can be committed at once.

Page blobs, which can lzes large at one terabyte each. A page blob is divided 3a®byte pages,
and an application is free to read and write individual pages at random in the blob.

Whatever kind of blob they holdpatainerscan be marked as private or publkor blobs in grivate

container both read and write requests magsaccobndorsi gned

blobs in a public containeonly write requests must be signed; any applicati®allowed toread the
blob. This can be useful in situatiosisch asnakingvideos, photos, or other unstructured datgenerally
availableon the Internet.In fact, the Windows Azure CDN works only wdi#tta stored inpublic blob
containers.

Another imprtant aspect of blobs is the role they play in supportiigndowns Azure dves To
understand whathat role is realize first that role instances are free to access their local file system. By
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default, however, this storage isn’t persistent:
storage go awayMountinga Windows Azurerilve for the instance, howevecan makea pageblob look

like a local drivecomplete withan NTFSile system Writes tothe drive can bewritten immediately tothe
underlyingblob. Whent he i nst anc e dataisstored persistenily inghgagebldbj ready to

be mounted againAmong the ways in whicttrivescan be used arthe following:

0 A developer can upload ¥HDcontaining an NTFS file systethen mount this VHD as a Windows
Azure drive Thisprovides a straightforward way to move file system data between Windows Azure
and an onpremises Windows Server system.

0 A Windows Azure developer can install and run a MySQL database system in a Windows Azure role
instance using a Windows Azure dries wnderlying storage.

Tables

A blob iseasy to understaneHt ‘justa slabof bytes—but tables are a bit more complex. Figu# 1
illustrates how the parts of a table fit together.

Figurel4: Tables provideentity-basedstorage.

As the figure shows, eadhble holdssome number of entitiesAnentity containszero or more
properties, eaclwith a name, a type, and a valu&.variety of types are supported, includiBgary, Bool,
DateTime, Double, GUID, Int, Int@hd String Aproperty can take on different types at different times
depending on the value stored in&ndt h er e’ s n othatall praperties iman erttity have the
same type—a developer is free to do what makes the most sensédfeapplication.
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Whateverit contairs, an entitycanbeug o one me gaby taevays atcesséedaga,unitand it ' s
Readingan entityreturns all of its propertiesandwriting onecanreplace all of its properties. t * s al s o
possible to update a group of entities within a datable atomically, ensuring that all of the updates

succeed or all of them fail.

Windows Azuretsrage tables are different from relational tables in a number of ways. Most obviously,

t h eeynot tables inthe usualsense Al s o, t hey sngordinary ADO.NEBT¢cmoredethey d U
support SQL querie And tables in Windows Azureisage enforce no schemathe properties in a single
entity can be of different types, and those types can change over fitme.obvious question is: Why?

Why not just supprt ordinary relational tables with standard SQL queries?

The answer grows out @fprimary WindowsAzure goalsupporting massively scalable applications.

Traditional relational databases can scale up, handling more and more users by running the DBMS on

ever-larger machines. But to support truly large numbers of simultaneous users, storage needs to scale

out, not up. To allow this, the storage mechanism needs to get simpler: Traditelatibnaltableswith

standard SQH o n ' t welhforthis purposewh at ' s needed is the kind of str uc¢
Windows Azurdables

Usingtablesrequires some rehinking on the part of developers, sintaniliarrelationalconceptsc a n ' t
be applied unchanged. Still, for creating very scalable applications, this approach makest $evese.
developers from worrying about scalgust create new tables, add new entities, and Windows Azure
takes care of the rest. It also eliminatesich of the work required to maintain ®BMS sinceWindows
Azure does thifor you. The goal is to let developers focus on their application rather than on the
mechanics of storingnd administering large amounts of data.

Like eerything else in Windows Ameidorage, tables areaccessedRESTfullyA .NET application can use
WCHData Services to do thisidingthe underlying HTTP requesty application, .NET or otherwise, is
also freeto maketheserequestsdirectly. For example, a querggainst a partiglar table is expressed as
an HTTP GET against a URI formatted like this:

http:// <StorageAccounttable.core.windows.nettTableName2$filter=<Query>

Here,<TableNamespecifies the table being queried, whi#€Query>contains the query to be executed
against this tablelf the query returns a large number of results, a developer can get a continuation token
that can be passed in on the next query. Doing teeatedlyallows retrieving the complete result set in
churks.

Wi ndows Azure tables aren’t t he usingthbnrequirdsoi ce f or ever
developers to learn some new things. Still, for applications that need the scalability they provide, tables
can be just right

Queues

While tables and blabare primarilyintendedto store and access data, the main goal of queues is to
allow communication between different partd a Windows Azure applicatiohike everything else in
Windows Azuretsrage, queues are accessed RESTfullth B/indows Azure ggications and external
applicationgreference a queudy usinga URI formatted like this:
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http:// <StorageAccountgueue.core.windows.neQueueName

Asalready describeda common use of queues is to allow interaction between Wibinstances and
Workerrole instances. Figur&5 shows how this looks.

1) Receive
work

3) Dequeue
message

2) Enqueue
message

5) Delete
message

Figurel5: Messages are enqueued, dequeued, processed, then explicitly deleted from the queue.

In atypicalscenarig mutiple Webrole instances are running, each accepting work fresers(step 1) To

pass that work on to Workeole instances, a Welnle instance writes a message into a queue (step 2).

This messageavhich can be up to eight kilobytemight contain a URI pointing to a blobtoranentity in

atable, orsomethingets— t ' s up t o t h erolainpstariceseadmessages froniis r k e r

queue (step 3),thendbhe wor k the message requests (step 4). It
reading a message from a queue doesn’t actually del et
invisible to other readers for a set period of timeghichby defaultis 30 semnds).When the Workerole

instance has completed the work this message requested, it must explicitly delete the message from the

queue (step 5).

Separating Welnole instancegrom Workerrole instancesnakes sense. It frees the user from waiting for

a long task to be processed, and it also makes scalability simjptt add more instances of eithéBut

why makeinstancesexplicitly delete messages? The answer is thalliwshandling failures. If the

Workerrole instance that retrieves a message hagsllt successfully, it will delete the message while that

message is still invisible, i.e., within its 30 second window. If a Woslesinstance dequeues a message,

however, then crashes before it completheensssapehe wor k tF
from the queue. When its visibility timeout expires, the message will reappear on the queue, then be read

by another Workerole instance.The goal is to make sure that each message gets processed at least

once.

As this descriptiofillustrates,Windows Azuretsor age queues don’'t hkueueeint he s ame
Microsoft Message Queuing (MSM@)other more familiar technologie&or examplea conventional

gueuing systenmight offerfirst in, first out semantics, delivering eaofessage exactly oncé/indows

Azure sorage queuesnake no such promisess just described, message might be delivered multiple
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ti mes, anguaranteeto deliver messages in any particular ortlde is different in the cloud
and developersvill need to adapt to those differences

EXAMINING THEABRICONTROLLER

To an application developecpmpute and rage are the most important parts 8indows AzureYet
neither one could function without thé&bric controller By knitting together a data center full of
machines into a coherent wholé,providesthe foundation for everything else.

As described earlier, the fabriomtroller owns albf theresources in a particuldindows Azure data
center. It s'also responsiblfor assigning applications physicaimachines. Doing this intelligently is
important. For example, supposedeveloperequests five Welbole instances and four Workeple
instances fohisapplication.A naive assignment migptaceall of these insdnceson machines in the
same rack serviced by the same network switch. If either the rack or the switch failed, the entire
application would no longer be available. Given the high availability goals of Windows iakirgg an
application dependent osingle poins of failurelike thesewould not be a good thing.

To avoid this, thedbriccontroller groups the machines it owns inemumber offault domains Each fault
domain is a part of the data center where a single failure can shut down access tthexgig that

domain. Figure @.illustrates this idea.
Application \

Web Role Web Role

N

. > Fabric
999900009 999999908 -

999300998~

Fault Domain Fault Domain
Figurel6: The fabric controller places different instances of an application in different fault domains.

In this simpleexample the application is running just two Web role instances, #meldata center is
divided into two fault domains. When the fabric controller depldyis application it placesone Web role

instancein each of thdault domains.This arrangement means that a single hardware failure in the data
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cent er ¢ an hetentite agpleatiahoAlso, retall that the fabcintroller sees Windows Azure

storage as just another applicatiedt he contr ol |l er doesn’ t theatorald e dat a r ey
application does this itself, making sure that replicas of any blalbées, and queues used ltiyis

application areplacedin different fault domains.

Keeping an application running in the face of hardwar
reliable applicatior-the kind that Windows Azure aimstosuppegsto ul dn’'t need to be shut
be updated.One way to do this is by using thpproachdescribed earlieto switchfrom the existing

version of an application to a new one. Another option is to rely on Windows Apuatate domainsWith

this approach, thdabric controller assigns differeimistances o f an a p ptd differentupdate’ s r ol es
domairs. To deploy a new version of the applicatidine fabric controlledeploys new @mde one update

domain at a time: |t t akemle dpoatesthe code fortlthioroteathen’ s i nst anc
starts new instanceSs he go al is to keep the application running
updated. Users might notice theupdatd he appl i cation’s response time will
of its nstances are shut down, for example, and different usétsaccess different versions of the

application in the middle of the update. Still,r om t h e u s e rthe applipatonas & wholé v i e w,

remains continuously available.

Don’t confuse update domai ns, a property of an applic
center. Both have the same overarching purpose, however: helpintatitec controllerkeep Windows
Azure applications running at all times.

LOOKING AHAD

Microsofthasannounced plans to adehoreto Windows Azure in 201 1ncluding

01 The Windows Azure Platform Appliance, a combination of hardware and software that will allow
hosters and enterprises to run Windows Azure in their own data centers.

0 CDN dynane content @ching Today, the Windows Azure CDN works only with blob data. This
forthcoming functionality will let theCDNalso cache content created dynamically layWindows
Azure application.

0 VM role siapshotting:In its first release, the Windows Aze VM r ol e doesn’t save any
to the OS volume while it’s running. Snapshotting
save the state of this volume to persistent storage.

0 Better Java supportWhile Windows Azure can run Java appiass today, Microsoft plans tadd
more support for doing thisThe coming improvements include better Java performance, stronger
support for Eclipsévased tools, and a more complete set of Java libraries for Windows Azure.

As alwaysthe goal of these dditions isto make thiscloud platform useful ina wider range osituations.

CONCLUSIONS

Running applications and storing data in the cloud is the right choice for many situdttensarious
parts of Windows Azurevork together tomake this possiblerogether with the Windows Azure
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development environmentSQL Azure, and the rest of the Windows Azure platféiney provide aoridge
for Windows developers movirigto this new world

Today, cloud platforms argtill a slightlyexotic option for most orgnizations Asall of usbuild experience
with Windows Azure and other cloud platfornfgwever,this new approach will begin to feel less
strange. Over timeywe shouldexpect clouebased applications-and the cloud platforms they run esto
play an increasigly important role in thesoftwareworld.
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