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The value we get from information technologgvolves aroundiata. Andthe volume, variety, and velocity tiat
dataseem toincreaseevery dayAccordingly)Tvendors offera broad range of datechnologiesViewed
together, these technologiesomprisea data platform

A useful way to think about the technologies in a data platform is to divide them into three catebased on
the kind of data they work withThose categories are:

7 Operationaldata, such as transactional data used by a bankiygiem, an online retailer, or an ERP
application. This data is typically both read and written by applications, commonly in response to user
requests. A banking application might read your account balance, for instance, then write a new value to
reflecta deposit you make. And while operational data was once almost entirely relational, the increasing
volume and variety of data have changed this. Today, working with unstructured operational data can be just
as important.

_J Analyticaldata, such as the inforation kept in a data warehouse. This data is typically vewlg, and it
usually includes historical information extracted over time from other data sources, such as operational
databases. Analytical data is commonly used for things such as businesgantaland machine learning,
and like operational data, it can be either relational or unstructured.

1 Streamingdata, such as data produced by sensors. The defining characteristic of streaming data is velocity; if
GKS RFEGF AayQi LR &&gesiuR of fitsdzalu@.\Mary Stredming goénafiosttoday relate to
the Internet of Things (1oT), where the focus is on interacting with data provided by lots of devices. Streaming
data is also used in other situations, such as analyzing finanaiabkittons as they happen. In both cases, the
challenge is to work effectively with large amounts of data being produced in real time.

The Microsoft data platform provides technologies for all three categories, along with connections among the
three. Figurew & dzYYI NAT S$& GKS LI FGiF2N¥Qa 2FFSNAy3Ia Ay Sk OK I NB
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Figurel: TheMicrosoft data platformincludes cloud services and packaged softw#oe working with
operational data, analytical data, and streaming data

This paper focuses on thightmostO2 f dzYy Ay (GKS FAIdzNEI ai GieBrdirngoata.Qa 2 FTFSNJ
(For more on the other two categories, see the companion paPgsrationalData Scenarios Using the Microsoft

Data Platformand AnalyticalData Scenarios Using the Microsoft Data Platfigrmy R R2y Qi 6S 02y ¥dzi SR
RAIF3INIYY ¢KSasS GSOKy2t23ASa INByQild fIr&@8SNBR Ay (KS &aSya.
Instead think of each column as a group of technologies for workin data in a particular wayAlso, realize

that the lines between theaumns are quite permeabtethe technologies are used in various combinations. For

example, the streamig technologies in the rigltolumn are often used together with the analytical eologies

in the center column.

Theclearestway o understand how thesefferingscan help your organizatiois to walk through scenarios that

use them.And given how important cloud computing is to IT leaders today, those scenarios srgelyuse the
cloud in some wayThis paper looks abur streamingdata ctallenges organizations often face, describing how the
Microsoft data platform addresses each ofide scenarioare the following

2 Processing data from many devidaghe Internet of Things (0
7 Findingtrendsin loT data

7 Detecting fraud in real time

7 Doing complex event processing on premises

Lt 2y 3 K SDriedlyleRaminegaShdifthe streamingdata technologieshown in Figure 1The goal is to
provide a bigpicture view of how the Microsoft data platform addresses the challengegadfing with streaming
data.



ScenarioProessing Data from Many Devices ihd Internet of Things

The essence of streaming data is high velodithi$ dataA 8y Q4 'yt @1 SR AYYSRAd 1St & | FiS
much of its valueA common example dhisis information produced by many small devic@isese might be

sensors on an oil well, meters monitoring energy use in hotesss trackersy  LJS 2 LJ Sol@aynemd® & (G & =
devicesn cars,or many other thingsWhatthey all have in common is thahey generatelots ofuseful

information, with new data being produced constanthhis is thevorld of I0T.

One option would be to store all of $hidataas it arrivesthen process ilater using analytical technologies. In fact,

this is often donebatch processing aftored streaminR I G OF'y 6S dzaS¥dzZ & . dzi AGQa 2 7Fi
process and respond this data in real time. Doing batch processindy after data has accumulatésl too slow

for many useful applicatiols I yR &2 OGN} RAGA2y Lt RFEGE Fylf @dared GSOKy2¢€ 2
technologies designed to continually process a streamadming data.

But where should those technologies run? Given that streaming aftéa comes from lots of devices thaan be

locatedl y@ 6 KSNB Ay (GKS 62NI RXI (K SanBlifgatredming dhta id h@adzdd | y a 6 SNY
provides bothglobalaccessibility and the ability to scale up and down as needed. This isestyofthe Microsoft

RFEGF LIXFGF2NYQa (SOKy2f 23ASa T2 NiosedebdBdloyids ihdudeRAzuied | NB LI |
Stream AnalyticsAzure HDInsighstorm AzureHDhsightSpark Streaminggnd AzurdoT Hub

Technology Snapshot: Azure Stream Analytics

Software that analyzes streaming data needs to do several thingsist handlefast-moving informatiorwith

very little delay, i.e.with low latency.Ilt must also hed its users work with this data in useful ways, hiding as much
complexity as possible. These are exactly the goals of Stream Analytics.

oyS 2F (GKS Yzaild 02YY2y {(KAy3a ¢S ol yid (2 RrethatstkedrK & 3G NBI Y
within specific periods of timeMaybe we want to know how many cars have passed thhoan automated tél

booth in the last three minutes, for exampla;, how much electricity was used by houses in a particular

neighborhood in the last houGtream Analytics idesigned to make this easy to da& developer can use the

Stream Analytics Query Languagesubset of ISQL, tassuesjueries onan incoming stream of dat&achquery

can specify a window of time to which the query appliesyrninga resultfor just the data that arrives within that

window.Ando/ OS A G Qa & (iKedpdirGnRitgsendin badk deSulisfor each winddRather than

queryingtables, as in a relational database, Stream Analytics instdladvs queryingslices of an incoming stream.

Technology SnapshotiDInsightStorm

| 5Ly &A 3K G TloudimpgheBnéagon ¢f Bailoopnd more includesseveral different technologief\mong
them areMapReduceHive and Pigall of which are commonly used for analyzing large amounts of analytétal
on disk, and HBase, a store for operational détBInsight also providestorm, a technologyof working with
streaming data

Stormis similar in some ways to Stream Analytics. Both run in the cloud, and both support applications that
process streamg data. In Storm, those applications are created uspmutsandbolts. A spoutaccepts incoming
datastreams while a bolt processestreamingdata in some way. An application, calletbpology; is made up of



spouts and bolts. Stormtakes aquAeS Y SNI f | LILINR I OK (2 é62NJ Ay3I 6A0GK RFEGF &
range of streaming scenarios.

Technology SnapshotiDInsightSpark Streaming

Along withtraditional HadooptechnologiesHDInsightalsoprovidesSpark as a cloud servicgpark is an integrated
set of open source technologies that can runaddadoopcluster. The Spark family includes optionsdoglyzing
large amounts of operationalata, doing machine learning, and mokhealso includesSpark Streaming, a
technologyfor working with streaming data.

{ LI N] {GNBFYAY3I A& aAYAEl N (2 {-pupdsdriechnglogpfapioSessing e ad [ A1 S
streaming data. Unlike Storm, Spark Streaming is implemented as an extension to the basic Sparkefigé y 2
anadd2y (SOKy2f23&d ¢KAA GAIKG O2yySOiGAz2y OFy YF{1S { LI NJ
data between components, and easier to creagace everything uses the same core Spark technoBggause of

this, Spark Streaming (and Sparlgéeneral) are getting more popular by the day.

Given the similarities between Spark Streaming, Storm, and Stream Analytics, which one should you choose? The
answer depends on your situatiori KSNB Qa y2 aAy3aftsS NAIKG | yaeemé&Nd C2NJ Jdz F
Understanding Your Optiotester in this section.

Technology Snapshot: AzuteTHub

Stream AnalyticdiDInsight Stormand Spark Streaming &t your organizatiorcreate software that processes
streaming data. Butoneof them is designed to taki@ and buffer massive amounts of streaming dateamething
i K | conSionlyrequired inloT scenariasWithout some kind of buffering in front of theséream processing
services, data will be lost.

AzureloT Hubaddresses this problenThis cloud service @mmonlyused in front of Stream Analytic§torm,or
Spark Streamingroviding aplacél 2 a i 2 NB A y O 2 prdocegs3edIdTIHbtandmydlélarde armoiirisaf
incoming datdrom many devicesandit also provides a way toomnunicate back to those devices.

Describing the Scenario

A typicalloT scenario starts with devices generating events. Those devices might speak IP natively, which lets them
talk directly to cloud servicesr they might rely on an intermediary to doishwhatever option is used, these

cloud services see a stream of events coming in from devices. Figure 2 shows how this looks.
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Figure 2: Thdasic 10T scenario, processiegents from many devices, can u§&ream AnalyticsStorm, or Spark
Streaming
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Asthe figure showsincoming data is typically received and buffereddyHubs.! y & 2 F | 1T dzZNB Q&
technologies Stream Analytics, Storm, or Spar&anthen be used tcexaminethat data. In this example, the
result of that processing is serd & monitoring application, which provides a custom user interface that gives
business userthe informationthey need.

Understanding Your Options

Since a basic I0T scenario eeameany ofStream AnalyticsStorm or Spark Streamingvhich one should you
choose? The choice commonly depends on these factors:

_  If yourapplication isdoing timebased queries, Stream Analytisgprobably a better choicéhis cloud service
is designed to answer questions like this, and its-B&3led query language will likdbe easier for your
RSOSt 2LISNR (2 dzy RS NE Gbasgdaderids ivithtBrmlaitl Spak Sttedminfp@singe2 (A Y S
neither one isspecifically designetb makethis easy to do, your development team will proballged to
write more code

2 If your applicationis doing eventbased queries or other kinds of stream processing that go beyond what
Stream Analytics is designed to @ither Stormor Spark Streaminig likely to bea betteroption.¢ K S & Q NB
more customizable, anthey letyour developersvork inmore general programming languagegher than
just the Stream Analytics QuergnguageBoth bringa bit more complexity, but Microsoft and the ope
source community provide a range sifftware (such asxistingStormspouts and boltsto make de$ f 2 LIS N& Q
lives easier.

7 HDInsighisan ecosystem of related technologiddsing any of them requires you to create an HDInsight
clusteron AzureL ¥ @ 2 dzQNB | f NBI R& dza A yala ahalysisiwBhlHij@skhdgborinis ® f dzad G S NJ °
natural exteision L ¥ 82 dzQNBE dzaAy 3 |y |1 5LyaAaKid Of dzadSNI gAGK { Lk



probably makes sense. ¥ & 2 dzZQNX Y 2 or angthingyeEe, dh&osing &ithel Btarm & Spark

Streamingwill require you to spin uand pay foran HDInsight cluster. Stream Analytics, by contrast, is a
YIyF3ISR &aSNIWAOS® | 2dz Raugtétd usgibvihieh simplifie® deBing St&tecddwattdzNI 2 6 y
streaming applications

Having lots of options is generallyaod thing. It does, however, require you to think a bit more to make the right
choice for your situation.

AzureloT Suite

Addressing real 0T scenarios commonly requi@abining multiple technologies from the Microsoft
data platform. As just shown, for example, a full solution might require using IoT Hub, Stream Analyf
and more. To make this eas to do, Microsoft provides Azure |oT Suite.

loT Suite addressesthg®2 Y Ay OKIF ff Sy3Sa @2dz2QNB f Al1Ste i
First, it provides preonfigured solutions for common scenariascluding remote monitoring and
predictive maintenanceRather than making your developers choose and contectarious Azure
components, |oT Suitdoes much of that for them. Second, I0T Suite provides a single SKU for a vari
of loTrelated Azure technologies. Rather than guessing how much a solution will cost, you can know
the price up front.

The Internet ofThings will likely affect most organizations, including yours. The goal of Azure 0T suit
to provide a broad technology solution for loT applications, along with a predictable price for running
those applications.

Scenario: Findingrendsin IoT Data

Once an organizatiois ableto accept ancprocess 0T data, the next thilitgoften wantsto do is look foratypical
trendsin that data. For example, an application that processes streaming data from oil wells might waisetan
aletA ¥ | ¢ S f i eddilLiidasisguzNaggbe an application that monitors refrigerators for a storage
company needso let workers know if theverageemperature for any of them is falling over the last 30 minutes
In both of these examples, changes like these might signal the need for maintenance or repair.

Findingatypicaltrendsdza dzI £ £ & ! X & y QK | Kil ONGRoN®BY ijatimis MstReanding dafil#en notice
when the trends differ from the nornButfiguring outwhat that norm looks likecan requireexaminingarge
amounts of historicastreaming data. To store that historical data, orgations can usézure Blobs.

Technology SnapshofzureBlobs
¢KS GSNXY aof20é Aa |y | ONER Y éactyTwhaNAzuréBlobs@na binddd datah . 2 S0G =
Blob storage is quite scalable single blob can holdundreds ofgigabytesf datar and relatively inexpensive at



just a fewcents per gigabytper month If you need to store large amounts of unstructured data as cheaply as
possible, Azure Blobs are hard to beat.

Describing the Scenario

Imagine once again a standard IoT scenarienghots of devices are sending lots of streaming data to the cloud
for processingThe code that examines this data is lookingdtypical trendsunusual situatios it needs to flag
Figure 3showshow this might look.
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Figure3: Combiningstreaming daa with machine learningallows detectingtrendsin streaming data, then
acting on thesdrends.

Much like the previous scenatithe incoming data is first buffered bgTHub, then processed by streaming data

technology: Stream AnalyticStorm or Spark Streaming-hisstreaming technologgoes several thingwith the

data it receivesFirst, t calls into a model created with Azure Machine Learning (ML). As its name suggests, Azure

ML is a machine learning technologyilt on the Azureplatform. It can find patterns in large amounts of data, then
createamodelll K 1 Q& o0fS G2 RSGSO0G G(K2a$8S alyS LIGAISNya Ay ySs
data about various oil well parameters, including an indication of when each well had psoldi@night be able to

find patterns in thiglata that predicted failure, theproducea model that recognizhose patterns.

The streaming technology passes the maretent datafrom a stream The modetan then returnthe probability
that this new datanatches s&knownpattern. Ifthere is a matchsuch as when an oil well sends data indicating that
AlGQa I otasireaniiy te€hndlofgan take action. In this exate, it notifies business users of the likely
problemthrough a custom application

Rather than just throw incoming data away, streaming applications commonly save it for later analysis.
Accordinglythe streaming technology in this scenastso writes all of the data it receiv@sthis scenaridnto
Blobs. Thisistoricaldata can then be useith various waysFor example, Azure ML mightread this data



periodically to create a new model reflecting current patterns in the streaming diia.would let the application
keep up to date with new kinds of anomalies.

Understanding Your Options

Figure 3 is simplified a bit to make the main points clearer. In fact, there are other things to think about, including
the following:

1 Historicaldata stored in Blobmight beread byAzure ML, as just described. It might alscelzamired by
other analytical technologies the Microsoft data platformincluding Hive, Spark, and a Microsoféated
approach called\zure Data Lake Analyticsll of these areapable of analyzinigrge amounts of unstructured
data in parallel

7 Along withAzure Blobs, the Mrosoft data platform includes otheptionsthat might be used to store
streaming dataFor example, Azure Data Lak®reis acloudofferingthat implements the Hadoop
Distributed File System (HDRES)a serviceEspecially for datehtat will be used for later analysidzureData
LakeStorecan offer more scale and better performance than Blobs.

7 As the figure shows streaming technologgan send streaming data to several outputs simultarsgpult can
even send that datéo other Azure servicedettingthe same stream of dathe processed in multiple ways

ScenarioDetecting Fraud in Real Time

Fraud $ a problem in many businesses, amdettting itquicklycan be worth dot of money. In the modern world,
where so much fraud takes place on devices, streaming data cambélps

In some situations, the best approach is to let software respaundmaticallyto fraud. If a mobile phone company

can detect fraudulent calls, faxample, ittanimmediatelyshu down the offending phoneButeven in cases like

this,il Q& I £ a2 et peapR Ndckraadi This quires givingthemawayto sk | 1 Q& KIF LILISY Ay 3 NI
now, something thastreaming datacan provide To helppeople work withstreaming dataand other information

througha common user interfacghe Microsoft data platfornprovidesPower BI.

Technology Snapshot: Power BI

Power Bl is a cloubased service that lets its users access diverse data from anywhere.gtesent upto-the-
minute views from many different sources, then make those views accessifleowsers and mobile devices.
Figure 4shows an example of a Power Bl interface.

10
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Figured: Power Bl is a cloudbased service that provides a common ugeterface to data from many sources,
including streaming data

As this example suggests, Power Bl can display information from many different sources in a unifiddwday

applicationssuch as Office 368ata analysisechnologies, and other®ower Bhlso provides a designer that lets

business users create reports and dashboards on theiroivik S& R2y Qi ySSR {2 NBide 2y RS
ail K2dzZaK t26SN) . L AayQi RSajedgcbi®se@rdagaid mb2Powek Bl inlerlags & (G NB | Y A
showingresults from real time streamdhis kind of data has become too important to ignore.

Technology Snapshot: Azure Event Hubs

l'a RSAONAOSR SINIASNE @g2NJAYy3I gAGK AaGNBIFYAyYy3a REGF O2YY;
someincoming events. For 0T scenarios, the best choice for doing this is 10T Hub. For other scenarios, however,
Microsoft provides Azure Event Hubs.

Like 10T Hub, the Event Hubsrviceprovidesa place to store incoming data until it can be processed. Biabs

can handle as much as a gigabyte of data per second spread across billions of incoming events, and by default, the
buffered data will be stored for 24 hoursnlike 10T Hub, howeveli, KS 9 @Sy (i | dzopgrovideaMayr OS R2 S 3
to talk back to the deicesgeneratingthat data. This service ialso intended to be used in more general scenarios,

such as passing streams of data between different Azure stream processing séniic€sad | f AGGt S oA 0 &A
Hubr in fact, loT Hub is built on top of @ Hubs 6 dz{i A dirted ata bioad2r range of situations.

Describing the Scenario

Think about a mobile phone company with users around the world. Each of its phones contains a subscriber
identity module, more often called &lMcard. Among other thirg the SIM card definewho will get the bill for
calls made from this phone.

11



{dzLJL)2 4SS ONA YAyl fa FAYR | gl & (2 RdzLX AOFGS GKS Ay TF2NXNI G,
another phoneusingthis duplicate SIMwith those calldilled to somebody elseThemobile phone company
might use streaming dat detect this kind of fraudh real timg as Figure 5 shows.

Figure5: Processing catlata in real timeOl y KSf LJ RSGSOG FNIXdzR Fa AdGQa |

In this scenaripdata about evey call made from every phone in every country is sent into Event Hubs. This data
includes the location the call was made frosnch aghe cell tower that handled the outgoing call s&keaming
technology Stream AnalyticsStorm, or Spark Streamimganuse this data stream taletect whether the same

SIM card is being used in two placéithin an unreasonably short interval.

For example,hie querymightlook for calls made iGGermany and Japanside the same fiveninute window.If

this situation appearghe phone company can shut down the phones immediately, preventing the fraud from
continuing.Real time information about thitype offraud canalsobe displayed to business users through Power
BI, while the detailed data is written to Azure Blobs fotHer analysis.

Understanding Your Options

This scenario is much like the one that preceded it, so all of the issues listecstidrd JLI @ & LG Qa | faz2 42
pointing out that the large amount of streaming data collected in this scenaightntet the phae company find

patterns that indicateother types of fraudFraud is an anomaly, so just as in the previous scerhddirm could

useAzure Machine Learning to do this.

Scenario: Doing Complex Evdatocessingdn-Premises

Handling streaming data in the cloud has much to recommend it. Cloud technologies such as Event Hubs and
Stream Analytics are broadly accessible and quite scalable. But taking this approach metresdhtt must
leave your organization to be processédK SNBE | NB OF 4Sa ¢KSNB (GKA&A AayQd LI2aaa
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