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Introducing the Microsoft Private Cloud  

Every organization wants to use its resources well. One way to do this is by running applications in virtual machines 

(VMs) rather than directly on physical machines. Virtualization has real value, and most organizations have 

adopted this approach in their datacenters. Useful as it is, however, the next step in the evolution of virtualization 

has ōŜŎƻƳŜ ŎƭŜŀǊΥ LǘΩǎ private clouds.  

A private cloud provides a more effective way to deploy, use, and manage VMs, applications, and other IT 

ǊŜǎƻǳǊŎŜǎ ƻƴ ƘŀǊŘǿŀǊŜ ǘƘŀǘΩǎ ŘŜŘƛŎŀǘŜŘ ǘƻ ŀ ǎƛƴƎƭŜ ƻǊƎŀƴƛȊŀǘƛƻƴΦ MicrosoftΩǎ private cloud technologies, embodied 

in System Center 2012 and Hyper-V, make this possible. This paper provides a big-picture overview of this 

technologȅΣ ŜȄǇƭŀƛƴƛƴƎ ǿƘŀǘ ƛǘ ƛǎ ŀƴŘ ǿƘȅ ƛǘΩǎ ǳǎŜŦǳƭΦ  

What is a Private Cloud? 
What exactly is a private cloud? And how is it different from traditional virtualization? Both questions have 

straightforward answers. 

In a traditional virtualized environment, like those in most enterprises today, getting new resources requires 

human intervention. For example, if a developer needs a new VM, what happens commonly looks something like 

the process shown in Figure 1. 

 

Figure 1: In traditional virtualization, an IT user requests resources from a person, then waits for a verification 

process to complete. 

To get a new VM, application instance, or another resource, an IT user makes a request to the VM administrator 

(step 1). How this request is made varies; some organizations provide a Web portal to do this, while others rely on 

email or another less formal interactionΦ IƻǿŜǾŜǊ ƛǘΩǎ done, the request causes the VM administrator to carry out 

some kind of process to determine whether the request should be granted (step 2). This might be simple: Perhaps 

the administrator can make his own decision based on available resources. Especially in larger organizations, 

however, the process might be more complex, requiring approvals from various people. The more complex the 

ǇǊƻŎŜǎǎΣ ǘƘŜ ƭƻƴƎŜǊ ƛǘΩǎ ƭƛƪŜƭȅ ǘƻ ǘŀƪŜΣ ŀƴŘ ǎƻ an apparently simple request for a new VM can take days or weeks to 
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approve. Assuming the request is granted, however, the VM administrator eventually creates the new resource 

using some VM management tool (step 3). 

²Ƙȅ ƴƻǘ ŀǳǘƻƳŀǘŜ ǘƘƛǎΚ wŀǘƘŜǊ ǘƘŀƴ ǊŜǉǳƛǊŜ ƘǳƳŀƴ ƛƴǘŜǊǾŜƴǘƛƻƴΣ ǿƘȅ ŎŀƴΩǘ ǘƘŜ L¢ ǳǎŜǊ ǿƘƻ ƴŜŜŘǎ ŀ ƴŜǿ ǊŜǎƻǳǊŎŜ 

allocate it herself from a pre-defined resource pool? This is the core idea of a private cloud, as Figure 2 shows. 

 

Figure 2: In a private cloud, an IT user requests a resource directly from a pre-defined pool. 

Rather than requiring an approval process for each request made by an IT user, the VM admin can instead create 

one or more clouds in advance (step 1). An ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ŦƛƴŀƴŎŜ ŘŜǇŀǊǘƳŜƴǘ might have its own cloud, for 

instance, with another cloud for marketing and a third for the research group. Each cloud has a defined set of 

available resources and users, with pre-defined quotas that limit how much users of that cloud can consume. 

When an IT user needs a resource, such as a developer requesting a VM, she can now use a self-service portal to 

request this resource directly from a cloud to which she has access (step 2). 

The benefits of doing this are apparent. CƻǊ ƻƴŜ ǘƘƛƴƎΣ ƛǘΩǎ ŦŀǎǘŜǊΦ wŀǘƘŜǊ ǘƘŀƴ ǿŀƛǘƛƴƎ Řŀȅǎ ƻǊ ǿŜŜƪǎΣ ǘƘŜ L¢ ǳǎŜǊ 

can have a resource allocŀǘŜŘ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ƛƴ ƳƛƴǳǘŜǎΦ ¢Ƙƛǎ ŀǇǇǊƻŀŎƘ ƛǎ ŀƭǎƻ ƭƛƪŜƭȅ ǘƻ ōŜ ŎƘŜŀǇŜǊΣ ǎƛƴŎŜ ǘƘŜǊŜΩǎ ƴƻ 

need to use the time of a highly skilled (and highly paid) VM administrator to carry out these simple requests.  And 

especially for applications, this kind of automated installation reduces the chances for error in what can be a 

complicated process.  

Getting these benefits requires some work, of course. Creating a private cloud requires up-front effort, such as 

deciding what resources each cloud should be allocated and what user quotas should be. An organization must 

also determine exactly which services each cloud will offer. A cloud used solely by a development group might 

provide only standard VMs, for example, while one used by a business unit might allow deploying any of a specific 

set of applications.  

Another issue for many organizations is the loss of immediate control. While the VM admin still has ultimate 

ǇƻǿŜǊ ƻǾŜǊ ǘƘŜ ŜƴǾƛǊƻƴƳŜƴǘΣ ƘŜΩǎ ƴƻ ƭƻƴƎŜǊ ƛƴǾƻƭǾŜŘ ƛƴ ǘƘŜ ŘŜǘŀƛƭŜŘ ŀƭƭƻŎŀǘƛƻƴ ƻŦ ƴŜǿ ǾƛǊǘǳŀƭƛȊŜŘ ǊŜǎƻǳǊces. 

Similarly, IT users no longer have a static set of physical or virtual servers that belong solely to them. Instead, 

ǘƘŜȅΩǊŜ ŀƭƭƻŎŀǘŜŘ ǊŜǎƻǳǊŎŜǎ ŦǊƻƳ ǘƘŜ Ǉƻƻƭ ǇǊƻǾƛŘŜŘ ōȅ ŀ ŎƭƻǳŘΦ  
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¢ƘŜǎŜ ŎƘŀƴƎŜǎ Ŏŀƴ ōŜ ŎƘŀƭƭŜƴƎƛƴƎΣ ŜǎǇŜŎƛŀƭƭȅ ŀǘ ŦƛǊǎǘΣ ŀƴŘ ƛǘΩǎ ƛƳǇƻǊǘŀnt to realize that adopting a private cloud ƛǎƴΩǘ 

just a technology changeτit also requires new attitudes and behaviors. Still, the benefits can be significant. What 

IT organization ŘƻŜǎƴΩǘ ǿŀƴǘ ǘƻ give its users faster service at a lower cost?  

Private Clouds and Public Clouds 
Before looking more specifically at MicrosoftΩǎ private cloud technologiesΣ ƛǘΩǎ ǿƻǊǘƘ ŜȄŀƳƛƴƛƴƎ ǘƘŜ ƛŘŜŀ ƻŦ ŎƭƻǳŘ 

computing itself. The characteristics of this approachτthe things that make a cloud a cloudτinclude the 

following:  

 Pooled Resources: Rather than assigning fixed compute, storage, and networking resources to particular users, 

ŀ ŎƭƻǳŘ ǇǊƻǾƛŘŜǎ ŀ ǊŜǎƻǳǊŎŜ Ǉƻƻƭ ǘƘŀǘ ŀƭƭ ǳǎŜǊǎ ǎƘŀǊŜΦ ²ƘƛŎƘ ǇƘȅǎƛŎŀƭ ƳŀŎƘƛƴŜ ŀ ±a Ǌǳƴǎ ƻƴ ŘƻŜǎƴΩǘ ƳŀǘǘŜǊ ǘƻ 

a userτall she cares about is that the cloud meet the service level agreement (SLA) it promises. And because 

ǘƘŜ ǇƘȅǎƛŎŀƭ ǊŜǎƻǳǊŎŜǎ ŀǊŜ ƻǇŀǉǳŜ ǘƻ ǘƘŜ ŎƭƻǳŘΩǎ ǳǎŜǊǎΣ ǘƘƻǎŜ ǊŜǎƻǳǊŎŜǎ Ŏŀƴ ōŜ ŦǊŜŜƭȅ ǊŜŎƻƴŦƛƎǳǊŜŘ ŀǎ ƴŜŜŘŜŘ 

ǘƻ ƻǇǘƛƳƛȊŜ ǘƘŜ ŎƭƻǳŘΩǎ ǎŜǊǾƛŎŜΦ  

 Self-Service Access: Getting access to computing resourcesτVMs and moreτwithout needing human 

approval for each request is a fundamental aspect of cloud computing.   

 Elasticity: The set of resources a particular user has can grow and shrink over time. For example, a three-tier 

application might increase ǘƘŜ ƴǳƳōŜǊ ƻŦ ²Ŝō ǎŜǊǾŜǊ ±aǎ ƛǘΩǎ ǊǳƴƴƛƴƎ when an ŀǇǇƭƛŎŀǘƛƻƴΩǎ ƭƻŀŘ increases, 

then decrease them when the load shrinksΦ CǊƻƳ ǘƘŜ Ǉƻƛƴǘ ƻŦ ǾƛŜǿ ƻŦ ŀ ŎƭƻǳŘΩǎ ǳǎŜǊΣ ŎƻƳǇǳǘƛƴƎ ǊŜǎƻǳǊŎŜǎ ŀǊŜ 

elastic. 

 Metered Use of Resources: Because resources can be allocated in a fine-grained way, such as per-VM per-

hour, clouds can offer metered use. A user might be able to monitor the details of her resource use, for 

example, perhaps being charged only for what she uses. 

Put simply, cloud computing allows self-service access to an elastic pool of IT resources. When this pool is provided 

ōȅ ǇƘȅǎƛŎŀƭ ǊŜǎƻǳǊŎŜǎ ŘŜŘƛŎŀǘŜŘ ǘƻ ŀ ǎƛƴƎƭŜ ǳǎŜǊ ƻǊƎŀƴƛȊŀǘƛƻƴΣ ƛǘΩǎ ǾƛŜǿŜŘ ŀǎ ŀ ǇǊƛǾŀǘŜ ŎƭƻǳŘΦ ²ƘŜƴ ǘƘƛǎ Ǉƻƻƭ ƛǎ 

provided by physical resources shared by multiple user organizationsΣ ƛǘΩǎ ŎƻƳƳƻƴƭȅ ǾƛŜǿŜŘ ŀǎ ŀ ǇǳōƭƛŎ ŎƭƻǳŘΦ 

While both private and public clouds have all of the characteristics just listed, the idea of cloud computing first 

became visible in public clouds. One popular public cloud option, known as Infrastructure as a Service (IaaS), offers 

VMs on demand. This same IaaS approach is what underlies most private clouds today (although more than just 

VMs can be provided, as already mentioned). 

¸Ŝǘ ƛǘΩǎ ƳƛǎƭŜŀŘƛƴƎ ǘƻ ǘƘƛƴƪ that organizations need to choose between private and public clouds. Some scenarios, 

such as supporting Internet-scale applications, are clearly a good fit for public cloud technologies such as 

aƛŎǊƻǎƻŦǘΩǎ Windows Azure. But private clouds are really just the evolutƛƻƴ ƻŦ ǘƻŘŀȅΩǎ ǾƛǊǘǳŀƭƛȊŜŘ Řŀǘŀcenters. Any 

organization that is serious about virtualization today, regardless of its public cloud plans, should also be serious 

about private clouds. TƘŜȅΩǊŜ ǘƘŜ ƴŜȄǘ ǎǘŜǇ ƻƴ ǘƘŜ ǾƛǊǘǳŀƭƛȊŀǘƛƻƴ ǇŀǘƘΦ 

Creating a Private Cloud with System Center 2012 
System Center 2012 allows creating and using private clouds. Customers and partners can use these technologies 

to offer traditional IaaS services, such as VMs on demand. This technology family also provides more, with support 
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for deploying multi-tier applications, monitoring and updating those applications, and automation services to make 

all of this more efficient. Figure 3 illustrates the primary technologies used to construct a Microsoft private cloud. 

 

Figure 3: The Microsoft private cloud relies on several different System Center 2012 components and supports 

multiple hypervisors. 

As the figure shows, the Microsoft private cloud supports three different hypervisors: Microsoft Hyper-V, VMware 

ESX/ESXi, and Citrix XenServer. It also supports conventional compute, storage, and networking hardware along 

with pre-packaged hardware configurations that conform to the Hyper-V Cloud Fast Track specification.  

Building on this foundation, System Center 2012 can create a private cloud. The main components used to do this 

are the following:  

 System Center Virtual Machine Manager (VMM) 2012, which provides the fundamental services for creating 

and managing clouds. It also provides the technologies used to deploy and update VMs and applications. 

 System Center App Controller 2012, a self-service portal for requests made directly to a private cloud created 

with VMM 2012. (As described later, this portal can also be used with Windows Azure.) 

 System Center Service Manager 2012, which provides automated IT service management and an associated 

self-service portal. If an organization wishes to define a process with human approvals for some private cloud 

scenarios, for example, Service Manager 2012 makes this possible. 

 System Center Orchestrator 2012, providing a way to automate interactions among other management tools 

such as VMM 2012 and Service Manager. 

 System Center Operations Manager 2012, which can monitor VMs, applications, and other aspects of a private 

cloud, then initiate actions to fix problems it detects. 



 

 

 7 

!ƭƭ ƻŦ ǘƘŜǎŜ ǘŜŎƘƴƻƭƻƎƛŜǎ ŘŜǇŜƴŘ ƻƴ ²ƛƴŘƻǿǎ {ŜǊǾŜǊ нллу wн ŀƴŘ !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅΦ LǘΩǎ ŀƭǎƻ ǿƻǊǘƘ ǇƻƛƴǘƛƴƎ ƻǳǘ 

that the System Center 2012 suite as a whole includes more than this, with technologies for configuration 

management, data backup, and more. The focus here, however, is solely on the private cloud aspects of this 

family. 

Using the Microsoft Private Cloud: Scenarios 

The best way to get a sense of what the Microsoft private cloud provides is to walk through examples of how it can 

be used. This section looks at six scenarios: 

 An administrator creating a cloud. 

 A developer creating a virtual machine. 

 An IT pro deploying an application. 

 An administrator updating a deployed application. 

 A developer creating a virtual machine with an approval process. 

 System Center detecting and fixing a problem in a running application. 

The goal is to provide a representative sample of how an organization can use the Microsoft private cloud and of 

the value it provides. 

An Administrator Creating a Cloud 
Before anybody can use a private cloud, someone must create it. In the Microsoft private cloud, this task is done 

primarily by a Virtual Machine Manager 2012 administrator. Figure 4 gives a high-level view of the process. 
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Figure 4: A VMM administrator creates a cloud and defines VM images and VM templates, while application 

owners create service templates for the cloudΩǎ ŀǇǇƭƛŎŀǘƛƻƴǎ. 

Through the user interface provided by the VMM console, the VMM administrator creates a new cloud and gives it 

a name (step 1). Lƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ǘƘŜ ŎƭƻǳŘ ǇǊƻǾƛŘŜǎ L¢ ǊŜǎƻǳǊŎŜǎ ǘƘŀǘ ǿƛƭƭ ōŜ ǳǎŜŘ ōȅ ŀƴ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ǊŜǎŜŀǊŎƘ 

group, and so ǘƘŜ ŎƭƻǳŘΩǎ name is Research. When creating the cloud, the VMM admin specifies which physical 

resources are available to it, including servers, storage, and load balancers. 

Next, the VMM admin defines quotas and self-service user roles for this cloudΣ ƛƴŦƻǊƳŀǘƛƻƴ ǘƘŀǘΩǎ ǎǘƻǊŜŘ ƛƴ ǘƘŜ 

VMM library (step 3). Quotas let the admin specify limits on the total number of virtual machines that can be 

created in this cloud, on the amount of memory those VMs can use, on the total amount of storage available, and 

more. By creating self-service users, the admin defines exactly who has the right to create VMs, deploy 

applications, and perform other actions in this cloud. ! ŎƭƻǳŘΩǎ users are actually defined in Active Directory, and 

ǘƘŜȅΩǊŜ ǘȅǇƛŎŀƭƭȅ ǎǇŜŎƛŦƛŜŘ ŀǎ ƎǊƻǳǇǎ ǊŀǘƘŜǊ ǘƘŀƴ ƛƴŘƛǾƛŘǳŀƭ ǳǎŜǊǎΦ CƻǊ ŜȄŀƳǇƭŜΣ ǘƘŜ wŜǎŜŀǊŎƘ ŎƭƻǳŘ ƳƛƎƘǘ ƘŀǾŜ ŀ 

Developers group whose members have the right to create VMs for their own use, and a BU IT Admin group 

containing administrators in this business unit who are allowed to deploy applications. The VMM admin can also 

define quotas for each self-service user, limiting the resources they can use. Different users can be allowed to 

consume different amounts of memory and storage, for example, or create different numbers of VMs. These limits 

ǇǊŜǾŜƴǘ ŀƴȅ ƻƴŜ ǎŜǘ ƻŦ ǳǎŜǊǎ ŦǊƻƳ ǳǎƛƴƎ ǘƻƻ ƭŀǊƎŜ ŀ ǎƘŀǊŜ ƻŦ ŀ ŎƭƻǳŘΩǎ ǊŜǎƻǳǊŎŜǎΦ  

!ƭǘƘƻǳƎƘ ƛǘΩs not required, the VMM admin is also likely to define a base set of VM images and VM templates for 

this cloud (step 3). Despite their similar names, these two things are quite distinct: 

 A VM image contains an operating system image that can be used to create a virtual machine. With Hyper-V 

and XenServer, these are stored in .vhd files, while ESX/ESXi uses .vmdk files. 



 

 

 9 

 A VM template references a particular VM image, then defines other information needed to create a virtual 

machine using that VM image. Among other things, this information includes a hardware profile, specifying 

things such as the amount of memory the VM should have, and an operating system profile, which can define 

the name of the Active Directory ŘƻƳŀƛƴ ǘƘŜ ±a ǎƘƻǳƭŘ ōŜƭƻƴƎ ǘƻ ǿƘŜƴ ƛǘΩǎ ŎǊŜŀǘŜŘ and more. Once VM 

ǘŜƳǇƭŀǘŜǎ ŜȄƛǎǘΣ ǘƘŜ ŎƭƻǳŘΩǎ ǳǎŜǊǎ Ŏŀƴ create instances of new VMs from those templates.  

In some situations, such as developers creating a development environment, creating VMs from VM templates 

might be sufficient. Yet a cloud created with VMM 2012 can do more than this: It can also work with complete 

applications. To allow this, the product introduces the notion of service templates. As described in more detail 

later, a service template can wrap together everything needed to deploy and run a multi-tier application. This 

includes the code for the application, descriptions of its database schemas, VM templates that describe the VMs it 

runs in, and more. 

²ƘƛƭŜ ƛǘΩǎ ǇƻǎǎƛōƭŜ ŦƻǊ ŀ ±aa ŀŘƳƛƴ ǘƻ ŎǊŜŀǘŜ ŀ ǎŜǊǾƛŎŜ ǘŜƳǇƭŀǘŜ ŦƻǊ ŀƴ ŀǇǇƭƛŎŀǘƛƻƴΣ ƛǘΩǎ more likely that an 

application owner will do this. This owner might be a developer who worked on the application, the person who 

deploys the application, or someone else. Whoever it isΣ ǎƘŜΩƭƭ ƴŜŜŘ ǘƻ ƘŀǾŜ ƪƴƻǿƭŜŘƎŜ ƻŦ Ƙƻǿ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ is 

structured and how it ǎƘƻǳƭŘ ǊǳƴΦ ²ƘŜƴ ŀ ƴŜǿ ŎƭƻǳŘ ƛǎ ŎǊŜŀǘŜŘΣ ƛǘΩǎ ƭƛƪŜƭȅ ǘƘŀǘ application owners will create some 

number of service templates for that cloud (step 4 in Figure 4). To do this, they use a Service Template Designer 

provided by VMM 2012. Users of the cloud can then deploy new instances of the applications defined by these 

service templates.  

A Developer Creating a Virtual Machine  
Once a cloud is created, using it is straightforward. Figure 5 shows perhaps the most basic scenario for using a 

private cloud: a developer requesting a virtual machine. 



 

 

 10 

 

Figure 5: A developer can use App Controller 2012 to request a VM, then rely on VMM 2012 to create that VM. 

As the figure shows, a developer can access the Research cloud through the self-service portal provided by App 

Controller 2012Φ hƴŎŜ ǎƘŜΩs logged in, the portal will show her all available resources in all of the clouds to which 

she has access (step 1). This includes any VMs she can create from VM templates available in the Research cloud. 

She chooses to create one of these VMs (step 2), and App Controller 2012 passes her request to VMM 2012 (step 

3).  

Before creating this VM, VMM 2012 makes sure that the request can be fulfilled (step 4). Doing this requires 

ŎƘŜŎƪƛƴƎ ǘƘŀǘ ƛǘ ŘƻŜǎƴΩǘ ŜȄŎŜŜŘ ŜƛǘƘŜǊ ǘƘŜ ǉǳƻǘŀ ŦƻǊ ǘƘƛǎ ŎƭƻǳŘ ƻǊ ǘƘŜ ǉǳƻǘŀ ŦƻǊ ǘƘŜ ǳǎŜǊ ƳŀƪƛƴƎ ǘƘŜ ǊŜǉǳŜǎǘΦ ±aa 

2012 also makes sure that the request is within the capabilities of the cloud. (For example, a request might ask for 

ŀ ƘŀǊŘǿŀǊŜ ǊŜǎƻǳǊŎŜ ǘƘŀǘ ƛǎƴΩǘ ǇǊƻǾƛŘŜŘ ƛƴ ǘƘŜ wŜǎŜŀǊŎƘ ŎƭƻǳŘ, such as high-speed storage.) LŦ ǘƘŜ ŘŜǾŜƭƻǇŜǊΩǎ 

request passes all of these checks, VMM 2012 creates the VM she asked for in the Research cloud (step 5). 

Notice that this entire process is automated. Because the private cloud was already defined, and because quotas 

ƘŀŘ ōŜŜƴ ǎǇŜŎƛŦƛŜŘ ŦƻǊ ōƻǘƘ ǘƘŜ ŎƭƻǳŘ ŀƴŘ ƛǘǎ ǳǎŜǊǎΣ ǘƘŜǊŜΩǎ ƴƻ ƴŜŜŘ ŦƻǊ ŀƴȅ ŀǇǇǊƻǾŀƭ ǇǊƻŎŜǎǎΦ wŀǘƘŜǊ ǘƘŀƴ ǿŀƛǘƛƴƎ 

days or weeks, the developer gets her requested VM in minutes. Notice too that the developer creating the VM 

ŘƻŜǎƴΩǘ ƴŜŜŘ ǘƻ ǿƻǊǊȅ ŀōƻǳǘ ǿƘŀǘ ǇƘȅǎƛŎŀƭ ƳŀŎƘƛƴŜ ǘƘŀt VM is running on. VMM 2012 makes this decision based 

on its knowledge of the resources available for this cloud.  

An IT Pro Deploying an Application  
A traditional IaaS cloud provides VMs on demand. This is useful, since helping a developer get a VM more quickly is 

a good thing. But VMs are just a means to an end; the real business value of IT comes from applications. Letting an 
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organization deploy applications more effectively can be significantly more useful than just allowing faster access 

to VMs. Accordingly, the Microsoft private cloud allows deploying new applications as well as new VMs. 

To understand why this is useful, think about how organizations typically deploy applications today. The process is 

often quite complicatedτjust describing it can take many pages. And the same application frequently needs to be 

deployed multiple times in development, test, staging, and production environments. EǾŜƴ ƻƴŎŜ ƛǘΩǎ ƛƴ ǇǊƻŘǳŎǘƛƻƴΣ 

updates commonly require deploying the application again.  

Every time an application is deployed, the people carrying out the process have the opportunity to make a mistake. 

Given that one of the core benefits of a private cloud is increased automation, why not automate the application 

deployment process? By embedding this process in software, an organization can increase the odds of a successful 

outcome.  

Doing this requires management software support, which is why VMM 2012 provides service templates. Each 

service template encapsulates everything required to deploy and run a new instance of an application. Just as a 

ŎƭƻǳŘΩǎ ǳǎŜǊ Ŏŀƴ ŎǊŜŀǘŜ ƴŜǿ ±aǎ ƻƴ ŘŜƳŀƴŘΣ ƘŜ Ŏŀƴ ŀƭǎƻ install and start new applications on demand. Figure 6 

illustrates the process. 

 

Figure 6: An administrator can request a new instance of a multi-tier application, then rely on VMM 2012 to 

deploy that instance. 

As in the previous scenario, a user logged into App Controller 2012 sees a list of available cloud resources (step 1). 

In this case, however, that user is a business unit IT admin, not a developer, and his goal is to deploy an application 

rather than create a VM. To do this, he chooses an application from the list displayed by the portal (step 2), and 

this request is conveyed to VMM 2012 (step 3).  
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Choosing an application in App Controller 2012 in fact chooses a service template. VMM 2012 examines this 

ǎŜǊǾƛŎŜ ǘŜƳǇƭŀǘŜ ǘƻ ƭŜŀǊƴ ǿƘŀǘΩs required to create an instance of the application it describes, then verifies that 

ǘƘƛǎ ǊŜǉǳŜǎǘ ƳŀǘŎƘŜǎ ǘƘŜ ŎƭƻǳŘΩǎ ǉǳƻǘŀ ŀƴŘ ŎŀǇŀōƛƭƛǘƛŜǎ όǎǘŜǇ пύΦ LŦ ŜǾŜǊȅǘƘƛƴƎ ŎƘŜŎƪǎ ƻǳǘΣ ±aa нлмн ǿƛƭƭ ŎǊŜŀǘŜ 

one or more new VMs to run this application, install the application in those VMs, and start it running (step 5). 

In this example, the application has three tiersτWeb, business logic, and dataτeach running in its own VM. While 

ǘƘƛǎ ƛǎ ŎƻƳƳƻƴΣ ƛǘΩǎ ƴƻǘ ǊŜǉǳƛǊŜŘΤ ǎŜǊǾƛŎŜ ǘŜƳǇƭŀǘŜǎ ŀǊŜ ƳƻǊŜ ƎŜƴŜǊŀƭ ǘƘŀƴ ǘƘƛǎΦ LǘΩǎ ŜǾŜƴ ǇƻǎǎƛōƭŜ ǘƻ ŘŜŦƛƴŜ ŀ 

service template that does nothing more than create a new VM (which can be quite useful, as described later). 

IƻǿŜǾŜǊ ǘƘŜȅΩǊŜ applied, the goal of service templates is to provide a convenient way to package and deploy 

useful units of functionality. 

Deploying applications through service templates also has other advantages. For example, a service template can 

ǎǇŜŎƛŦȅ ǘƘŀǘ ƻƴŜ ƻǊ ƳƻǊŜ ƻŦ ŀƴ ŀǇǇƭƛŎŀǘƛƻƴΩǎ ǘƛŜǊǎ Ŏŀƴ ōŜ ǎŎŀƭŜŘ ƻǳǘΣ ǿƛǘƘ ǘǿƻ ƻǊ ƳƻǊŜ ±aǎ ǊǳƴƴƛƴƎ ƛƴ ǘƘŀǘ ǘƛŜǊΦ ¢ƘŜ 

template can then specify a load balancer to spread requests across those VMs, and the application owner can 

control how many VMs are running at any time. In a private cloud built using System Center 2012, using service 

templates to define and deploy applications is the recommended approach. 

An Administrator Updating a Deployed Application  
5ŜǇƭƻȅƛƴƎ ŀƴ ŀǇǇƭƛŎŀǘƛƻƴ ƳƻǊŜ ǉǳƛŎƪƭȅ ƛǎ ŀƭƭ ōǳǘ ŎŜǊǘŀƛƴ ǘƻ ǇƭŜŀǎŜ ǘƘŀǘ ŀǇǇƭƛŎŀǘƛƻƴΩǎ ǳǎŜǊǎΦ ¸Ŝǘ ŀƴ ŀǇǇƭƛŎŀǘƛƻƴ (and 

the platform it runs on) is probably updated ƳƻǊŜ ƻŦǘŜƴ ǘƘŀƴ ƛǘΩǎ ŘŜǇƭƻȅŜŘΣ ŀƴŘ ǎƻ making updates simpler also has 

significant value. Reflecting this, the Microsoft private cloud contains several technologies aimed at making it 

easier to update applications deployed from service templates.  

For example, suppose a VMM administrator needs to apply patches to the copy of Windows Server 2008 R2 ǘƘŀǘΩǎ 

running in VMs used by a deployed application. With the Microsoft private cloud, the newly patched version of the 

operating system can be rolled out automatically to all applications that use it. Figure 7 illustrates how this process 

works. 
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Figure 7: When a VMM administrator updates a VM image, that change can be propagated automatically to all 

applications that use the VM image. 

Suppose the VMM administrator patches Windows Server 2008 R2 in a particular .vhd file, then imports this 

updated file as a new VM image into the VMM library (step 1). As mentioned earlier, each service template 

contains VM templates for the VMs it needs, and each VM template in turn contains a reference to a VM image. If, 

say, the logic tier of a deployed three-tier application uses this now-updated VM image, the new image needs to 

ōŜ ŘŜǇƭƻȅŜŘ ǘƻ ǘƘŀǘ ǘƛŜǊΩǎ ±a. A deployed application is always linked to the service template it was created from, 

and so VMM 2012 can find all of the applications that use this service template. 

To begin the application update process, VMM 2012 automatically marks as outdated all service templates that 

reference the previous version of the now-updated VM image (step 2). Lǘ ŘƻŜǎƴΩǘ ƛƳƳŜŘƛŀǘŜƭȅ ŀǇǇƭȅ ǘƘŜ ǳǇŘŀǘŜǎ ǘƻ 

applications that use these service templates, howeverτmaking this kind of change without warning can 

sometimes cause problems. Instead, VMM 2012 uses the App Controller 2012 user interface to inform the 

application owner that the service template her deployed application uses is outdated (step 3). She can then 

choose to apply an updated service template now or at some later time (step 4). Once it gets approval from the 

application owner, VMM 2012 will automatically install the new VM image in the logic tier of this application (step 

5). 

This scenario is slightly simplified. (In fact, the service template itself also has an owner who must accept the 

change before the application owners are notified.) Still, it illustrates the key idea, which is that an update made to 

a single VM image can be automatically deployed to all applications that use that image. This automation makes 

updates faster and less error-prone. And because VM images can be updated separately from applications, it also 

lets organizations create and manage fewer of those images. Rather than using a distinct VM image for each 

application, administrators can reuse a smaller set of these images across multiple applications. 
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hƴŜ ƭŀǎǘ Ǉƻƛƴǘ ǘƻ ǳƴŘŜǊǎǘŀƴŘ ƛǎ ǘƘŀǘ ǘƘƛǎ ƪƛƴŘ ƻŦ ŀǳǘƻƳŀǘŜŘ ǳǇŘŀǘŜ ƛǎ ŀǾŀƛƭŀōƭŜ ƻƴƭȅ ǿƛǘƘ ǎŜǊǾƛŎŜ ǘŜƳǇƭŀǘŜǎΤ ƛǘΩǎ ƴƻǘ 

possible with VM templates. This is why it usually makes sense to wrap a VM template inside a service templateτ

it allows automated updates to VMs as well as applications. 

A Developer Creating a Virtual Machine with an Approval Process 
One of the fundamental attractions of a private cloud is the ability for a user to get IT resources automaticallyτno 

human intervention is required. If a VMM administrator is comfortable with creating a cloud for a subset of his 

organization, defining services and quotas for that cloud, then letting people use the cloud as they wish, this 

approach can work well. 

But what if heΩǎ ƴƻǘ always willing to do this? Suppose there are some situations that still require IT users to go 

through a more formal approval process to get resources. ¢Ƙƛǎ ŎŀƴΩǘ ōŜ ŘƻƴŜ ǳǎƛƴƎ App Controller 2012τthis self-

service portal is designed entirely for automated access. Instead, the Microsoft private cloud provides another 

option for doing this with Service Manager 2012.  

The goal of Service Manager 2012 is to support IT service management in a broad sense. This includes 

implementing ITIL processes, such as change management and incident management, and it can also include 

processes for other things, such as allocating resources from a private cloud. For example, suppose an organization 

wishes to let developers allocate VMs from a private cloud, as shown earlier, but decides that these requests 

should sometimes require approval from the ŘŜǾŜƭƻǇŜǊΩǎ ƳŀƴŀƎŜǊ. Figure 8 shows an example of how this can be 

implemented in the Microsoft private cloud. 

 

Figure 8: Using Service Manager 2012, a developer's request for a new VM can trigger a workflow that 

implements a process such as requesting approval from her manager. 
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As the figure shows, Service Manager 2012 maintains a Configuration Management Database (CMDB). The CMDB 

is the repository for nearly all configuration and management-related information in the System Center 2012 

environment. With the Microsoft private cloud, this information includes VM templates, which are copied regularly 

from the VMM library into the CMDB.  

As the figure also shows, Service Manager 2012 provides its own self-service portal. Using the information in the 

CMDB, Service Manager 2012 can construct a service catalog that shows the services available to a particular user 

(step 1). In this case, that userτa developerτdecides to create a VM in the Research cloud (step 2). Rather than 

passing this request directly on to VMM 2012, however, as App Controller 2012 does, Service Manager 2012 

instead starts a workflow to handle the request (step 3). This workflow can do pretty much anythingτƛǘΩǎ ŎǳǎǘƻƳ 

logicτbut in this example, it does two things. First, suppose ǘƘŀǘ ǘƘŜ ŘŜǾŜƭƻǇŜǊΩǎ ƻǊƎŀƴƛȊŀǘƛƻƴ ƛǎ ŎƘŀǊƎŜŘ ōȅ ǘƘŜ 

central IT group for each VM she creates. Because of this, the workflow contacts the ŘŜǾŜƭƻǇŜǊΩǎ ƳŀƴŀƎŜǊ to get 

his approval for this request (step 4). If the request is approved, the workflow then starts an Orchestrator 2012 

runbook (step 5). 

A runbook is essentially another kind of workflow. While a Service Manager workflow is designed to implement 

ITIL-style processes, however, a runbook is designed to interact directly with system management tools. 

Accordingly, Orchestrator 2012 provides a range of pre-built components for interacting with many other 

technologies (including non-Microsoft management tools). Among these are some designed to interact with VMM 

2012. In this example, the runbook relies on Orchestrator 2012 components to ask VMM 2012 to create a new VM 

in the Research cloud (step 5). (Doing this relies on a PowerShell API exposed by VMM 2012.) As before, VMM 

2012 checks that this request is within the ǳǎŜǊΩǎ ǉǳƻǘŀ ŀƴŘ ǘƘŜ ŎƭƻǳŘΩǎ ŎŀǇŀōƛƭƛǘƛŜǎ όǎǘŜǇ сύΣ ǘƘŜƴ ŎǊŜŀǘŜǎ ǘƘŜ 

requested VM (step 7). 

LǘΩǎ ƛƳǇƻǊǘŀƴǘ ǘƻ ƴƻǘŜ ǘƘŀǘΣ ǳƴƭƛƪŜ ǘƘŜ ǎŎŜƴŀǊƛƻǎ ǎƘƻǿƴ ŜŀǊƭƛŜǊΣ ǘƘƛǎ ŜȄŀƳǇƭŜ ŘƻŜǎƴΩt necessarily show a built-in 

function of System Center 2012. Instead, Service Manager 2012, Orchestrator 2012, and the other components 

shown here make it possible for an organization to build its own custom workflow and runbook to accomplish this. 

Microsoft will provide solution accelerators, however, that give users of this technology predefined 

implementations of the most important private cloud scenarios. The key point is that automated resource 

allocation with App Controller 2012 ƛǎƴΩǘ ǘƘŜ ƻƴƭȅ option in the Microsoft private cloud. Using Service Manager 

2012, a private cloud can also handle requests that require human approvals or carry out other processes.  

System Center 2012 Detecting and Fixing a Problem in a Running Application  
Private clouds are an effective way to give IT users the computing resources they need. Yet while providing 

resources automatically ƛǎ ǳǎŜŦǳƭΣ ƛǘΩǎ ƴƻǘ ŜƴƻǳƎƘΦ Wherever possible, it also makes sense to automate 

management of those resources. 

For example, one of the key aspects of the Microsoft private cloud is its support for applications, not just the VMs 

those applications run in. Various things can go wrong while an application runs, many of which can be fixed (or 

better yet, avoided) without human involvement. The components of System Center 2012 can work together to 

accomplish this, as Figure 9 shows.  
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Figure 9: Operations Manager 2012, Service Manager 2012, and other System Center components can work 

together to automatically detect and fix problems with a running application. 

In this example, a three-tier application has been deployed by VMM 2012 from a service template. As described 

earlier, this template allows requests from ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴΩǎ users to be load balanced across two or more servers 

in its Web tier. Suppose that the number of incoming HTTP connections gets too high, forcing users to wait too 

long for responses. If the application is monitored by Operations Manager 2012, an Operations Manager agent in a 

Web tier VM (the orange ovals in Figure 9) can generate an alert indicating that the load on those servers has 

gotten too high (step 1). When it receives this alert, Operations Manager 2012 can send it as an incident to Service 

Manager 2012 (step 2). Service Manager 2012 then records the incident in the CMDB and (optionally) notifies 

someone via email (step 3). Next, Service Manager starts a workflow to remedy this problem (step 4). As in the 

previous example, this workflow might optionally request human approval before proceeding (step 5). In any case, 

the workflow starts an Orchestrator 2012 runbook to interact with VMM 2012 (step 6). This runbook uses the 

VMM PowerShell API to tell it to add another VM to ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴΩǎ ²Ŝō ǘƛŜǊ. To do this, VMM 2012 reads the 

ŀǇǇƭƛŎŀǘƛƻƴΩǎ ǎŜǊǾƛŎŜ ǘŜƳǇƭŀǘŜ to learn about this tier, then creates a new VM, installs ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴΩǎ Web tier 

code in this VM, and starts it running (step 7). While people can be involved in this process, ƛǘΩǎ ƴƻǘ ǊŜǉǳƛǊŜŘ. The 

entire scenario, from discovering the problem to fixing it, can be entirely automated. 

As with the previous scenario, the workflow and runbook required to do this might be entirely custom, with 

Service Manager 2012 and Orchestrator 2012 providing the foundation. Different organizations will implement this 

in different ways, but the main point remains the same: Managing applications well is an essential aspect of 

working with a private cloud. 






























