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Introducingthe Microsoft Private Cloud

Every organization wants to use its resources Wlle way to do this is byinning applications in virtual machines

(VMs)rather than directly on physical machinégirtualization has real valy@and most organizations have

adopted this approacin their datacenters Useful as its, however, the next step in the evolutionwftualization

haso SO2 YS (pfivate davds.L (1 Q &

A private cloud providea more effective way to deployse and manag&Ms,applications, and other IT

NBE&2dz2NOSa 2y KIFINRgl NB KL (i Qcrofdfirivade clo®iBchrilagiesemboligat S 2 NH |
in System Center 201ahd Hype#V, makethis possible. This paperovides a bigpicture overiew ofthis

technologg = SELX AYAy3I gKIG AdG A& YR ¢Ké AiGQa dzaSTdz o

What is a Private Cloud?

What exactly is a private cloud? And how is it different from traditional virtualizalBwtR questions have
straightforward answers

In a traditional virtualized environment, likedbe in mosenterprisestoday, getting new resources requires
human intervention. For example, if a developer needs a new VM, what hagpemsonlylooks something like

the process shown in Figure 1.
(_I/T User

1) Request
‘ | resource (e.g., VM)
e /)\/lrify that
L4 request is allowed
Vv \/
Admin

3) Manually from administrator
create resource \
Figurel: In traditional virtualization, an IT user requests resources from a person, then waits for a verification
process to complete.

To get a new VMapplication instancegr another resource, IT user makes a request te VM administrator
(step 1). How this request is madearies, ome organizatiors provide a Web portdb do this, while others rely on
emailor anotherless formal interactio® | 2 ¢ S@SeNbe kefju@si causes the VM administratordarry out
some kind of process to determine whether the request should be grafstiegh 2) This might be simpleefhaps

the administratorcanmake his own decision based on available resources. Especially in larger organizations,
however, the process might be mocomplex, requiring approvals from various people. The more complex the
LINEOSaasx GKS f 2y 3S Ndagparéndysiriple teGuest fora Bew WM dal take Hayshor wieeks to



approve.Assuming the request is granted, however, the VM admiatstreventually creates the new resource
using some VM management tool (step 3).

2Ke y20 Fdzi2YF(S GKA&AK wlG§KSNJ G§KIyYy NBIjdzA N KdzYlFy Ay SN
allocate it herselfrom a predefined resource po@ This is theore idea of a private cloud, as Figure 2 shows.

2) Request resource
(e.g., VM) directly
from cloud

IT User

1) Create clouds with pre-
defined resources, users,
quotas, and access rights

Admin

Figure2: In a private cloud, an IT user requestgesourcedirectly from a predefined pool.

Rather than requiring an approval process for each request made by an IT user, the VM admin can instead create
one or more clouds in advance (stepAh2 NB | YA T | (A 2 y Q& might faveyitO®dsvn ¢to8d,JorNIi Y Sy
instance, with another cloud for markieg and a third for the research grougach cloud has a defined set of

available resources and users, with giefined quotas that limit how muchsersof that cloud can consume.

When an IT user needs a resource, such as a developer requesting a \ddn sty use a seHfervice portal to

request this resource directly from a clotmlwhichshe has accegstep 2)

The benefits of doing this aapparent C2 NJ 2y S (KAy3IsZ AGQa FlLadsSN®» wl iKSN (KI
can havearesourcallod G SR | dzi2YIF GAOFf @& Ay YAydziSad ¢KAA | LILINRIF OK
need to use the time of a highly skilled (and highly paid) VM administrator to carry out these simple redurasbts.

especially for applications, this kind of autataed installation reduces the chances for error in what can be a

complicated process.

Getting these benefitsequires some workof courseCreating a private cloud requires fipnt effort, such as
decidingwhat resource®ach cloud should be allocated what user quotas should b&n organization must

also determine exactly which services each cloud will offer. A cloud used solely by a development group might
provideonly standard VMs, for example, while one used by a business unit might allow depémyi of a specific
set of applications.

Anotherissue for many organizations is the loss of immediate control. While the VM admin still has ultimate

L2S6SNI 208N 6KS Sy@ANRBYYSyilis KSQa y2 f2y3aSNcasy@dz2t SR Ay
Similarly, IT users no longer have a static set of physical or virtual servers that belong solely to them. Instead,
GKSEQNBE | ff20FGSR NBa2dz2NOSa FNRBY GKS LR22f LINPQJARSR o0& |



tkKSasS OKIy3aSa OFly o6S OKLI tt Sy aioyedlize thatdbp8nQ A private&loulh & y DA NR G =
just a technology changeit also requires new attitudes and behavio#ill, the benefitxan be significant. What
ITorganizationR 2 S & y Q ligivé its yisérs fasfer service at a lower Gost

Private Gbuds and Public Clouds

Before looking more specifically at Microsffrivate cloudtechnologiex A (i Q& 62 NI K SEF YAYAYy 3 (Ff
computing itself.The characteristics of this approaclhhe things that make a cloua cloud include the

following:

0 Pooled ResourcedRather tharassignindixed compute, storage, and networking resourcepéuticularusers,
I Of 2dzR LINP@PARSa || NBaz2dz2NOS Lk2t GKFG Fff dzaSNBR &Kl N
a user all she cares about is that ttdoud meet the service level agreement (SLAYydmises. And écause
0KS LIKeaAOlrt NBaz2dz2NOSa FNBE 2L 1jdzS G2 GKS Of 2dzRQa dza S
G2 2LIAYATS GKS Of 2dzRQa aASNBAOSO®

0 SeltService AccessGetting access to comping resources VMs and more without needing human
approval for each request is a fundamental aspect of cloud computing.

0 Elasticity The set of resources a particular user has can grow and shrink over time. For exathpéstier
application mightincreaseli KS y dzYo SNJ 2F 2 S0  &keNaS NILIE A O Airkc@afa ANHz/ § K K 3
then decrease thenwhenthe load shrink® CNRB Y (G KS LRAYy(d 2F @ASs 2F | Of 2 dzR
elastic.

0 Metered Use of Resource8ecause resources can b#ocatedin afine-grainedway, such as pevM per
hour, clouds caroffer metered use A usermight be able tomonitor the details ofher resource use, for
example, perhapbeing charged only for what she uses.

Put simply, cloud computing allows seHivice access to an elastic pool of IT resources. When this pool is provided
08 LIKeaAOlf NBaz2dz2NOS& RSRAOFGSR G2 | &aAy3atS dzaSNI 2NHI y.
provided by physical resources shared by multiple user organizations 1 Q& 02YY2yft & @ASoSR I a

While both private and public clouds have all of the characteristics just listedtiéa of cloud computingjrst

became visiblein public cloudsOne populapublic cloudoption, known adnfrastructure as a Seice (laaS)offers

VMs on demand. This same laaS approach is what underlies most private clouds today (although more than just
VMs can be provided, adready mentionejl

, S0 AGQa YA thdt &gaRzatoms née@to chéokmfinleen private and pblic cloudsSome scenarios,

such as supporting Internestcale applications, are cleadygood fit for public cloutechnologiessuch as

a A O NP Wiadéwis @ZureButprivate clouds areeallyjustthe evoluh 2y 2 F (2 Rl & Ochiter@nWIi dzI £ AT S
organization that iserious about virtualization today, regadeds ofits public cloud plansshouldalsobe serious

about private cloudsTK S @ QNB G KS ySEG &aGSL) 2y GKS @ANIdzZ €t ATFGAZY LI

Creating aPrivate Cloudvith System Center 2012

System Cente2012allowscreating and using private cloudSustomers and partners can use these technologies
to offer traditional laaS services, such as VMs on demahid.technology family algrovidesmore, with support



for deploying multitier applicationsmonitoring andupdating those applicationgnd automation services to make
all of this more efficient. FigureiBustratesthe primarytechnologiesused to construct a Microsoft private cloud

Portal

Self-Service i
i
1
i

Orchestrator
2012

VM and Cloud
Management

Figure3: The Microsoft private cloudelies onseveral different System Centé&t012componentsand supports
multiple hypervisors

As the figure shows, the Microsoft private cloud supports three different hypervisors: Microsoft-NMypiware
ESX/ESXI, ai@itrixXenServer. It also supporsnventionalcompute, storage, and networking hardwaaiong
with pre-packagechardwareconfigurations that conform to the Hypa&f Cloud Fast Track specification.

Building a this foundation, System Center 20d2n create a private cloudhemaincomponents used to do this
arethe following:

0 System Center VirtuaachineManager (VMM) 2012, which provides the flamental services for creating
and managing clouds. It also provides the technologies used to deploy and updasnd®splications

0 System CenterApp Controller 2012a selfservice portal for requests made directly aoprivate clouccreated
with VMM 2012 (As described later, this portal can also be used with Windows Azure.)

0 Sysem Center Service Manager 2012, whtovidesautomated IT service management and an associated
seltservice portal. If an organization wishes to define a process with human approvals for some private cloud
scenariosfor example Service Manager 2012 makes this possible.

0 System Center Orchestrator 2012, piding a way to automate interactions among other management tools
such as VMM 2012 and Service Manager

0 SystemCenter Operations Manager 2012, whitdn monitorVMs,applicationsand other aspects of a private
cloud then initiateactions to fix problem# detects



lff 2F (GKSasS (SOKy2ft23ASa RSLWISYR 2y 2AyR2¢a { SNBSNI Hnn
that the System Cente&2012suite as a whole includes more than this, with technologies for configuration

management, data backup, amdore. The focus herehowever,is solely on the priva cloud aspects of this

family.

Using the Microsoft Private Cloudcenarios

The best way to get a sense of what the Microsoft private cloud provides is to walk through examples of how it can
be used. Tis section looks at six scenarios:

0 Anadministrator creating a cloud

01 A developer creating a virtual machine.

0 An IT pro deploying aapplication.

0 Anadministrator updating a deployed application.

0 A developer creating a virtual machingth an approval proess.

0 System Centeratecting and fixing a problem in a running application.

The goal is to provide a representative sample of how an organization can use the Microsoft private cloud and of
the value itprovides

An Administrator Creating a Cloud

Before arybody can use a private cloushmeonemust create it In the Microsoft private cloud, this task is done
primarily bya Virtual Machine Manager 201&dministrator. Figure 4 gives a hitgvel view of the process.
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i Application
Admin 2) Define qyotas and 4) Create service pp
self-service users templates Owners

1) Create 3) Create base
Research cloud VM images and
\ %% templates

Service
Templates

e N |

VM Images
9 VM Templates

Figure4: A VMMadministrator creates a clou@nd definesVM images and/M templates, while application
owners create service templates fahe cloudQa | LILJX A OF GA 2y A

Throughthe user interface provided by théMM consolethe VMM administrator creates a new cloud agisles it
aname(stepl)Ly (KA & SEI YL ST (GKS Of 2dzR LINPGARSE L¢ NBaz2dzNDS:
group, and s@i K S  OrfarRediziR@searchVhen creating the cloudhe VMM admin specifies which physical

resources are available it, includingserves, storage, andoad balancers.

Next, the VMM admin defines quotasidseltserviceuserroles for thiscloud> A Yy F2NX I GA 2y G(GKF GQa &
VMM library(step 3).Quotas lethe adminspecifylimitson the total number of virtual mchines that can be

created in this cloud, on the amount of memory those VMs can use, on the total amount of storage ayvaiidble

more. By creatingselfserviceusers the admindefinesexactly who has the right to create ViMideploy

applicationsand peaform other actions irthis cloud ! Ot g@sdeiRafedactually defined in Active Directory, and
GKS2QNB (GeLAOlffte AaLISOAFTASR Fa 3INRdzZLJA NI GKSNJ GKIFYy AYRA
Developers group whose members have the right to create VMs for theirusg, and 8UITAdmin group

containing administrator this business univho are allowed to deploy applicatioriBhe VMM admin can also

define quotas for eackelfserviceuser, limiting the resources they can use. Different users can be allowed to

consume different mounts of memory and storage, for example, or create different numbers of VMs. These limits

LINBGSyd ye 2yS aSd 2F dzaSNB TNRY dziAy3d G22 tFNES | aK

I £ { K 2 sinBtKequiréd QhevMM admin is also likely tdefinea base set o¥/M images and VM templatdsr
this cloud(step 3). Dagite their similar names, thedsvo thingsare quitedistinct

0 AVM imagecontains an operating system image that can be used to create a virtual machine. With\Hyper
and XenServer, these are stored.vhd files, while ESX/ESXi uses .vmdk files.



0 AVM templatereferences a particular VM image, then defines other information needed to create a virtual
machineusingthat VM image Among other things,His information include a hardwareprofile, specifying
thingssuch as the amount of memory the VM should have, andperating systenprofile, which can define
the name of the Active DirectorR2 Y| Ay GKS +a &K2dzZ R 0ald rBofedDncd M 6 KSy A
GSYLX I 1Sa SEA A& LredtekirdtanOds af dev WEls frdra tSasditenplhates.

In some situations, such as developers creating a development environareating VMs from VM templates
might be sufficient. Yet a cloud created with VMM 2012 can do more than this: It can also wodomiptete
applications. To allow this, the product introduces the notios@ifvice templatesAs described in more detalil
later, a service template canrap togethereverything needed to deploy and ranmultitier application. This
includes the code for the applicatipdescriptions of its databasehemasVYM templates that describthe VMs it
runs in and more.

2 KAES AGQA LIR&aaArofsS FT2NJ I xaa FRYAY mokelikeliN®BdtanS | & SNIIA O
application ownewill do this. This owner might beedeveloper whavorked onthe application the person who

deploys the applicatiorgr someone else. Whoeveritis a KSQf f ySSR (2 KI @S {isf26f SR3IS
structured am how itda K2 dzf R NXzy ® 2 KSy | y Sg dpplieataR owheisvilzieBd san®RZ A (1 Q&
number of service templates for that cloud (step 4 in Figurdd)do this, they use Service Template Designer

provided by VMM 2012Jsersof the cloud can then deploy new instances of the applicatidefined bythese

servicetemplates.

A DeveloperCreatinga Virtual Machine
Once a cloud is created, using it is straightforward. Figure 5 shows perhaps the most basic scenario for using a
private cloud:a developer requesting a virtual machine.



2) Request a new VM in Research
cloud from VM template

N
\J y
, Developer
3) Submit 1) Show available P
——————————————— - request cloud resources (e.g.,
| L VM templates)
| /
|
1 5) Create
/ I VM
|
|
I 4) Verify that request
I matches cloud quotas
Research Cloud I and capabilities
_____________ |
sommm———— oy
f :
! 1
H 1
I i
N e s
VM Templates

Figure5: A developer camuseApp Controller 20120 request a VMthen rely on VMM 2012 to create that VM.

As the figure shows, a developer can access the Research cloud through-gergel portal provided bypp
Controller 201® h y G$oggedirs e portal will show her all available resources in all of the clouds to which
she has access (step This incluges any VMs she can create frafivi templates availablein the Research cloud

She chooses to create one of thegkls(step 2), andApp Controller 201passes her request to VMM 2012 (step
3).

Before creating this VM, VMM 2012 makes sure that #guestcan be fulfilled (step 4). Doing this requires

OKSO1AY3 (KIG AlG R2S&ay Qi SEOSSR SAGKSNI GKS ljdz2zdl F2NJ 4
2012 also makes sure that the request is within the capabilities of the c{Bodexarple, a request might ask for

I KFNRgFNB NBaz2dzNOS GKIF G Asuchadhighdesd dokaBl RF - AlyK Sl KRS ansS 523 SN
request passes all of these checks, VMM 2012 creates the VM she asked for in the Research cloud (step 5).

Notice tha this entire process is automated. Because the private cloud was already defined, and because quotas

KFIR 0SSy &LISOATASR F2NJ 620K (GKS Of2dzR yR AdG&a dzZaSNBRX G
days or weeks, the developer gets heguested VM in minutedNotice too that the developer creating the VM

R2SayQi ySSR (2 ¢2NNE | to/BdziunniEdnViMMLIBLE makes khis deYidioO lkaged S G K |

on its knowledge of the resourcesailablefor this cloud.

An IT PrdDeployngan Application

A traditional laaS cloud provides VMs on demahiis is usefukince helping a developer galvM more quicklys
a good thing ButVMs are just a means to an endhetreal business value of lJomesfrom applications Letting an

10



organization deploy applications moedfectivelycan be significantly more useful than judlowingfaster access
to VMs.Accordingly, the Microsoft private cloud allows deploying new applications as well as new VMs.

To understand why this is useftiink about how organizationtypicallydeploy applications today. The process is

often quite complicated just describing it can take many pagésd the same applicatiofrequently needsto be

deployed multiple timesn development, test, staging, and prodiom environmentsEdSy 2y 0SS A G Q& Ay LIN
updatescommonly requiredeploying the application again.

Every timean application is deployed, the peoptarrying out the procedsave the opportunity to make a mistake.
Given that one of the core ben&diof a private cloud is increased automation, why not automateapyglication
deployment processBy embeddinghis process in software, an organization can increase the odds of a successful
outcome.

Doing this requires management software support, WhEwhy VMM 2012 provideservice templatesEach

service templateencapsulats everything required to deplognd runa new instance of an application. Just as a

Of 2dzZRQa dzaSNJ OFy ONXBI (S instSliandstartiew applicdidhydaygnaad. FgGe 8O y | f & 2
illustrates the process

2) Request a new application in
Research cloud from service template

N
9
3) Submit 1) Show available Business Unit
request cloud resources (e.g., IT Admin
‘L service templates)
5) Create /
VMs and
application
instance Service
Templates
4) Verify that request it ~
matches cloud quota ! !
and capabilities i % i
L )]

Figure6: An administratorcan request a new instance of a mutier application, then rely on VMM 2012 to
deploy that instance.

As in the previous scenario, a user logged #ypp Controller 201Z%ees a list of available cloud resources (step 1).

In this casghowever, that user is a business unit IT admin, not a developer, and his goal is to deploy an application
rather than create a VMI o do this, he chooses an application frdme tist displayed by the portal (step 2), and

this request is conveyed to VMM 2012 (step 3).

11



Choosing an application Aypp Controller 201 fact chooses a service template. VMM 2012 examines this

AaSNIBAOS 1 SYLX drégredit@creatSdmbiancediHe pRlication it describes, then verifies that

GKA& NBljdzSaid YIGOKSa (KS Oft2dzRQa ljdz2zdlF FyR OFLI0AfAGAS.
one or more new VMs to run this application, install the application in those ¥Mkstart it runningstep 5)

In this example, the application has three tieré/eb, business logic, and dat&ach running in its own VM. While

GKAE A& O02YY2y>s AlGQa y2i NBIdANBRT aSNBAOS G4SYLXFdGSa
service template that does nothing more than create a new(MMich can be quite useful, as described later)

| 2 6 S @S NapplicdStRe@daFof service templates is to provide a convenient way to package and deploy

useful units of functionality.

Deployhg applications through service templates also has other advantages. For example, a service template can
AaLSOATFE GKIFG 2yS 2N Y2NB 2F +y |LIWXAOFGA2yQa GASNB Oy
template can then specify a loacglancer to spread requests across those VMs, and the application owner can

control how many VMs are running at any time. In a private cloud built using System Center 2012, using service
templates to define and deploy applicatioissthe recommende@pproad.

An Administrator Updating aDeployedApplication

5SLIX 28Ay3 Ly LWL AOFGAZ2Y Y2NB ljdzadlte A& | ff (addzi OSNII
the platform it runs on) iprobablyupdatedY 2 NB 2 F( Sy { KI y making apddgeS sidpRabssShas | Yy R &
significantvalue. Reflecting thishe Microsoft private cloud contairseveraltechnologiesaimed at makingt

easier to updateapplications deployed from service templates

For example, suppose a VMM administrator needs to apply patches to the copy of Windows2B8&&2i K | G Q &
running in VMs used by a deployed application. With the Microsoft private cloud, the newly patched version of the
operating system can be rolled bautomatically to all applications that use it. Figure 7 illustrates how this process
works.

12
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outdated service template template

— AN

VMM Application

Admin Owner
1) Add new version

of VM image used

5) Install N
updated VM by app{ica‘tmn s
image for logic tier

logic tier /
o I i ‘:
i i ! i
= : | !
] | A
"""" Service

VM Images 2) Automatically mark as
outdated all service templates
that reference the previous
version of this VM image

Templates

Figure7: When a VMM administrator updates a VM image, that change can be propagatgdmaticallyto all
applications that use the VNMmage.

Suppose the VMM administrator patches Windowsv8e2008 R2n a particular .vhd file, themportsthis
updated file as a new VM imagetarthe VMM library (step 1)As mentioned earlier, each service template
contains VM templates for the VMsrieeds, andceach VM templatén turn contairs areference toa VM imagelf,
say, the logic tier of a deployed threier application uses this nowpdated VM image, the new image needs to
0S RSLX 2@ SR (Axeployethpplicitian3sNuvays lisich to the service template it was created from,
and so VMM 2012 can find all of the applications that use this service template.

To begin the application updagrocess VMM 2012 automaticallynarks as outdatedll service templates that

referencethe previous version ahe nowupdated VMimage (step2)L i R2S&ay Qi AYYSRAIF GSt e LI
applications that use these service templates, howeveraking this kind of changeithout warningcan

sometimes cause problems. Instead, VMM 20%2s tke App Controller 2012ser interface to inform the

application owner tlat the service template her deployed application uses is outdated (steph&)can then

choose to applanupdated service template now or at some later time (step 4). Once it get®agpifrom the

application owner, VMM 2012 will automatically install the new VM image in the logic tier of this appli¢stepn

5).

This scenario is slightly simplifieth fact the service template itself also has an owner who must accept the
changebefore the application owners are notifiedstill, it illustrates the keidea, which is that an update made to

a single VM image can be automatically deployed to all applications that use that iffag@utomation makes
updates faster and less err@rone. And because VM images can be updated separately from applications, it also
lets organizations creatand managéewer of those images. Rather than using a distinct VM image for each
application, administrators careuse a smaller saif these imagescross multiple applications.

13
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possible with VM templates. This is why it usually makes sense to wrap a VM template insideatemplaet
it allowsautomatedupdatesto VMs as well as applications

A DeveloperCreatinga Virtual Machinewith an Approval Process

One of the fundamental attractions of a private cloud is the ability for a user to get IT resources autontatiocally
humanintervention is required. If a VMM administrator is comfortable with creating a cloud for a subset of his
organization, defining services and quotas for that cloud, then letting people use the cloud as thethisish
approach can work well.

But what if he & ajfvay8willing to do thi® Suppose there are some situations that still require IT users to go
through a moreformal approvalprocess to get resource$. K A & Ol y Q (i Agp SonfRofley D12 dais Aelf 3
service portal is designed entirely fortamated access. Instead, the Microsoft private cloud prosidaother
option for doing this withService Manager 2012.

The goal of Service Manager 2012 is to suppbservice management in a broad sense. This includes
implementing ITIL processes, suchchange management and incident management, and it can also include
processes for other things, such as allocating resources from a private Elmuexamplesuppose an organization
wishesto let developers allocate VMs from a private daipas shown edier, but decideghat these requests
shouldsometimesrequire approval fromth&k S @S t 2 LIS N.Rigure Bshoyvs e Sxisihple of how thisin be
implemented in the Microsoft private cloud

1) Show available 2) Request a new VM
pm———————
! ‘: cloud resources as in Research cloud
! i service catalog
1 I ¢
| 1
N o s
VM Templates
3) Start
_____________ - workflow for

I this request

4) Request
approval
7) Create 5) start
oy runbook \
) N\ o
{
Orchestrator ) ?
6) Verify th 2012 )
erify that N
Research Cloud request matches Manager

————————————— I cloud quota and

capabilities \-

Figure8: Using Service Manager 2012 developer's request for a new VM can triggemerkflow that
implements a process such as requestiagprovalfrom her manager
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As the figure shows, Service Manager 2012 maintai@erdiguration Management Database (CMDB)e CMDB
is the repository for nearly all configuration and managemestated information in the System Cent2912
environment. With the Microsoft private clouthis informationincludes VM templates, which are copiezjularly
from the VMM library ito the CMDB.

As the figure also showSgrvice Manager 2012 provides its osaif-service portal. Using the information in the

CMDB, Service Manager 2012 can constrisgraice cataloghat shows theservicesavailable to a particular user

(step 1).In this case, that usera developetr decides to create a VM in the Research clatdp 2) Rather than

passing this request directly on to VMM 2012, howeverdpp Controller 2012 oes, Service Manager 2012

instead starts avorkflowto handle the request (s 3). This workflow can do pretty much anything 4 Q& Odza G2 Y
logicr but in this example, it does two things. Firstipposeli K+ T G KS RS@St 21LISNR& 2NBI yAT |
central ITgroupfor each VM she createBecause of thighe workflow contactsheR S @St 2 LIS NBget Y I y I 3 SNJ
his approval fothis request (step 4). If the request is approved, the workflow then starts an Orchestrator 2012
runbook(step 5).

A runbook is essentially another kind of workflow. While a Service Manager workflow is degignglement

ITl=style processes, however, a runbook is designed to interact directly with system management tools.

Accordingly, Orchestrator 2012 provides a range oftprét componentsfor interacting with many other

technologies (including neklicrosoft management tools). Among thesee some designed to interact with VMM

2012. In this example, ghrunbook relies on Orchestrator 20&¢@mponentsto ask VMM 2012 to create a new VM

in the Research cloud (step. §poing this relies on a PowerShell ARased by VMM 2012As before, VMM

2012 checks that this request is withtiee dzd SN & ljdz2 G+ FyR GKS Of 2dzZRQa OF LI 6 Af A
requested VM (step 7).

LiQa AYLRNIFYyG G2 y2GS GKFGX dzyt A |@ecéssafshanaDyitinNRA 2 4 3 K2 g
function of System Center 2012. Instead, Service Manager 2012, Orchestrator 2012, and the other components

shown here make it possibfer an organizatiorio build its own customworkflow and runbook to accomplish this.

Microsoft will provide solution acceleratgreowever that give users of this technology predefined

implementations of the most important private cloud scenaribBekey pointis that automated resource

allocation withApp Controller 2012 & y Q (i optikrin tie Wiicrdsoft private cloudUsing Service Manager

2012, a private cloud can albandle requestshat require humanapprovalsor carry outother processes.

System CenteR012Detecting and Fixing a Problem a RunningApplication

Private clodsarean effective way to give IT users the computing resources they need. Yet while providing
resourcesautomaticallyhA & dza S ¥ dzf T Whéré€vér pogsbié, it Slsb 2ndkaskedsautomate
managenent ofthose resources.

For example, one of the keaspects of the Microsoft private cloud is its support for applications just the VMs
those applications run irvarious things can go wrong while an application runs, many of which can be fixed (or
better yet, avoidedwithout human involvementThecomponents of System Center 2012 can work together to
accomplish this, as Figure 9 shows.
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Figure9: Operations ManageR012 Service Manage2012 and other System Center components can work
together to automatically detect andix problems with a running application.

In this example, a threger application has been deployed by VMM 2012 from a service tempAatelescribed

earlier, this templatallows requests fronii K S | LILJskrEtb thie Ao@dyb&lanced across two or meervers

in its Web tier Suppose that the number of incoming HTTP connections gets too high, forcing userstamwait

longfor responses. If the application is monitored by Operations Manager 201@perations Manageagentin a

Web tier VM(the orang ovals in Figure @angeneratean alertindicating that the load on those servers has

gotten too high (step 1)\When it receives this alert, Operations Manager 2012 can gegslanincidentto Service

Manager 2012 (step 2). Service Manager 2012 tleonds the incident in the CMDB aaptionally) notifies

someone via emafstep 3) Next, Service Managestarts aworkflow to remedy this problengstep 4).As in the

previous example, this workflow migbptionallyrequest human approval before proceedi(step 5) In any case,

the workflowstartsan Qchestrator 2012 runbooko interact with VMM 201Z4step 6. This runbookises the

VMM PowerShell API to tellib addanother VMto i K S | LILIE A OI. Td\dd §hi€ ¥MM 2D TxadstheS NJ

F LILX A OF (A 2y Qé&o leard BddUt BiStierihénereatedaned VM, instalsi KS | LILIWabGidr G A 2 y Q&
codein this VM and starsit running (step J. While people can be involved in this process] Qa y 2.TheNXB |j dzA NB R
entire scenario, frondiscovering the problem to fixing it, can batirely automated

As with the previous scenario, the workflow and runbook required to dortiight be entirely customwith

Service Manager 2012 and Orchestrator 2@t@viding the foundation. Different organizations will implement this
in different wayshut the main point remains the same:avlaging applicationgell is an essential aspect of
working with a private cloud.
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